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¢ Initiation of the risk management process and risk assessment: This domain establishes context and
FEY 2 ] conducts systematic assessments to identify potential threats. Assessment involves identification, likelihood

analysis, and prioritization against established criteria.

o Establishment of the risk management framework: The framework provides the foundation for
NEy 22 implementing and improving risk management organization-wide. It encompasses leadership commitment,
framework design, accountability, and resource allocation.

¢ Fundamental principles and concepts of risk management: Risk management systematically identifies,
FEY 23 analyzes, and responds to uncertainties affecting organizational objectives. Core principles include creating
value, integration into processes, addressing uncertainty, and maintaining dynamic responsiveness.

¢ Risk monitoring, review, communication, and consultation: Monitoring ensures effectiveness by tracking
NEy 2 4 controls and identifying emerging risks. Communication engages stakeholders throughout all stages for
nformed decision-making,
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¢ Risk treatment, risk recording and reporting: Treatment involves selecting measures to modify risks through
FEw 25 avoidance, acceptance, removal, or sharing, Recording and reporting ensure systematic documentation and
stakeholder communication.
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HP#73

Scenario 7:

Maxinre, a chocolate manufacturer headquartered in Ghent, Belgium, produces toffees, eclairs, enrobed chocolates, and caramels.
In 2023, a contamination incident in its caramel line triggered a large-scale product recall across Furope, exposing weaknesses in
supplier evaluation, reporting channels, and crisis commumnication. Recognizing the financial, operational, and reputational impact of
this event, top management decided to apply a risk management process in line with ISO 31000. The aim was to strengthen
resilience, embed risk awareness across departments, and ensure risks are systematically managed in both daily operations and long-
term strategies.

To ensure that the risk management process is effective, Maxime set up a structured monitoring and review process with clear
procedures for collecting and analyzing data on key risks like supplier reliability, food safety, and commumnication. For validation of
measurement methods, Sophie, the head of Quality Assurance, was tasked with assessing whether the tools used were suitable for
evaluating the effectiveness of the process.

Additionally, Maxime introduced a set of measures designed to provide early waming indicators across critical areas. In operations,
they tracked the number of production Iine stoppages and the percentage of defective batches. On the financial side, they monitored
fluctuations in raw material prices, especially cocoa, and their impact on margins. For regulatory matters, they followed the frequency
of nonconformities identified during mspections. In terms of technology, system downtime in automated packaging lines was
measured.

To ensure these indicators were communicated eftectively, Sophie worked with top management to present the results in a format
that made changes easy to spot and understand. Rather than relying only on static reports, they chose a more dynamic approach that
displayed key values visually, highlighted deviations, and issued alerts when thresholds were crossed.

In addition, Maxime established clear communication and consultation processes to ensure that relevant stakeholders were properly
engaged. The top management used an approach that clarified who was responsible for carrying out tasks, who held final
accountability, who should be consulted for expertise, and who needed to stay informed. To strengthen engagement, Maxime
organized how risk information would be delivered to different audiences. Employees received updates during team briefings and
through the company's internal platform, while external parties, such as suppliers and regulators, were informed through formal
reports and direct correspondence. This approach ensured that each group had access to the information most relevant to themin a
timely way.

Based on the scenario above, answer the following question:

Based on Scenario 7, Maxime introduced a set of measures, including tracking production line stoppages, monitoring raw material
price fluctuations, recording nonconformities from inspections, and observing system downtime in packagng lines. What did they use
in this case?

¢ A Risk acceptance criteria
¢ B. Critical control points (CCPs)


https://www.passtest.jp/PECB/ISO-31000-Lead-Risk-Manager-shiken.html
https://www.xhs1991.com/ISO-31000-Lead-Risk-Manager.html

¢ C. Key risk indicators (KRIs)
¢ D. Key performance indicators (KPIs)
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The correct answer is C. Key risk indicators (KRIs). ISO 31000 emphasizes that effective monitoring and review require the use of
indicators that provide early warmning signals about changes in risk exposure. KRIs are metrics specifically designed to signal
increasing or decreasing risk levels before adverse events occur.

In Scenario 7, Maxime introduced measures explicitly described as early warning indicators across operational, financial, regulatory,
and technological areas. Examples include production line stoppages, defective batches, raw material price volatility, inspection
nonconformities, and system downtime. These measures do not merely assess performance outcomes but indicate potential
deterioration in risk conditions, which is the defining characteristic of KRIs.

Critical control points (CCPs) are specific stages in a process where controls are applied, commonly used n HACCP, not as
monitoring indicators. Key performance indicators (KPIs) focus on performance achievement rather than risk exposure. Risk
acceptance criteria define thresholds for accepting risks, not monitoring them

Froma PECB ISO 31000 Lead Risk Manager perspective, KRIs are essential tools for proactive risk monitoring, enabling timely
corrective actions and supporting resilience. Therefore, the correct answer is Key risk indicators (KRIs).

B #74

What is the main focus when organizations commumicate risks to operational managers?

A. Communicating long-term strategic uncertainties

B. Clarifying the responsbilities of individual risks and emphasizing safety issues

C. Evaluating the impact of risks on stakeholder confidence and crisis management options

D. Addressing risk exposures that can be controlled at the operational level and monitoring key performance indicators
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The correct answer is B. Addressing risk exposures that can be controlled at the operational level and monitoring key performance
indicators. ISO 31000 emphasizes that commumication should be tailored to the needs, responsibilities, and decision-making
authority of different organizational levels.

Operational managers are responsible for day-to-day activities, implementation of controls, and performance management.
Therefore, risk communication directed to them should focus on practical, actionable information, such as current risk exposures,
control effectiveness, deviations from expected performance, and relevant indicators (including KPIs and KRIs).

Option A is more relevant to top management and external communication, where reputation and crisis management are primary
concerns. Option C focuses more on first-line employees, who need clarity on individual responsibilities and safety practices. Option
D relates to strategic-level commumnication and is not the primary focus for operational managers.

Froma PECB ISO 31000 Lead Risk Manager perspective, effective risk commumication ensures that operational managers receive
information that enables them to take corrective actions, allocate resources, and maintain control over operational risks. By aligning
communication with operational responsibilities, organizations improve responsiveness and resilience. Therefore, the correct answer
is addressing controllable operational risk exposures and monitoring indicators.

HE#75

Scenario 3:

NovaCare is a US-based healthcare provider operating four hospitals and several outpatient clinics. Following several minor system
outages and an internal assessiment that revealed inconsistencies in security monitoring tools, top management recognized the need
for a structured approach to identify and manage risks more effectively. Thus, they decided to implement a formal risk management
process in line with ISO 31000 recommendations to enhance safety and improve resilience.

After identifying key risks, Daniel and the team used a structured questioning approach to repeatedly analyze why each issue
occurred, tracing cause-and-eftect links and probing deeper until the underlying root causes were identified.

Based on the scenario above, answer the following question:

‘Which technique did Daniel and his teamuse to further investigate the cause-and-effect relationships of identified risks and uncover
their root causes?

e A. 5 Whys technique
e B. Scenario analysis
e C.5Wsand 1H method



e D. Fault tree analysis
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The correct answer is B. 5 Whys technique. The 5 Whys technique is a structured root cause analysis method that involves
repeatedly asking "why" an issue occurred until the underlying cause is identified. This technique is widely used in risk analysis and
problenmtsolving to uncover causal relationships rather than addressing symptorns.

In Scenario 3, the team explicitly used a method that involved repeatedly analyzing why each issue occurred and tracing cause-and-
effect links. This description directly corresponds to the 5 Whys technique. The method supports ISO 31000's requirement to
understand the sources, causes, and drivers of risk during risk analysis.

The 5W's and 1H method (Who, What, When, Where, Why, How) is typically used for information gathering rather than deep root
cause analysis. Scenario analysis explores possible future situations rather than identifying root causes of existing issues. Fault tree
analysis is a more complex, diagram-based technique not described in the scenario.

Froma PECB ISO 31000 Lead Risk Manager perspective, selecting appropriate risk assessment techniques is essential for
effective analysis. The 5 Whys technique is suitable for uncovering root causes in operational and process-related risks. Therefore,
the correct answer is 5 Whys technique.
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What is an example of a risk management objective at an operational level?

A. Become a recognized leader in sustainability by achieving carbon neutrality across all operations by 2030.
B. Expansion of the organization's market share by 25% within the next 3 months.

C. Reduce staff turnover rates to 60% per annum

D. Increase shareholder value over the long term.
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The correct answer is B. Reduce staff turnover rates to 60% per annum. ISO 31000 explains that objectives exist at different
organizational levels: strategic, tactical, and operational. Operational objectives are typically short- to medium-term, specific, and
focused on day-to-day activities, processes, and performance within fnctions or departments.

Reducing staff turnover is an operational-level objective because it directly relates to workforce management, human resources
processes, and daily operational stability. High staff turnover represents an operational risk that can affect productivity, service
quality, knowledge retention, and costs. Setting an objective to reduce turnover supports operational resilience and continuity, which
aligns with ISO 31000's goal of protecting and creating value.

Option A is a strategic-level objective, as it concerns long-term positioning, sustamnability leadership, and organization-wide
transformation. Option C is also strategic or tactical, focusing on market expansion and growth rather than operational risk control.
Option D is a broad strategic objective tied to overall organizational performance and value creation.

Froma PECB ISO 31000 Lead Risk Manager perspective, clearly distinguishing operational objectives ensures that risks are
managed at the appropriate level and that controls are practical and actionable. Therefore, the correct answer is reduce staff
turnover rates to 60% per annum.

HE#77
A minor data leak occurs in an organization. As the leak went unnoticed for weeks, sensitive customer information was gradually
exposed, leading to reputational damage and regulatory penalties. What does this scenario illustrate?

A. The importance of using risk analysis techniques that account for how consequences can become more severe over time
B. The need to elimnate all residual risks

C. The requirement to classify data risks based solely on initial impact assessments

D. The need for continuous monitoring to detect and address emerging risks earty

IEf@E: D
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The correct answer is A. The need for continuous monitoring to detect and address emerging risks early. ISO 31000 emphasizes
that risk management is dynamic and requires ongoing monitoring and review to identify changes in risk conditions, controls, and
consequences.

In the scenario, the data leak initially appeared minor but escalated over time because it went undetected for weeks. This



demonstrates how risks can evolve and intensify if not monitored effectively. Continuous monitoring enables organizations to detect
early warning signs, respond promptly, and limit escalation of impacts.

Option B is relevant to understanding risk escalation, but the primary failure illustrated is the lack of timely detection. Option C is
incorrect because relying only on initial assessments ignores the dynamic nature of risk. Option D is unrealistic and contradicts ISO
31000, which recognizes that residual risk always exists.

Froma PECB ISO 31000 Lead Risk Manager perspective, continuous monitoring and review are essential to resilience and
protection of value. Therefore, the correct answer is the need for continuous monitoring to detect and address emerging risks early.
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