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Answer: C

Explanation:

Comprehensive and Detailed In-Depth Explanation:

* Intrinsic vulnerabilities are inherent flaws in a system, software, or tool. In this case, the inability to bound-check arrays is an
inherent weakness of the software, making it an intrinsic vulnerability. This aligns with ISO/IEC 270012022 Annex A Control A.8.9
(Contfiguration Management), which mandates secure software design and validation practices.

* Extrinsic vulnerabilities arise due to external factors (e.g., misconfigurations or lack of security patches).

* Buffer overflow is a vulnerability, not a threat, because it represents a weakness that can be exploited by an attacker.
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Answer: A,D,E,F

Explanation:

According to ISO/IEC 2700122022, clause 6.2, nformation security objectives are the specific results that an organisation intends to
achieve with its information security management system (ISMS). The standard specifies that information security objectives must
fulfil the following criteria:

* They must be communicated appropriately (A): The organisation must ensure that the relevant internal and external parties are
informed about the information security objectives and their roles and responsibilities in achieving them. This can help to create
awareness, commitment, and accountability for information security. This criterion is related to clause 6.2.2 of ISO/IEC
27001:2022.

* They must be available as documented information (B): The organisation must maintain and retain documented information on the
information security objectives, including their scope, level, indicators, and time frame. This can help to provide evidence,
traceability, and consistency for information security. This criterion is related to clause 6.2.1 of ISO/IEC 27001:2022.

* They must be consistent with the IS Policy (G): The organisation must ensure that the information security objectives are aligned
with the information security policy, which is the top-level statement of the organisation's intentions and direction for information
security. This can help to support the strategic objectives and the context of the organisation. This criterion is related to clause 5.2 of
ISO/IEC

27001:2022.

* They must be achievable (H): The organisation must ensure that the information security objectives are realistic and attainable,
considering the available resources, capabilities, and constraints. This can help to avoid setting unrealistic or unfeasible expectations
and to monitor and measure the progress and performance of information security. This criterion is related to clause 6.2.1 of
ISO/IEC 270012022.
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Answer: A

Explanation:

Comprehensive and Detailed In-Depth Explanation:

* C. Correct Answer:

* The audit team documented findings, but the scenario does not confirm whether sufficient supporting evidence was included.
*1SO 19011:2018 requires audit findings to be properly documented and justified with evidence.
* Failing to document evidence reduces audit credibility.

* A. Incorrect:

* Preparing for the audit by reviewing policies and procedures is correct practice.

* B. Incorrect:

* Evaluating management responsibility for ISMS compliance is a required step in Stage 1.
Relevant Standard Reference:

* ISO/TIEC 2700122022 Clause 9.2 (Internal Audit)

*1SO 19011:2018 Clause 6.5.3 (Audit Documentation Requirements)
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Answer: B

Explanation:

Comprehensive and Detailed In-Depth Explanation:

* B. Correct Answer:

* Audit evidence can come from interviews, observations, and documentation.
* Verbal evidence from top management is acceptable if documented and confirmed in writing,
* A. Incorrect:

*1SO 19011 allows verbal evidence as long as it is substantiated.

* C. Incorrect:

* Interviews alone are not sufficient-additional verification is required.
Relevant Standard Reference:

*1S0O 19011:2018 Clause 6.4.6 (Reviewing Documented Information)
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Answer: D,F,G

Explanation:

According to ISO/IEC 27001:2022, which specifies the requirements for establishing, implementing, maintaining and continually
improving an information security management system (ISMS), control 5.7 requires an organization to establish and maintain a threat
ntelligence process to identify and evaluate information security threats that are relevant to its ISMS scope and objectives1. The
organization should use internal and external sources of information, such as vulnerability databases, threat feeds, industry reports,
etc., to produce threat intelligence that can be used to support risk assessment and treatment, as well as other information security
activities 1. Therefore, when auditing the organization's application of control 5.7, an ISMS auditor should verify that these aspects
are et in accordance with the audit criteria.



Three options that represent valid audit trails for verifying control 5.7 are:

* T will review the organisation's threat intelligence process and will ensure that this is filly documented:

This option is valid because it can provide evidence of how the organization has established and maintained a threat intelligence
process that is consistent with its ISMS scope and objectives. It can also verify that the process is documented according to clause
7.5 of ISO/IEC 27001:20221.

* T will check that threat intelligence is actively used to protect the confidentiality, integrity and availability of the organisation's
information assets: This option is valid because it can provide evidence of how the organization has used threat intelligence to support
its risk assessment and treatment, as well as other information security activities, such as incident response, awareness, or
monitoring. It can also verify that the organization has achieved its information security objectives according to clause 6.2 of
ISO/IEC 27001:220221.

* T will determine whether internal and external sources of information are used in the production of threat intelligence: This option is
valid because it can provide evidence of how the organization has used various sources of information, such as vulnerability
databases, threat feeds, industry reports, etc., to produce threat intelligence that is relevant and reliable. It can also verify that the
organization has complied with the requirement of control 5.7 of ISO/IEC 27001:220221.

The other options are not valid audit trails for verifying control 5.7, as they are not related to the control or its requirements. For
example:

* T will speak to top management to make sure all staff are aware of the importance of reporting threats:

This option is not valid because it does not provide evidence of how the organization has established and maintained a threat
ntelligence process or used threat intelligence to support its ISMS activities. It may be related to another control or requirement
regarding information security awareness or commumication, but not specifically to control 5.7.

* T will ensure that the task of producing threat intelligence is assigned to the organisation s internal audit team: This option is not valid
because it does not provide evidence of how the organization has established and maintained a threat intelligence process or used
threat intelligence to support its ISMS activities. It may also contradict the requirement for auditor independence and objectivity, as
recommended by ISO 19011:20182, which provides guidelines for auditing managemment systens.

* [ will ensure that the organisation's risk assessment process begins with effective threat intelligence:

This option is not valid because it does not provide evidence of how the organization has established and maintained a threat
ntelligence process or used threat intelligence to support its ISMS activities. It may also imply a prescriptive approach to risk
assessment that is not consistent with ISO/IEC 27005:

20183, which provides guidelines for information security risk management.

* T will review how information relating to information security threats is collected and evaluated to produce threat intelligence: This
option is not valid because it does not provide evidence of how the organization has established and maintained a threat intelligence
process or used threat intelligence to support its ISMS activities. It may also be too vague or broad to be an effective audit trail, as it
does not specify what criteria or methods are used for collecting and evaluating information.

* [ will ensure that appropriate measures have been introduced to inform top management as to the efectiveness of current threat
ntelligence arrangements: This option is not valid because it does not provide evidence of how the organization has established and
maintained a threat intelligence process or used threat intelligence to support its ISMS activities. It may be related to another control
or requirement regarding management review or performance evaluation, but not specifically to control

5.7.

References: ISO/IEC 2700122022 - Information technology - Security techniques - Information security management systemns -
Requirements, ISO 19011:2018 - Guidelines for auditing management systems, ISO

/IEC 27005:2018 - Information technology - Security techniques - Information security risk management
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