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Linux Foundation CNPA 考試大綱：

主題 簡介

主題 1

Platform APIs and Provisioning Infrastructure: This part of the exam evaluates Procurement Specialists on
the use of Kubernetes reconciliation loops, APIs for self-service platforms, and infrastructure provisioning
with Kubernetes. It also assesses knowledge of the Kubernetes operator pattern for integration and
platform scalability.

主題 2

Platform Observability, Security, and Conformance: This part of the exam evaluates Procurement
Specialists on key aspects of observability and security. It includes working with traces, metrics, logs, and
events while ensuring secure service communication. Policy engines, Kubernetes security essentials, and
protection in CI
CD pipelines are also assessed here.

主題 3

Continuous Delivery & Platform Engineering: This section measures the skills of Supplier Management
Consultants and focuses on continuous integration pipelines, the fundamentals of the CI
CD relationship, and GitOps basics. It also includes knowledge of workflows, incident response in
platform engineering, and applying GitOps for application environments.
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最新的 Cloud and Containers CNPA 免費考試真題 (Q20-Q25):
問題  #20 
Which key observability signal helps detect real-time performance bottlenecks in a Kubernetes cluster?
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A. Events
B. Traces
C. Logs
D. Metrics

答案：D

解題說明：
Metrics are the observability signal most effective at detecting real-time performance bottlenecks in Kubernetes. Option C is correct
because metrics provide numerical, time-series data (e.g., CPU usage, memory consumption, request latency, pod restarts) that can
be aggregated and monitored continuously. This makes them the best fit for identifying performance degradation and bottlenecks
before they escalate into outages.
Option A (logs) capture detailed events but are better for debugging after issues occur. Option B (traces) provide request-level
insights across distributed systems but focus on transaction flow rather than cluster-wide performance. Option D (events) record
discrete system changes but are not designed for continuous performance monitoring.
Metrics integrate with tools like Prometheus and Grafana, enabling SLO/SLI monitoring and alerting. They allow proactive capacity
planning, scaling decisions, and real-time issue detection-critical aspects of cloud native observability.
References:- CNCF Observability Whitepaper- Prometheus CNCF Documentation- Cloud Native Platform Engineering Study
Guide

問題  #21 
As a platform engineer, how do you automate application deployments across multiple Kubernetes clusters using GitOps, Helm, and
Crossplane, ensuring a consistent application state?

A. Integrate Helm and Crossplane into a GitOps-enabled CI/CD pipeline.
B. Use Helm and Crossplane, with manual GUI-based configuration updates.
C. Leverage Git for configuration storage, with manual application of Helm and Crossplane.
D. Employ a GitOps controller to synchronize Git-stored Helm and Crossplane configurations.

答案：D

解題說明：
The most effective way to achieve consistent, automated deployments across multiple Kubernetes clusters is to combine GitOps
controllers (e.g., Argo CD, Flux) with declarative configurations managed by Helm and Crossplane. Option A is correct because the
GitOps controller continuously reconciles the desired state stored in Git-Helm charts for applications and Crossplane manifests for
infrastructure-ensuring consistency across clusters.
Option B and D rely on manual updates, which are error-prone and not scalable. Option C mischaracterizes GitOps by suggesting
push-based pipelines rather than the core GitOps model of pull-based reconciliation.
This combination leverages Helm for application packaging, Crossplane for cloud infrastructure provisioning, and GitOps for
declarative, version-controlled delivery. It ensures applications remain in sync with Git, providing auditability, automation, and
resilience in multi-cluster environments.
References:- CNCF GitOps Principles- CNCF Platforms Whitepaper- Cloud Native Platform Engineering Study Guide

問題  #22 
If you update a Deployment's replica count from 3 to 5, how does the reconciliation loop respond?

A. It will create new Pods to meet the new replica count of 5.
B. It will wait for an admin to manually add two more Pod definitions.
C. It will restart the existing Pods before adding any new Pods.
D. It will delete the Deployment and require you to re-create it with 5 replicas.

答案：A

解題說明：
The Kubernetes reconciliation loop ensures that the actual state of a resource matches the desired state defined in its manifest. If the
replica count of a Deployment is changed from 3 to 5, option B is correct:
Kubernetes will automatically create two new Pods to satisfy the new desired replica count.
Option A is incorrect because Deployments are not deleted; they are updated in place. Option C contradicts Kubernetes'
declarative model-no manual intervention is required. Option D is wrong because Kubernetes does not restart existing Pods unless



necessary; it simply adds additional Pods.
This reconciliation process is core to Kubernetes' declarative infrastructure approach, where desired states are continuously
monitored and enforced. It reduces human toil and ensures consistency, making it fundamental for platform engineering practices like
GitOps.
References:- CNCF Kubernetes Documentation- CNCF GitOps Principles- Cloud Native Platform Engineering Study Guide

問題  #23 
Which of the following observability pillars provides detailed information about the path a request takes through different services in
a distributed system?

A. Events
B. Traces
C. Metrics
D. Logs

答案：B

解題說明：
Traces provide end-to-end visibility into how a request flows through multiple services in a distributed system. Option A is correct
because tracing captures spans (individual service operations) and stitches them together to form a complete picture of request
execution, including latency, bottlenecks, and dependencies.
Option B (logs) provide detailed event records but lack contextual linkage across services. Option C (events) are discrete system
occurrences, not correlated request flows. Option D (metrics) provide aggregated numerical data like latency or throughput but
cannot show request-level detail across distributed systems.
Tracing is especially critical in microservices architectures where a single request may traverse dozens of services. Tools like
OpenTelemetry, Jaeger, and Zipkin are commonly used to implement distributed tracing, which is essential for debugging,
performance optimization, and improving reliability.
References:- CNCF Observability Whitepaper- OpenTelemetry CNCF Project Documentation- Cloud Native Platform Engineering
Study Guide

問題  #24 
As a Cloud Native Platform Associate, which of the following is the best example of a self-service use case that should be
implemented within a cloud platform?

A. A centralized dashboard for monitoring application performance.
B. An automated resource provisioning system to spin up environments on demand.
C. A manual request process for acquiring additional storage resources.
D. An internal wiki for documenting best practices in cloud usage.

答案：B

解題說明：
Self-service capabilities are a cornerstone of platform engineering, enabling developers to move quickly while reducing dependency
on platform teams. Option C is correct because an automated resource provisioning system allows developers to spin up sandbox or
test environments on demand, supporting experimentation and rapid iteration. This aligns with the principle of treating platforms as
products, focusing on developer experience and productivity.
Option A (manual request process) creates bottlenecks and is the opposite of self-service. Option B (documentation) is helpful but
does not enable automation or self-service. Option D (centralized monitoring) improves observability but is not a self-service
capability by itself.
By implementing automated provisioning, developers gain autonomy while platform teams maintain governance through abstractions,
golden paths, and policy enforcement. This fosters agility, consistency, and scalability, improving both developer experience and
organizational efficiency.
References:- CNCF Platforms Whitepaper- CNCF Platform Engineering Maturity Model- Cloud Native Platform Engineering
Study Guide
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