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EE2 #118
A finance company stores confidential data in an Amazon S3 bucket. The company uses Amazon QuickSight to analyze the data
and create dashboard reports. The company requires that all data access and connections to QuickSight remain within the

company's VPC network boundary.
‘Which solution will meet these requirements?

¢ A. Configure an Amazon S3 VPC gateway endpoint. Route all data from QuickSight through the endpoint to transfer data.
Grant QuickSight permission to access the S3 bucket.

e B. Create an interface VPC endpoint for QuickSight. Configure the endpoint to connect to QuickSight within the VPC by
using AWS PrivateLink. Create a manifest file that points to the S3 data. Grant QuickSight permission to access the S3
bucket.

e C. Configure a NAT gateway in the company's VPC. Route all data from QuickSight through the NAT gateway to transfer
data. Grant QuickSight permission to access the S3 bucket.

e D. Setup a VPC endpoint for QuickSight. Use an Amazon EC2 instance as a proxy to establish a direct connection between
the VPC and QuickSight. Create a manifest file that points to the S3 data. Store the manifest on the EC2 instance. Grant
QuickSight permission to access the EC2 instance.
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To keep all QuickSight traffic and data access within the VPC boundary, you must use an interface VPC endpoint for QuickSight
via AWS PrivateLink. This provides a private connection from your VPC to the QuickSight service without traversing the public
internet. Then QuickSight can read data from S3 (referenced via a manifest file) while staying within the VPC path, as long as the
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proper S3 permissions are granted.

AE#119

A company has a VPC that contains a public subnet and a private subnet. The company deploys an Amazon EC2 instance that uses
an Amazon Linux Amazon Machine Image (AMI) and has the AWS Systerms Manager Agent (SSM Agent) installed in the private
subnet. The EC2 instance is in a security group that allows only outbound traffic.

A CloudOps engineer needs to give a group of privileged administrators the ability to connect to the instance through SSH without
exposing the instance to the internet.

‘Which solution will meet this requirement?

e A Create a Systems Manager endpoint in the private subnet. Update the security group to allow SSH traffic from the private
network where the Systems Manager endpoint is connected. Create an IAM group for privileged administrators. Assign the
PowerUserAccess managed policy to the TAM group.

¢ B. Create an EC2 Instance Connect endpoint in the private subnet. Update the security group to allow inbound SSH traffic.
Create an IAM group for privileged administrators. Assign the PowerUserAccess managed policy to the IAM group.

e C. Create a Systems Manager endpoint in the public subnet. Create an IAM role that has the
AmazonSSMManagedInstanceCore permission for the EC2 instance. Create an I[AM group for privileged administrators.
Assign the AmazonEC2ReadOnlyAccess IAM policy to the IAM group.

¢ D. Create an EC2 Instance Connect endpoint in the public subnet. Update the security group to allow SSH traffic from the
private network. Create an IAM group for privileged admmnistrators. Assign the PowerUserAccess managed policy to the
1AM group.
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Comprehensive and Detailed Explanation From Exact Extract of AWS CloudOps Doocuments:

EC2 Instance Connect Endpoint (EIC Endpoint) enables SSH to instances in private subnets without public IPs and without needing
to traverse the public internet. CloudOps guidance explains that you deploy the endpoint in the same VPC/subnet as the targets, then
allow inbound SSH on the instance security group from the endpoint's security group. Access is governed by [AM-administrators
nust have Instance Connect permissions; while the example uses a broad policy, the key mechanismis EIC in the private subnet plus
SG rules scoped to the endpoint. Systems Manager Session Manager can provide shell access without SSH, but the requirement
explicitly states "connect through SSH," making EIC the purpose-built solution. Options B and D misuse Systems Manager for SSH
and propose unnecessary SG changes or incorrect endpoint placement; Option C places the endpoint in a public subnet, which is
not required for private SSH access. Therefore, creating an EC2 Instance Connect endpoint in the private subnet and updating SGs
accordingly meets the requirement while keeping the instance non-internet-exposed.

References (AWS CloudOps Documents / Study Guide):

* AWS Certified CloudOps Engineer - Associate (SOA-C03) Exam Guide - Security and Compliance

* Amazon EC2 - Instance Connect Endpoint (Private SSH Access)

* AWS Well-Architected Framework - Security Pillar (Least Privilege Network Access)

EE #120

A company hosts a production MySQL database on an Amazon Aurora single-node DB cluster.

The database is queried heavily for reporting purposes. The DB cluster is experiencing periods of performance degradation because
ofhigh CPU utilization and maximum connections errors. A CloudOps engineer needs to improve the stability of the database.
Which solution will meet these requirements?

e A. Create an AWS Lambda fimction that caches reporting requests. Ensure that all reporting requests call the Lambda
function.

e B. Create a second Aurora MySQL single-node DB cluster in a second Availability Zone. Ensure that all reporting requests
use the connection string for this additional node.

e C. Create an Aurora Replica node. Create an Auto Scaling policy to scale replicas based on CPU utilization. Ensure that all
reporting requests use the read-only connection string.

e D. Create a multi-node Amazon ElastiCache cluster. Ensure that all reporting requests use the ElastiCache cluster. Use the
database if the data is not in the cache.
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Amazon Aurora supports up to 15 Aurora Replicas that share the same storage volume and provide read scaling and improved



availability. Official guidance states that replicas "offload read traffic from the writer" and that you should direct read-only workloads
to the reader endpoint, reducing CPU pressure and connection counts on the primary. Aurora also supports Replica Auto Scaling
through Application Auto Scaling policies using metrics such as CPU utilization or connections to add or remove replicas
automatically. This design addresses both high CPU and maximum connections by moving reporting traffic to read replicas while
keeping a single write primary for OLTP. Option B creates a separate cluster with independent storage, increasing operational
overhead and data synchronization complexity. Options C and D introduce application-layer caching changes that may not guarantee
data freshness or relieve the write node directly. Therefore, adding read replicas and routing reporting to the reader endpoint, with
auto scaling based on load, is the least intrusive, CloudOps-aligned way to stabilize performance.

AE#121

A company uses AWS Systems Manager Session Manager to manage EC2 instances in the eu-west-1 Region. The company wants
private connectivity using VPC endpoints.

Which VPC endpoints are required to meet these requirements? (Select THREE.)

A. comamazonaws.eu-west- 1 .ssmmessages
B. comamazonaws.eu-west-1.s3

C. comamazonaws.eu-west-1.ssm

D. comamazonaws.eu-west- 1 .states

E. comamazonaws.eu-west- 1.ec2messages
F. comamazonaws.eu-west-1.ec2
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The AWS Cloud Operations and Systens Manager documentation states that to use Session Manager privately withn a VPC
(without internet access), three interface VPC endpoints must be configured:

comamazonaws.<regior>.ssm- enables Systems Manager core API communication.

comamazonaws.<regiorn>.ec2messages - allows the agent to send and receive messages between EC2 and Systems Manager.
comamazonaws.<regior>.ssmmessages - enables real-time interactive communication for Session Manager connections.

These endpoints ensure secure, private connectivity over the AWS network, eliminating the need for public internet routing,
Endpoints for S3, Step Functions, or EC2 API (Options C, E, F) are not required for Session Manager functionality.

Thus, the correct combination is A, B, and D, aligning with AWS CloudOps best practices for secure, private Systems Manager
access.

A2 #122

A company hosts an FTP server on EC2 instances. AWS Security Hub sends findings to Amazon EventBridge when the FTP port
becomes publicly exposed in attached security groups.

A CloudOps engineer needs an automated, event-driven remediation solution to remove public access from security groups.
Which solution will meet these requirements?

e A. Create a cron job for the FTP server to invoke an AWS Lambda function. Configure the Lambda function to modify the
security group of the identified EC2 instances and to remove the instances that allow public access.

¢ B. Create a cron job for the FTP server that invokes an AWS Lambda function. Configure the Lambda function to modify the
server to use SFTP instead of FTP.

e C. Configure the existing EventBridge event to stop the EC2 instances that have the exposed port.

e D. Configure the existing EventBridge event to invoke an AWS Lambda function. Configure the finction to remove the
security group rule that allows public access.
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