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B #27
Which of the following statements is true regarding Firewall Rules?

e A. When traffic is intercepted by the network filter, Firewall Rules in the policy are always applied before any other
processing is done.

e B. Firewall Rules applied through a parent-level Policy cannot be unassigned in a child-level policy.

e (. Firewall Rules are always processed in the order in which they appear in the rule list, as displayed in the Deep Security
manager Web console.

e D. Firewall Rules applied to Policy supersede similar rules applied to individuals computers.

IEf#: B
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HH #28
Based on the details of event displayed in the exhibit, which of the following statements is false?

A. You can instruct the Deep Security Agents and Appliances to block traffic from the source IP address for a period of time.
B. You can create a firewall rule to permanently block traffic from the originating IP ad-dress.

C. The Intrusion Prevention Protection Modules must be enabled to detect reconnaissance scans.

D. The scan may be generated froman IP address which may be known to you. If so, the source IP address can be added to
the reconnaissance whitelist.

IEf#: D

HM #29
How is caching used by the Web Reputation Protection Module?

e A Caching is used by the Web Reputation Protection Module to keep track of Allowed and Blocked Web sites. Any sites
that are Allowed or Blocked do not require the retrieval of a credibility score from the Trend Micro Web Reputation Service.

¢ B. Caching is used by the Web Reputation Protection Module to keep track of Web sites that are added to the Allowed Iist.
Any sites added to the Allowed list will be accessible by protected servers regardless of their credibility score.

e (. Caching is used by the Web Reputation Protection Module to temporarily store the credibility score for a Web site. The
retrieved credibility score is cached in case the score for the Web site is required again for the life of the cache.

e D. Caching is used by the Web Reputation Protection Module to temporarily store the pages that make up the Web site. The
Web site is cached in case the site is visited again for the life of the cache.

Ef#: C

fE L

The Web Reputation Protection Module caches credibility scores for websites so that if the same site is accessed again, the module
does not need to query the Trend Micro Web Reputation Service, improving performance and reducing latency.

References:

Trend Micro Deep Security Administrator's Guide: Web Reputation Caching

B #30
Which of the following statements is true regarding Maintenance Mode in the Application Control protection Module?

¢ A. While in Maintenance Mode, all Block and Allow rules are ignored while new or updated applications are added to the
software mventory

¢ B. Maintenance Mode can be configured as a Scheduled Event. In this scenario, all soft-ware upgrades will be performed at
the same time every day to avoid creating Alerts for normal software updates.

¢ C. When enabled, Maintenance Mode rescans the protected computer to rebuild the soft-ware inventory. Any new or
changed software will be included in this rebuilt mventory.

e D. When in Mantenance Mode, the Application Control Protection Module will continue to block software identified in
Block rules, but will allow new and changed applications to be added to the software inventory.

IEfE: D

HH #31
Which of the following file types would not be evaluated by the Application Control Protection Module?

.class files
.exe files

.py scripts
.docx files

IEf#: D
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