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Topic 1

Firewall Policies and Authentication: This domain focuses on creating firewall policies, configuring SNAT
and DNAT for address translation, implementing various authentication methods, and deploying FSSO for
user identification.

Topic 2

Deployment and System Configuration: This domain covers initial FortiGate setup, logging configuration
and troubleshooting, FGCP HA cluster configuration, resource and connectivity diagnostics, FortiGate
cloud deployments (CNF and VM), and FortiSASE administration with user onboarding.

Topic 3

Content Inspection: This domain addresses inspecting encrypted traffic using certificates, understanding
mnspection modes and web filtering, configuring application control, deploying antivirus scanning modes,
and implementing IPS for threat protection.

Topic 4

VPN: This domain focuses on implementing meshed or partially redundant IPsec VPN topologies for
secure connections.

Topic 5

Routing: This domain covers configuring static routes for packet forwarding and implementing SD-WAN to
load balance traffic across multiple WAN links.

Fortinet NSE 4 - FortiOS 7.6 Administrator Sample Questions (Q40-Q45):

NEW QUESTION # 40

Refer to the exhibits. An admmnistrator configured the Web Filter Profile to block access to all social networking sites except
Facebook. However, when users try to access Facebook.com, they are redirected to a FortiGuard web filtering block page.
Based on the exhibits, which configuration change must the administrator make to allow Facebook while blocking all other social

networking sites?
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¢ A. Change the Feature set of Web Filter Profile as Proxy-based.

e B. Set the Action as Exenpt for www.facebook.comin the Static URL Filter.

e C. Set the Social Networking action as warning in the FortiGuard Category Based Filter.
e D. Change the type as Simple in the Static URL Filter section.

Answer: B

Explanation:

The FortiGuard category filter is blocking Social Networking, which includes Facebook. Although a static URL filter entry for
www.facebook.com exists, its action is set to Monitor, so it does not override the category block. To allow Facebook while
blocking other social networking sites, the action for www.facebook.com in the Static URL Filter must be set to Exempt. This
explicitly bypasses category filtering for that URL.

NEW QUESTION # 41

An administrator wants to configure dead peer detection (DPD) on IPsec VPN for detecting dead tunnels. The requirement is that
FortiGate sends DPD probes only when there is no inbound traffic.

‘Which DPD mode on FortiGate meets this requirement?

e A Onldle
e B. Usabled
e C. OnDemand
e D. Enabled

Answer: C



Explanation:

Based on the FortiOS 7.6 Infrastructure and IPsec VPN documentation, Dead Peer Detection (DPD) can be configured in three
primary modes: On Demand, On Idle, and Disabled.

On Demand (Default Mode): This mode is specifically designed to minimize unnecessary traffic. In this mode, FortiGate sends DPD
probes only when there is no inbound traffic but the FortiGate is attempting to send outbound traffic. Because network
commumnication is typically bidirectional, the absence of inbound traffic while outbound traffic is being sent is a primary indicator of a
potentially dead tunnel. This matches the specific requirement described in the question.

On Idle: In this mode, DPD probes are sent if no traffic (neither inbound nor outbound) has been observed in the tunnel for a specific
period. It verifies the tunnel status even when the connection is completely idle.

Enabled: In older versions or specific CLI contexts, "Enabled" may refer to periodic DPD, but in the current FortiOS 7.x/7.6 GUI
and CLI terminology for Phase 1 settings, the active modes are defined as on-demand or on-idle.

Disabled: In this mode, the FortiGate does not send DPD probes but will still respond to DPD probes sent by the remote peer.

The requirement that the administrator wants probes sent only when there is no inbound traffic (usually implying the FortiGate is
sending but not receiving) is the findamental definition of the On Demand mechanism in the Fortinet curriculum

NEW QUESTION # 42
Refer to the exhibit. Why did FortiGate drop the packet?

1d=65308 trace_id-6 func=print_pkt_detail line=5895 mag=-*vd-root:0 regpeived a"packet|proto=1, 10.0.1.10:21637
->10.200.1.254:2048) tun_id=0.0.0.0 from port3. type=8, code=0,-id=216d7, seq=2."

1d=65308 trace_id=6 func=init_ip session_common line=6076, w3g% allocate a new session-00025d45, tun_id=0.0.0.
o-

id=65308 trace_id=6 func=vf_ ip route_ inpus comfanilihe=2605 mag="find a route: flag=04000000 gw-10.200.1.254
via portl”

id=65308 trace_id=6 func=fw foryar@ihahdler line=738 mnﬁllad by ﬁcy a)"

A. Tt matched the default implicit firewall policy.

B. It matched an explicitly configured firewall policy with the action DENY.
C. The next-hop IP address is unreachable.

D. It failed the RPF check.

Answer: A

Explanation:

The debug trace output shows that the packet was "Denied by forward policy check (policy 0)." In FortiGate, policy ID 0
corresponds to the default implicit deny policy. This means that if a packet does not match any configured firewall policies, it is
denied by the default implicit policy.

NEW QUESTION # 43
What are two characteristics of HA cluster heartbeat IP addresses in a FortiGate device?
(Choose two.)

A. Heartbeat IP addresses are used to distinguish between cluster members.

B. A change in the heartbeat IP address happens when a FortiGate device joins or leaves the cluster.
C. The heartbeat interface of the primary device in the cluster is always assigned [P address
169.254.0.1.

¢ D. Heartbeat interfaces have virtual IP addresses that are manually assigned.

Answer: A,.B

Explanation:

Heartbeat IP addresses are used to distinguish between cluster members — Each FortiGate in the HA cluster uses unique heartbeat
IPs so members can identify one another.

A change in the heartbeat IP address happens when a FortiGate device joins or leaves the cluster — Heartbeat IPs are dynamically
reassigned when the cluster membership changes to maintain proper communication.

NEW QUESTION # 44
Which statement correctly describes NetAPI polling mode for the FSSO collector agent?



A. The collector agent must search Windows application event logs.

B. The collector agent uses a Windows API to query DCs for user logins.
C. The NetSessionEnum function is used to track user logouts.

D. NetAPI polling can increase bandwidth usage in large networks.

Answer: C

Explanation:

NetAPI: Polls temporary sessions created on the DC when a user logs on or logs off and calls the NetSessionEnum function on
Windows. It's faster than the WinSec and WMI methods; however, it can miss some logon events if a DC is under heavy system
load. This is because sessions can be quickly created and purged form RAM, before the agent has a chance to poll and notify FG.

NEW QUESTION # 45
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