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Which two security practices should be followed when using infrastructure as code?
(Choose Two)
Response:

A. Hardcoding credentials in IaC files
B. Disabling version control for infrastructure code
C. Conducting security reviews of IaC templates
D. Using automated testing to detect security issues

Answer: C,D

NEW QUESTION # 97 
What is the purpose of canary deployment?
Response:

A. To roll back changes in case of failures
B. To deploy updates to all users simultaneously
C. To monitor server performance
D. To test new features on a small subset of users

Answer: D

NEW QUESTION # 98 
What is the main benefit of virtual patching in the cloud?
Response:

A. Delaying system updates
B. Increasing downtime for applications
C. Protecting against known vulnerabilities without altering the application code
D. Disabling patch management

Answer: C

NEW QUESTION # 99 
Which two techniques help ensure regulatory compliance in a DevSecOps environment?
(Choose Two)
Response:

A. Automating compliance checks
B. Delaying policy enforcement
C. Implementing compliance as code
D. Limiting monitoring capabilities

Answer: A,C

NEW QUESTION # 100 
What is a common security concern associated with microservice architecture?
Response:

A. Increased attack surface due to multiple services
B. Large monolithic codebases
C. Lack of container orchestration
D. Reduced ability to scale

Answer: A
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