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Refer to the exhibit, which shows a routing table.

Network &=  GatewayIP < Interffaces & Distances Metrics  Priorityss  Type<

10.0.11.024  0.0.0.0 #iport4 0 0 0 Connected
10012024 0000 ®portS 0 0 0 Connected
10.0.13.024 00.0.0 ®porté 0 0 el 0 Connected
100.65.0.0124 0.0.0.0 J¥pori2 0 0 0 Connected
100660024 0000 = | #port3 0 0 0 Connected
172.20.1.0/24 100.66.0.254 ®port3 9 0 2 Connected
192.168.0.0/16 0.0.0.0 S =RTINET 0 Connected

An administrator wants to create a new static route so the traffic to the subnet 172.20.1.0/24 is routed through port2 only.
What are the two criteria that the administrator can use to achieve this objective? (Choose two.)

A. The new static route must have the priority set to 3.

B. The existing static route through port3 must have the distance set to 11.
C. The new static route must have the metric set to 1.

D. The new static route must have the distance set to 9.

Answer: A,B

Explanation:

Currently, subnet 172.20.1.0/24 is routed through port3 with distance 9 and priority 2. To force routing through port2, the
administrator must:

- Increase the distance of the existing route via port3 (e.g., to 11), making it less preferred.

- Configure the new static route on port2 with a higher priority value (e.g., 3) so it overrides the current port3 route when distances
are equal

NEW QUESTION # 47
Refer to the exhibit. What would be the impact of these settings on the Server certificate SNI check configuration on FortiGate?

Edit SSL/SSH Inspection Profile
Protecting SSL Server
Inspection method SSL Certificat@inspection JETHIESS RIS e it
CA certificate ¥ Fortinet_CA_SSL v L Download
Blocked certificates ( Allow m = View Blocked Certificates
Untrusted SSL certificates Allow m Ignore = View Trusted CAs List
Server certificate SNI check™ (s Enable BTISE Disable

A. FortiGate will accept and use the CN in the server certificate for URL filtering if the SNI does not match the CN or SAN
fields.

B. FortiGate will close the connection if the SNI does not match the CN and SAN fields
C. FortiGate will close the connection if the SNI does not match the CN or SAN fields.
D. FortiGate will accept the connection with a warning if the SNI does not match the CN or SAN fields.

Answer: B

Explanation:
With the Server certificate SNI check set to Strict, FortiGate enforces that the SNI must match either the Common Name (CN) or



Subject Alternative Name (SAN) in the server certificate; otherwise, it closes the connection.

NEW QUESTION # 48
You are analyzing connectivity probles caused by intermediate devices blocking traffic in SSL VPN environment.
In which two ways can you effectively resolve the problem? (Choose two.)

A. You should use [Psec to solve issues with fragment drops and large certificate exchanges.

B. You can turn oft IKE fragmentation to fix large certificate negotiation problemns.

C. You canuse SSL VPN tunnel mode to prevent problems with blocked ESP and UDP ports (500 or 4500).
D. You can configure a hub-and-spoke topology with SSL VPN tunnels to bypass blocked UDP ports.

Answer: B,C

Explanation:
Disabling IKE fragmentation helps resolve issues caused by intermediate devices blocking large fragmented packets during certificate
negotiation.
Using SSL VPN tunnel mode encapsulates traffic over HTTPS, bypassing blocks on ESP and UDP ports commonly used by IPsec.

NEW QUESTION # 49

Refer to the exhibit. Which two statements about the FortiGuard connection are true? (Choose two.)
FortiGate # diagnose debug rating F
Locale : English

Service : Web-filter

Status: : Enable

License : Contract

\

Num. of servers 1

Protocol : https

Port : 8888

Anycast : Disable

Default servers : Not included

-=— Server List (Wed Sep 20 09:22:42 2023) -=-

Ip Weight RTT Flags TZ FortiGuard-requestsCurr Lost Total Lost Updated Time
10.0.1.241 -244 2 I 0 122 0 0 Wed Sep 20 09:21:55 2023
¢ A. You can configure unreliable protocols to commumicate with FortiGuard Server.
¢ B. FortiGate identified the FortiGuard Server using DNS lookup.
¢ C. FortiGate is using the default port for FortiGuard communication.
e D. The weight increases as the number of failed packets rises.
Answer: B,.D
Explanation:

FortiGate identified the FortiGuard Server using DNS lookup — The server is shown with a private IP (10.0.1.241), which
indicates FortiGate resolved it via DNS or explicit override rather than using default FortiGuard anycast servers.

The weight value reflects server reliability. It decreases with good performance and increases as packet loss or failures rise, meaning
higher weight indicates more failures.

NEW QUESTION # 50

An administrator wants to analyze and manage digital certificates to prevent browser warnings when users connect to the SSL VPN
portal.

Which two statements describe how to correctly do this? (Choose two.)

A. The administrator can import the FortiGate self-signed certificate into each user's browser as a trusted certificate.

B. The administrator can rely on the default FortiGate self-signed certificate to prevent all security warnings in the browser.
C. The admnistrator must disable HTTPS administrative access entirely to avoid certificate warnings.

D. The administrator can use a publicly trusted certificate froma known certificate authority (CA) to stop browser warnings.



Answer: AD

Explanation:
Using a publicly trusted certificate from a known CA prevents browser warnings without additional user action.
Importing the FortiGate self-signed certificate into users' browsers as trusted eliminates warnings caused by untrusted certificates.

NEW QUESTION # 51
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