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Fortinet NSE7_SSE_AD-25 考試大綱：

主題 簡介

主題 1
Analytics: This section covers troubleshooting connectivity and endpoint issues, analyzing dashboards and
logs, and reviewing reports related to user traffic and security events.
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主題 2
SASE architecture and integration: This domain covers integrating FortiSASE into existing networks,
identifying core SASE components, and evaluating their roles in advanced deployment scenarios.

主題 3
Secure Private Access (SPA): This domain includes designing SPA use cases, deploying SPA with SD-
WAN, and implementing ZTNA with tagging rules and access proxy configurations.

主題 4
SASE deployment and management: This section focuses on deploying and managing FortiSASE for
branch and remote users, configuring advanced inspection features, and managing endpoint profiles and
compliance rules.

最新的 Fortinet NSE 7 NSE7_SSE_AD-25 免費考試真題 (Q28-Q33):
問題  #28 
In which two ways does FortiSASE help organizations ensure secure access for remote workers?
(Choose two.)

A. It offers zero trust network access (ZTNA) capabilities.
B. It uses the FortiCloud organizational units to assign endpoint profiles to remote workers.
C. It secures traffic from endpoints to cloud applications.
D. It uses the identity and access management (IAM) portal to validate the identities of remote workers.

答案：A,C

解題說明：
FortiSASE ensures secure access for remote workers by protecting traffic between endpoints and cloud applications and enforcing
ZTNA policies that validate user identity and device posture before granting access to corporate resources.

問題  #29 
A Fortinet customer is considering integrating FortiManager with FortiSASE. What are two prerequisites they should consider?
(Choose two answers)

A. Running a FortiManager version that is supported by FortiSASE.
B. Placing FortiManager in the same FortiCloud account as FortiSASE.
C. Adding a FortiManager connection add-on license to FortiSASE.
D. Reducing the number of FortiSASE PoPs that support FortiManager.

答案：A,B

解題說明：
Integrating FortiManager with FortiSASE allows for central management of configuration objects like addresses and5 security
6profiles. For this integration to function correctly, the following key prerequisites must be met:
* Same FortiCloud Account: A fundamental requirement for the integration is that both 10the FortiSASE instance and the
FortiManager (whether physical, VM, or Cloud) must be registered under the same FortiCloud (FortiCare) account. This common
identity allows the platforms to securely discover and authorize each other for synchronization.
* Supported Firmware Version: The FortiManager must run a firmware version that is compatible with the FortiSASE release.
According to the FortiSASE 25 Enterprise Administrator Study Guide, FortiManager version 7.4.4 or later is generally required to
support the specific API connectors and object synchronization logic used by current FortiSASE environments. Using an
unsupported version may result in synchronization failures or missing configuration features.
* Management Logic: Once these prerequisites are met, the administrator can enable "Central Management" in the FortiSASE
portal. This creates a one-way synchronization where FortiManager acts as the source of truth for objects like Security Profile
Groups, ensuring consistent security posture across both the SASE cloud and on-premises FortiGates.

問題  #30 
An organization needs to resolve internal hostnames using its internal rather than public DNS servers for remotely connected
endpoints. Which two components must be configured on FortiSASE to achieve this?
(Choose two.)



A. Split DNS rules
B. Split tunnelling destinations
C. SSL deep inspection
D. DNS filter

答案：A,B

解題說明：
To resolve internal hostnames using internal DNS servers for remotely connected endpoints, the following two components must be
configured on FortiSASE:
* Split DNS Rules:
* Split DNS allows the configuration of specific DNS queries to be directed to internal DNS servers instead of public DNS servers.
* This ensures that internal hostnames are resolved using the organization's internal DNS infrastructure, maintaining privacy and
accuracy for internal network resources.
* Split Tunneling Destinations:
* Split tunneling allows specific traffic (such as DNS queries for internal domains) to be routed through the VPN tunnel while other
traffic is sent directly to the internet.
* By configuring split tunneling destinations, you can ensure that DNS queries for internal hostnames are directed through the VPN
to the internal DNS servers.
References:
FortiOS 7.6 Administration Guide: Provides details on configuring split DNS and split tunneling for VPN clients.
FortiSASE 23.2 Documentation: Explains the implementation and configuration of split DNS and split tunneling for securely resolving
internal hostnames.

問題  #31 
An existing Fortinet SD-WAN customer is reviewing the FortiSASE ordering guide to identify which add-on is needed to allow
future FortiSASE remote users to reach private resources. Which add-on should the customer consider to allow private access?
(Choose one answer)

A. FortiSASE Global add-on
B. FortiSASE SPA add-on
C. FortiSASE Branch On-Ramp add-on
D. FortiSASE Dedicated Public IP Address add-on

答案：B

解題說明：
To enable remote users to access internal applications located behind an existing FortiGate SD-WAN hub, the customer must
license the FortiSASE Secure Private Access (SPA) add-on.
* Secure Private Access (SPA) Use Case: This specific add-on is designed to extend the Fortinet Security Fabric into the SASE
cloud, allowing for a hub-and-spoke architecture where the FortiSASE PoPs act as spokes and the customer's on-premises
FortiGate acts as the hub.
* Licensing Requirements: The SPA add-on is a per-hub (per service connection) license. It provides the necessary entitlements to
establish IPsec tunnels and BGP peering between the SASE infrastructure and the corporate FortiGate.
* Feature Enablement: Once the SPA license is applied, the Configuration > Private Access menu becomes available in the
FortiSASE portal. This allows administrators to define "Service Connections" to their private data centers or cloud VPCs.
* Analysis of Other Options:
* Option A: The Global add-on is typically related to expanding the geographic reach or performance of the SASE PoPs, not
specifically for private resource routing.
* Option B: The Branch On-Ramp refers to connecting physical office locations (Thin Edge) to SASE, rather than the specific
licensing for private application access for remote users.
* Option D: Dedicated Public IP Address is used for source IP anchoring (SIA) to ensure remote users egress with a consistent IP
for third-party SaaS IP-whitelisting.

問題  #32 
Refer to the exhibit.
Which type of information or actions are available to a FortiSASE administrator from the following output?
(Choose one answer)



A. Administrators can view application details, such as vendor, version, and installation dates to identify unwanted or outdated
software.
B. Administrators can view latest application version available and push updates to managed endpoints.
C. Administrators can view and configure endpoint profiles and ZTNA tags.
D. Administrators can view and configure automatic patching of endpoints, and first detected date for applications.

答案：A

解題說明：
The provided exhibit (image_57e69d.jpg) displays the Software Installations dashboard within the FortiSASE portal. This
dashboard is a key component of the endpoint visibility and management features provided by the integrated FortiClient EMS
functionality.
* Visible Metadata: The output provides a granular list of all software detected on managed endpoints, including the application
Name, the Vendor (e.g., Igor Pavlov, Microsoft Corporation, Adobe), the specific Version currently installed, and critical
timestamps such as First Detected and Last Installed.
* Administrative Utility: This information allows an administrator to audit the software environment effectively. By reviewing these
details, they can identify unwanted software (PUA), shadow IT, or outdated software versions that may possess known
vulnerabilities.
* Actions Available: While the primary view is informational, the presence of the View Endpoints button (visible in the top-left)
allows administrators to pivot from a specific application to a list of all individual devices where that software is present, facilitating
targeted remediation.
* Analysis of Incorrect Options:
* Option A: While FortiSASE manages profiles and tags, this specific "Software Installations" view is focused purely on software
inventory.
* Option B: Although the "First Detected" date is visible, FortiSASE does not support "automatic patching" of third-party software
directly from this inventory screen.
* Option C: The dashboard shows what is installed, not the "latest available" version in the market, nor does it provide a mechanism
to "push updates" to these third-party applications.

問題  #33
......
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