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Nutanix Certified Professional - Network and Security (NCP-NS) 7.5 NCP-
NS-7.5 Prüfungsfragen mit Lösungen (Q45-Q50):
45. Frage 
Which statement best describes the function of an External Network in Flow Virtual Networking?

A. It enables communication between VPCs.
B. It acts as the entry and exit point for traffic to and from a VPC.
C. It enables communication between subnets within a VPC.
D. Each VPC requires a dedicated External Network that cannot be shared.

Antwort: B

Begründung:
The clean way to read this scenario is to separate what is merely present in the environment from the single Nutanix construct that
actually satisfies the requirement. The correct response is A, meaning "It acts as the entry and exit point for traffic to and from a
VPC.". The winning option is the one tied to the native Nutanix object or control that governs the outcome described in the scenario.
Operationally, Flow Virtual Networking should be checked from the control plane outward: gateway health, peering state, route
advertisement, ERP coverage, external path, and MTU when encapsulation is involved.
Seen from a design perspective, the correct answer is the least ambiguous and most supportable implementation path inside Prism
Central and AHV. Notice that B does not fit because it targets a different layer of the Nutanix networking and security stack than the
one causing the outcome here. C does not fit because it targets a different layer of the Nutanix networking and security stack than
the one causing the outcome here. In practice, administrators who anchor their decisions to Prism Central constructs-such as VPCs,
external networks, ERPs, categories, and policy modes-arrive at the correct answer faster and avoid unnecessary changes.

46. Frage 
An administrator recently deployed a new set of virtual machines... 3-tier web application... restricted as follows: Only application
VMs can talk to database VMs on port 3306 Frontend VMs should only communicate with application VMs on port 8080 Which
action will correctly create and configure the Security Policies in Nutanix Flow to satisfy this task?

A. Create VLANs for each tier and configure ACLs to restrict communication.
B. Create categories for each tier then define an Application Policy allowing specific ports between them.
C. Create IP-based rules for each VM category within a Security Policy.
D. Configure a global "Allow All" Security Policy and rely on guest OS firewalls for tier-based restrictions.

Antwort: B

Begründung:
What makes this a strong certification question is that several answers look technically related, but only one aligns with the exact
behavior of Flow networking or Flow security. The correct response is D, meaning
"Create categories for each tier then define an Application Policy allowing specific ports between them.".
Application Policies are the most appropriate way to model legitimate workload communication in a tiered application. They allow
administrators to express which sources, destinations, and services are required instead of relying on broad network access. This is a
Flow policy design question, so categories, secured entities, rule direction, policy mode, and policy precedence matter more than
simple IP connectivity assumptions.
Notice that A does not fit because it targets a different layer of the Nutanix networking and security stack than the one causing the
outcome here. B sounds plausible, but it does not align with the specific Flow policy object or precedence rule that controls this
case. That is the underlying Nutanix principle being validated:
solve the issue at the feature that owns the behavior, not by changing unrelated infrastructure settings that happen to sound network-
oriented.

47. Frage 
An administrator needs to allow communication between several VPCs without requiring to configure routes in the physical network
or using a dynamic routing protocol like BGP. How should the administrator satisfy this requirement?

A. Configure a VPN network between each of the VPCs.
B. Peer the VPCs directly.
C. Merge all the subnets into a single VPC.



D. Connect the VPCs to a single Transit VPC.

Antwort: D

Begründung:
What makes this a strong certification question is that several answers look technically related, but only one aligns with the exact
behavior of Flow networking or Flow security. The correct response is D, meaning
"Connect the VPCs to a single Transit VPC.". With BGP in Flow Virtual Networking, route exchange depends on both gateway
objects and a correctly defined peering session. A healthy gateway alone is not enough; the session, peer parameters, and advertised
prefixes must all align. A VPN showing an "Up" state confirms tunnel establishment, but it does not guarantee end-to-end
reachability. Actual traffic flow still depends on route advertisement or static routing, proper prefixes, and correct MTU
considerations. In practice, this falls into virtual network design: VPC structure, subnet type, external network behavior, routing
intent, and address exposure are what determine the result. By contrast, A does not fit because it targets a different layer of the
Nutanix networking and security stack than the one causing the outcome here. B does not fit because it targets a different layer of the
Nutanix networking and security stack than the one causing the outcome here. For exam preparation, remember that Nutanix usually
separates discovery.

48. Frage 
An administrator sets up a VPN between two Nutanix VPCs in different Availability Zones. After deployment, the VPN tunnel
shows as Up, but traffic between the VPCs is not flowing. Which configuration step is most likely missing?

A. MTU adjustment on the AHV hosts
B. Static routes for remote subnets on the VPC
C. IPsec encryption settings on the VPN profile
D. NAT policy on each of the VPC routers

Antwort: B

Begründung:
The most professional way to evaluate this question is to map the symptom to the Nutanix feature responsible for that function rather
than reacting to secondary details in the prompt. The correct response is D, meaning
"Static routes for remote subnets on the VPC". A VPN showing an "Up" state confirms tunnel establishment, but it does not
guarantee end-to-end reachability. Actual traffic flow still depends on route advertisement or static routing, proper prefixes, and
correct MTU considerations. MTU planning matters because encapsulation adds overhead. When overlay, Geneve, VXLAN, or
IPSec is present, a path that looks healthy at 1500 bytes can still fragment or drop larger frames unless the underlay and endpoints
are sized correctly. Operationally, Flow Virtual Networking should be checked from the control plane outward: gateway health,
peering state, route advertisement, ERP coverage, external path, and MTU when encapsulation is involved. A strong exam habit is
to ask which Nutanix construct would have to change for the symptom or requirement to change. That mental shortcut usually
separates the real answer from distractors that mention generic networking steps, disruptive resets, or unrelated configuration
objects. Notice that A is not appropriate because NAT changes addressing.

49. Frage 
An administrator is responsible for managing user access to a Nutanix cluster... configure custom user roles...
What is the first step in configuring and managing user roles for a Nutanix cluster?

A. Create the requisite Custom Roles from custom or built-in Authorization Polices.
B. Create the requisite Authorization Polices from custom or built-in roles.
C. Disable default roles and create new roles for each team.
D. Modify the administrator role to restrict access to critical system functions.

Antwort: B

Begründung:
From a Nutanix exam perspective, this question is really testing whether the administrator understands the control point that actually
governs the behavior shown in the scenario. The correct response is A, meaning
"Create the requisite Authorization Polices from custom or built-in roles.". The winning option is the one tied to the native Nutanix
object or control that governs the outcome described in the scenario. This is a Flow policy design question, so categories, secured
entities, rule direction, policy mode, and policy precedence matter more than simple IP connectivity assumptions. By contrast, B
does not fit because it targets a different layer of the Nutanix networking and security stack than the one causing the outcome here.



C does not fit because it targets a different layer of the Nutanix networking and security stack than the one causing the outcome
here. The key takeaway is that Flow is intentionally modular. Networking objects determine reachability, security objects determine
permission, and lifecycle steps determine supportability. Mixing those layers usually produces the distractor answers. A strong exam
habit is to ask which Nutanix construct would have to change for the symptom or requirement to change. That mental shortcut
usually separates.

50. Frage
......
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