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CrowdStrike Falcon Administrator Sample Questions (Q254-Q259):

NEW QUESTION # 254
A Falcon Administrator is trying to use Real-Time Response to start a session with a host that has a sensor installed but they are
unable to connect. What is the most likely cause?

A. The host has a user logged into it

B. They do not have an RTR role assigned to them
C. There is another analyst connected into it

D. The domain controller is preventing the connection

Answer: B

Explanation:

The most likely cause for not being able to use Real-Time Response to start a session with a host that has a sensor installed is that
they do not have an RTR role assigned to them. An RTR (Real Time Response) role is a role that grants access and permissions to
use the Real Time Response feature in Falcon, which allows you to remotely access and investigate hosts in real time. There are
three types of RTR roles: Real Time Response -Read-Only Analyst, Real Time Response - Active Responder, and Real Time
Response - Administrator. You need to have at least one of these roles assigned to you in order to use Real Time Response.

NEW QUESTION # 255
What is the primary concern with Windows sensors going into Reduced Functionality Mode (RFM)?

A. The operating systenms on these hosts have crashed

B. The hosts have been powered off or otherwise cannot communicate with the Falcon cloud
C. The sensors do not have full visibility into all events occurring on the host

D. The sensors are unable to report any of their recorded events

Answer: C

NEW QUESTION # 256
Which of the following roles allows a Falcon user to create Real Time Response Custom Scripts?

A. Real Time Responder ?Active Responder
B. Real Time Responder 7Read Only Analyst
C. Real Time Responder ? Administrator

D. Real Time Responder ?Script Developer

Answer: C

Explanation:
Real Time Responder - Administrator (RTR Administrator) - Can do everything RTR Active Responder can do, plus create custom
scripts, upload files to hosts using the put command, and directly run executables using the run command.

NEW QUESTION # 257
Which of the following includes all that can be configured to alert as a Custom IOC (Indicator of Compromiise) in IOC
Management?

A. Hash, Domain, IP Address
B. Hash, Domain, Filename
C. Hash

D. Hash, Domain

Answer: A
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NEW QUESTION # 258

Your incident responder team s in the process of migrating their existing workflows into Fusion SOAR workflows so that they will
execute natively in Falcon. The team reports the workflow imports are failing,

What format must the workflows be in order to successfully import them into Fusion SOAR?

A. SOAR
B. YAML
C.CSvV
D. JSON

Answer: D

NEW QUESTION # 259
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