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Fortinet NSE 7 - Security Operations 7.6 Architect Sample Questions (Q31-
Q36):

NEW QUESTION # 31
Which two ways can you create an incident on FortiAnalyzer? (Choose two.)

A. By running a playbook

B. Using a connector action

C. Manually, on the Event Monitor page
D. Using a custom event handler

Answer: C,D
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Explanation:

* Understanding Incident Creation in FortiAnalyzer:

* FortiAnalyzer allows for the creation of incidents to track and manage security events.

* Incidents can be created both automatically and manually based on detected events and predefined rules.

* Analyzing the Methods:

* Option A:Using a connector action typically involves integrating with other systers or services and is not a direct method for
creating incidents on FortiAnalyzer.

* Option BiIncidents can be created manually on the Event Monitor page by selecting relevant events and creating incidents from
those events.

* Option C:While playbooks can automate responses and actions, the direct creation of incidents is usually managed through event
handlers or manual processes.

* Option D:Custom event handlers can be configured to trigger incident creation based on specific events or conditions, automating
the process within FortiAnalyzer.

* Conclusion:

* The two valid methods for creating an incident on FortiAnalyzer are manually on the Event Monitor page and using a custom event
handler.

References:

Fortinet Documentation on Incident Management in FortiAnalyzer.

FortiAnalyzer Event Handling and Customization Guides.

NEW QUESTION # 32
Rf:fer to_the exhibits.
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Logs

Raw Message ® o
<189>date=2025-09-10 time=13:58:46 devname="FortiGate-ISFw"™
devid="FGVMSLTM24000847" eventtime=1757537925873767456 tz="-0700"
logid="0000000013" type="traffic® subtype="forward" level="notice”
vd="root” srcip=10.200.3.219 srcport=55690 srcintf="port1”
srcintfrole="undefined” dstip=10.200.200.166 dstport=21 dstintf="port3”
dstintfrole="undefined” srccountry="Reserved” dstcountry="Reserved”
sessionid=12754790 proto=6 action="timeout” policyid=1 policytype="policy”
poluuid="703716b8-c0b6a-51ee-4b75-69dbeci04e 3" policyname="Any-Any"
service="FTP" trandisp="noop” appcat="unscanned™ duration=11 sentbyte=44
revdbyte=0 sentpkt=1 rcvdpkt=0

Assunre that the traffic flows are identical, except for the destination IP address. There is only one FortiGate in network address

translation (NAT) mode in this environment.

Based on the exhibits, which two conclusions can you make about this FortiSIEM incident? (Choose two answers)

e A The client 10.200.3.219 is conducting active reconnaissance.
¢ B. FortiGate is blocking the return flows.

¢ (. The destination hosts are not responding.

¢ D. FortiGate is not routing the packets to the destination hosts.

Answer: A,C

Explanation:
Comprehensive and Detailed Explanation From FortiSOAR 7.6., FortiSIEM 7.3 Exact Extract study guide:



Based on the analysis of theTriggering Eventsand theRaw Messageprovided in the FortiSIEM 7.3 interface:

* Active Reconnaissance (A):The "Triggering Events" table shows a single source IP (10.200.3.219) attempting to connect to
multiple different destination IP addresses (10.200.200.166, .128, .129, .159, .

91) on the same service (FTP/Port 21). Each attempt consists of exactlyl Sent Packetand0 Received Packets. This pattern of "one-
to-many" sequential connection attempts is the signature of a horizontal port scan, which is a primary technique inActive
Reconnaissance.

* Destination hosts are not responding (C):The Raw Log shows the action as"timeout"and specifically lists"sentpkt=1 rcvdpkt=0". In
FortiGate log logic (which FortiSIEM parses), a "timeout" with zero received packets indicates that the firewall allowed the packet
out (Action was not 'deny'), but no SYN- ACK or response was received from the target host within the session timeout period.
This confirns the destination hosts are either offfine, non-existent, or silently dropping the traffic.

Why other options are incorrect:

* FortiGate is not routing (B):If the FortiGate were not routing the packets, the logs would typically not show a successful session
initialization ending in a "timeout," or they would show a routing error/deny.

The fact that 44 bytes were sent indicates the FortiGate processed and attempted to forward the traffic.

* FortiGate is blocking return flows (D):If the return flow were being blocked by a security policy on the FortiGate, the action would
typically be logged as'"deny"for the return traffic, and the session state would reflect a policy violation rather than a generic
session'"timeout".

NEW QUESTION # 33

A customer wants FortiAnalyzer to run an autormation stitch that executes a CLI command on FortiGate to block a predefined list of
URLs, if'a botnet command-and-control (C&C) server IP is detected.

Which FortiAnalyzer feature nust you use to start this automation process?

A. Playbook

B. Connector
C. Data selector
D. Event handler

Answer: D

Explanation:

* Understanding Automation Processes in FortiAnalyzer:

* FortiAnalyzer can automate responses to detected security events, such as running commands on FortiGate devices.

* Analyzing the Customer Requirement:

* The customer wants to run a CLI command on FortiGate to block predefined URLs when a botnet C&C server IP is detected.
* This requires an automated response triggered by a specific event.

* Evaluating the Options:

* Option A:Playbooks orchestrate complex workflows but are not typically used for direct event- triggered automation processes.
* Option B:Data selectors filter logs based on criteria but do not initiate autormation processes.

* Option C:Event handlers can be configured to detect specific events (such as detecting a botnet C&C server IP) and trigger
automation stitches to execute predefined actions.

* Option D:Connectors facilitate communication between FortiAnalyzer and other systems but are not the primary mechanism for
initiating automation based on log events.

* Conclusion:

* To start the automation process when a botnet C&C server IP is detected, you must use anEvent handlerin FortiAnalyzer.
References:

Fortinet Documentation on Event Handlers and Automation Stitches in FortiAnalyzer.

Best Practices for Configuring Automated Responses in FortiAnalyzer.

NEW QUESTION # 34
Which two statements about the FortiAnalyzer Fabric topology are true? (Choose two.)

A. Downstream collectors can forward logs to Fabric members.

B. Fabric members must be in analyzer mode.

C. Logging devices must be registered to the supervisor.

D. The supervisor uses an API to store logs, incidents, and events locally.

Answer: B,C



Explanation:

* Understanding FortiAnalyzer Fabric Topology:

* The FortiAnalyzer Fabric topology is designed to centralize logging and analysis across multiple devices in a network.

* It mvolves a hierarchy where the supervisor node manages and coordinates with other Fabric members.

* Analyzing the Options:

* Option A:Downstream collectors forwarding logs to Fabric members is not a typical configuration. Instead, logs are usually
centralized to the supervisor.

* Option B:For effective management and log centralization, logging devices must be registered to the supervisor. This ensures
proper log collection and coordination.

* Option C:The supervisor does not primarily use an API to store logs, incidents, and events locally. Logs are stored directly in the
FortiAnalyzer database.

* Option D:For the Fabric topology to finction correctly, all Fabric members need to be in analyzer mode. This mode allows them
to collect, analyze, and forward logs appropriately within the topology.

* Conclusion:

* The correct statements regarding the FortiAnalyzer Fabric topology are that logging devices must be registered to the supervisor
and that Fabric members must be in analyzer mode.

References:

Fortinet Documentation on FortiAnalyzer Fabric Topology.

Best Practices for Configuring FortiAnalyzer in a Fabric Environment.

NEW QUESTION # 35
Exhibit:
Which observation about this FortiAnalyzer Fabric deployment architecture is true?

A. The APAC SOC team has access to FortiView and other reporting finctions.

B. The AMER HQ SOC team must configure high availability (HA) for the supervisor node.
C. The AMER HQ SOC team cannot run automation playbooks from the Fabric supervisor.
D. The EMEA SOC team has access to historical logs only.

Answer: C

Explanation:

* Understanding FortiAnalyzer Fabric Deployment:

* FortiAnalyzer Fabric deployment involves a hierarchical structure where the Fabric root (supervisor) coordinates with multiple
Fabric members (collectors and analyzers).

* This setup ensures centralized log collection, analysis, and incident response across geographically distributed locations.

* Analyzing the Exhibit:

* FAZ1-Supervisoris located at AMER HQ and acts as the Fabric root.

* FAZ2- Analyzeris a Fabric member located in EMEA.

* FAZ3-CollectorandF AZA-Collectorare Fabric members located in EMEA and APAC, respectively.

* Evaluating the Options:

* Option AThe statement indicates that the AMER HQ SOC team cannot run automation playbooks from the Fabric supervisor.
This is true because automation playbooks and certain orchestration tasks typically require local execution capabilities which may not
be fully supported on the supervisor node.

* Option B:High availability (HA) configuration for the supervisor node is a best practice for redundancy but is not directly inferred
from the given architecture.

* Option C:The EMEA SOC team having access to historical logs only is not correct since FAZ2- Analyzer provides full analysis
capabilities.

* Option D:The APAC SOC team has access to FortiView and other reporting finctions through FAZ4-Collector, but this is not
explicitly detailed in the provided architecture.

* Conclusion:

* The most accurate observation about this FortiAnalyzer Fabric deployment architecture is that the AMER HQ SOC team cannot
run automation playbooks from the Fabric supervisor.

References:

Fortinet Documentation on FortiAnalyzer Fabric Deployment.

Best Practices for FortiAnalyzer and Automation Playbooks.

NEW QUESTION # 36
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