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Microsoft Designing and Implementing Microsoft Azure Networking
Solutions Sample Questions (Q250-Q255):
NEW QUESTION # 250 
Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique
solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have
a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the
review screen.
You have an Azure application gateway that has Azure Web Application Firewall (WAF) enabled.
You configure the application gateway to direct traffic to the URL of the application gateway.
You attempt to access the URL and receive an HTTP 403 error. You view the diagnostics log and discover the following error.

You need to ensure that the URL is accessible through the application gateway.
Solution: You create a WAF policy exclusion request headers that contain 137.135.10.24.
Does this meet the goat?

A. No
B. Yes

Answer: A

NEW QUESTION # 251 
SIMULATION
Task 11
You need to ensure that only hosts on VNET1 can access the slcnage42150372 storage account. The solution must ensure that
access occurs over the Azure backbone network.

Answer:

Explanation:
See the Explanation below for step by step instructions
Explanation:
To ensure that only hosts on VNET1 can access the slcnage42150372 storage account and that access occurs over the Azure
backbone network, you can use Azure Private Endpoints. This method secures the connection by assigning a private IP address
from your virtual network to the storage account, ensuring that traffic does not traverse the public internet.
Step-by-Step Solution
Step 1: Create a Private Endpoint for the Storage Account
Navigate to the Azure Portal.
Search for "Storage accounts" and select the slcnage42150372 storage account.
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In the storage account blade, select "Networking" under the "Security + networking" section.
Under "Private endpoint connections", click on "Add private endpoint".
Enter the following details:
Name: Enter a name for the private endpoint (e.g., PrivateEndpoint-VNET1).
Region: Select the same region as your virtual network (VNET1).
Click on "Next: Resource".
Step 2: Configure the Resource
Select "Target sub-resource": Choose the storage service you want to connect to (e.g., blob, file, queue, table).
Click on "Next: Virtual network".
Step 3: Select the Virtual Network and Subnet
Select the virtual network: Choose VNET1.
Select the subnet: Choose the appropriate subnet within VNET1.
Click on "Next: Configuration".
Step 4: Configure DNS Integration (Optional)
Configure DNS settings if needed to ensure proper name resolution within your virtual network.
Click on "Next: Tags", add any tags if necessary, and then click on "Review + create".
Review your settings and click on "Create".
Step 5: Restrict Public Network Access
Navigate back to the storage account.
Select "Networking" under the "Security + networking" section.
Under "Firewalls and virtual networks", select "Selected networks".
Ensure that only VNET1 is listed under the virtual networks section.
Click on "Save".
Explanation:
Private Endpoints: These provide secure connectivity to Azure services by assigning a private IP address from your VNet to the
service, ensuring that traffic stays within the Azure backbone network12.
Firewall and Virtual Networks: Configuring the storage account to allow access only from selected networks (VNET1) ensures that
no other network can access the storage account3.
By following these steps, you can ensure that only hosts on VNET1 can access the slcnage42150372 storage account, and that all
access occurs over the secure Azure backbone network.

NEW QUESTION # 252 
You have an Azure subscription that contains a virtual network named VNet1. VNet1 contains a subnet named Subnet1.
You plan to add a private endpoint to Subnet.
You need to ensure that you can route traffic between the private endpoint and the Azure Private Link service by using a user-
defined route.
What should you do first on Subnet1?

A. Create a service endpoint.
B. Enable network policy.
C. Provision a Standard Azure load balancer.
D. Enable delegation.

Answer: D

NEW QUESTION # 253 
Hotspot Question
You have an Azure subscription.
You plan to deploy an app named App1 that will be accessed by using Azure Application Gateway.
You need to deploy the application gateway for App1. The solution must meet the following requirements:
- Support autoscaling to 100 capacity units.
- Minimize costs.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



Answer:

Explanation:

Explanation:
Box 1: Standard V2 tier
The Azure Application Gateway Standard_v2 and WAF_v2 tiers support autoscaling and can scale up to 125 capacity units. Each
capacity unit can handle a certain number of persistent connections, and additional capacity units are added as limits are reached.
The Azure Application Gateway Standard_v2 tier is generally the cheaper option compared to the WAF_v2 tier. While both tiers
have a base cost per hour, the WAF_v2 tier includes additional features for web application firewalling, which is reflected in its
higher hourly cost.
Box 2: 10
You must specify a minimum and optionally maximum instance count. Minimum capacity ensures that Application Gateway and
WAF v2 don't fall below the minimum instance count specified, even without traffic. The minimum instance count can range from 0
to 100. Each instance is roughly equivalent to 10 more reserved Capacity Units.
Reference:
https://learn.microsoft.com/en-us/azure/application-gateway/application-gateway-autoscaling- zone-redundant

NEW QUESTION # 254 
You are implementing the Virtual network requirements for Vnet6.
What is the minimum number of subnets and service endpoints you should create? To answer, select the appropriate options in the
answer area.
NOTE: Each correct selection is worth one point.



Answer:

Explanation:

NEW QUESTION # 255
......
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