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CompTIA Cybersecurity Analyst (CySA+) Certification Exam Sample
Questions (Q65-Q70):

NEW QUESTION # 65

An information security analyst observes anomalous behavior on the SCADA devices in a power plant. This behavior results in the
industrial generators overheating and destabilizing the power supply.

Which of the following would BEST identify potential indicators of compromise?

A. Use Nmap to capture packets from the management system to the SCADA devices.

B. Use Burp Suite to capture packets to the SCADA device's IP.

C. Use tcpdunp to capture packets from the SCADA device IP.

D. Use Wireshark to capture packets between SCADA devices and the management system.

Answer: D
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NEW QUESTION # 66
Which of'the following activities is designed to handle a control
failure that leads to a breach?

A. Vulnerability management
B. Incident management

C. Risk assessment

D. Root cause analysis

Answer: B

Explanation:

Incident management is a process that aims to handle a control failure that leads to a breach by restoring normal operations as
quickly as possible and minimizing the impact and damage of the incident. Incident management involves activities such as identifying,
analyzing, containing, eradicating, recovering, and learning from security incidents. Risk assessment, root cause analysis, and
vulnerability management are other processes related to security management, but they are not designed to handle a control failure
that leads to a breach. Reference: https://www.sans.org/reading-roomywhitepapers/mcident/ncident-handlers-handbook-33901

NEW QUESTION # 67
Legacy medical equipment, which contains sensitive data, cannot be patched. Which of the following is the BEST solution to
improve the equipment's security posture?

A. Place the legacy systens in the DMZ

B. Implement a VPN between the legacy systems and the local network.
C. Implement an air gap for the legacy systens.

D. Move the legacy systems behind a WAF

Answer: C

Explanation:

The best solution to improve the security posture of legacy medical equipment that contains sensitive data is to implement an air gap
(Option B). An air gap is a security measure which nvolves physically separating a computer or network from other systerns,
networks, or the internet. This can provide an additional layer of security, as it would prevent the legacy equipment from being
compromised by malicious actors. Additionally, it would allow the equipment to continue to fimction without needing to be patched,
as it would be isolated from other systems and networks.

NEW QUESTION # 68
External users are reporting that a web application is slow and frequently times out when attempting to submit information.
Which of'the following software development best practices would have helped prevent this issue?

A. Regression testing
B. Stress testing

C. Fuzzng
D. Input validation

Answer: B

NEW QUESTION # 69
After a remote command execution incident occurred on a web server, a security analyst found the following piece of code in an
XML file:

Which of the following it the BEST solution to mitigate this type of attack?

e A Implement a better level of user nput filters and content sanitization.
¢ B. Escape user inputs using character encoding conjoined with whitelisting
e C. Use parameterized Queries to avoid user inputs horn being processed by the server.



D. Property configure XML handlers so they do not process sent parameters coming from user inputs.

Answer: D

NEW QUESTION # 70
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