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Fortinet FCSS_NST_SE-7.6 Exam Syllabus Topics:

Section Weight Objectives

Topic 1: Firewall Policies & Access Control 20%

- Security profiles and inspection

1. Web filtering, application control, IPS and DNS filtering
2. SSL/SSH inspection and certificate management

- Policy configuration, sequencing and optimization

1. NAT, IP pools and central NAT troubleshooting
2. Implicit/explicit deny rules and logging
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Topic 2: Logging, Monitoring & Incident Response 10%

- Incident handling and troubleshooting methodology

1. Escalation procedures to Fortinet TAC
2. Change control and problem resolution processes

- Log management and analysis

1. Debug commands, packet capture and flow logs
2. FortiAnalyzer and FortiManager integration

Topic 3: Routing & Network Segmentation 15%

- Static and dynamic routing protocols

1. OSPF and BGP configuration and troubleshooting
2. ECMP, policy routing and route redistribution

- Network segmentation and VDOMs

1. Packet flow and connectivity diagnosis
2. VLAN, zone-based policy and VDOM operation

Topic 4: Security Fabric & System Troubleshooting 25%

- High Availability (HA) troubleshooting

1. FGCP/FGSP cluster operation and failover issues
2. Session synchronization and split-brain scenarios

- FortiGate system and resource management

1. Performance and resource utilization diagnosis
2. Firmware upgrade, patch management and hardening

- Security Fabric integration and operation

1. Fabric discovery and communication issues
2. Automation stitches and workflow problems

Topic 5: Authentication & Identity Management 5%

- Local and remote authentication

1. LDAP, RADIUS and TACACS+ integration
2. Fortinet Single Sign-On (FSSO) issues

Topic 6: VPN & Secure Connectivity 15%

- IPsec VPN

1. Phase 1/2 negotiation and establishment issues
2. Site-to-site and remote access VPN troubleshooting

- SSL VPN

1. User authentication and access control
2. Portal and tunnel mode configuration problems

Topic 7: SD-WAN & WAN Optimization 10%

- SD-WAN deployment and traffic steering

1. Overlay tunnels and link selection
2. SLA monitoring and performance issues
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最新的 Fortinet Certified Solution Specialist FCSS_NST_SE-7.6 免費考試真
題 (Q124-Q129):
問題  #124 
Refer to the exhibit, which shows the output of diagnose sys session list.

If the HA ID for the primary device is 0, what happens if the primary fails and the secondary becomes the primary?

A. The session will be removed from the session table of the secondary device because of the presence of allowed error
packets, which will force the client to restart the session with the server.
B. The session state is preserved but the kernel will need to re-evaluate the session because NAT was applied.
C. Traffic for this session continues to be permitted on the new primary device after failover, without requiring the client to
restart the session with the server.
D. The secondary device has this session synchronized; however, because application control is applied, the session is
marked dirty and has to be re-evaluated after failover.

答案：C

問題  #125 
Refer to the exhibit.

Assuming a default configuration, which three statements are true? (Choose three.)

A. User A: Pass. The default static route through wan1 passes the RPF check regardless of the source IP address.
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B. User C: Fail. There is no route to 10.0.4.63 using port1 in the touting table.
C. User B: Fail. There is no route to 95.56.234.24 using wan2 in the routing table.
D. User B: Pass. FortiGate will use asymmetric routing using wan1 to reply to traffic for 95.56.234.24.
E. Strict RPF is enabled by default.

答案：B,C,D

問題  #126 
Refer to the exhibit, which shows the partial output of command diagnose debug rating.

In this exhibit, which FDS server will the FortiGate algorithm choose?

A. 209.22.147.36
B. 208.91.112.194
C. 66.117.56.37
D. 64.26.151.37

答案：D

問題  #127 
Exhibit.

Refer to the exhibit, which shows the output of a session. Which two statements are true? (Choose Iwo.)

A. The session is being inspected using flow inspection.
B. The session was initiated from an authenticated user.
C. The session is being offloaded.
D. The TCP session has been successfully established.

答案：B,D

問題  #128 
Refer to the exhibit.
The exhibit shows the output from using the command diagnose debug application samld -1 to diagnose a SAML connection.



Based on this output, what can you conclude?

A. The IdP IP address is 10.1.10.2.
B. The authentication request is for an SSL VPN connection.
C. The IdP IP address is 10.1.10.254.
D. Active Directory is used for authentication.

答案：A

問題  #129
......
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