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Fortinet FCSS_NST_ SE-7.6 Exam Syllabus Topics:

‘ Section ‘Weight ‘ Objectives
- Security profiles and inspection

¢ 1. Web filtering, application control, IPS and DNS filtering
e 2. SSI/SSH nspection and certificate management

Topic 1: Firewall Policies & Access Control 20% . ) ) L
- Policy configuration, sequencing and optimization

e 1. NAT, IP pools and central NAT troubleshooting
e 2. Implicit/explicit deny rules and logging
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- Incident handling and troubleshooting methodology

e 1. Escalation procedures to Fortinet TAC
e 2. Change control and problem resolution processes

. . o s . 0,
Topic 2: Logging, Monitoring & Incident Response  |10% - Log management and analysis

¢ 1. Debug commands, packet capture and flow logs
e 2. FortiAnalyzer and FortiManager integration

- Static and dynamic routing protocols

e 1. OSPF and BGP configuration and troubleshooting
e 2. ECMP, policy routing and route redistribution

. . . 0
Topic 3: Routing & Network Segmentation 15% | Network segmentation and VDOMs

e 1. Packet flow and connectivity diagnosis
e 2. VLAN, zone-based policy and VDOM operation

- High Availability (HA) troubleshooting

¢ 1. FGCP/FGSP cluster operation and failover issues
e 2. Session synchronization and split-brain scenarios

- FortiGate system and resource management

Topic 4: Security Fabric & System Troubleshooting [25% ¢ 1. Performance and resource utilization diagnosis
¢ 2. Firmware upgrade, patch management and hardening

- Security Fabric integration and operation

e 1. Fabric discovery and communication issues
e 2. Automation stitches and workflow problems

- Local and remote authentication

Topic 5: Authentication & Identity Management 5% e 1. LDAP, RADIUS and TACACS+ imntegration
e 2. Fortinet Single Sign-On (FSSO) issues

- IPsec VPN

¢ 1. Phase 1/2 negotiation and establishment issues
e 2. Site-to-site and remote access VPN troubleshooting

Topic 6: VPN & Secure Connectivity 15%
- SSL VPN
e 1. User authentication and access control
e 2. Portal and tunnel mode configuration problems
- SD-WAN deployment and traffic steering
Topic 7: SD-WAN & WAN Optimization 10% e 1. Overlay tunnels and link selection

e 2. SLA monitoring and performance issues
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FIRE #124
Refer to the exhibit, which shows the output of diagnose sys session list.

Diagnose output F HI II IE I

# diagnose sys session list

session info: proto=6 proto_state=01 duration=73 expir€=3597 timeocut=3600
f1ags=00000000 sockflag=00000000 sockport=0 av_idx=0 use=3

origin-shaper=

reply-shaper=

per_ip shaper=

class_id=0 ha_id-0 policy_dir=0 tunnel=/ vdan_cos=0/255

state~may_dirty synced none app_ntf

statistic (bytes/packets/allow err): grg-822/11/1 reply=9037/15/1 tuples=2
orgin->sink: org pre->post, reply pfé&-3post dev=4->2/2->4
gwy=100.64.1.254/10.0.1.10

hook=post dir=org act=snat 10.0.1.10:65464->54.192.15.182:80 (100.64.1.1:65464)
hook=pre dir=reply act=dnat.54.192.15.182:80->100.64.1.1:65464(10.0.1.10:65464)
pos/ (before, after) 0/ (0,0), 0/ (0,0)

misc=0 policy id=1 auth{info=0 chk_client_info=0 vd=0

serial=00000098 tos=ff/af ips view=0 app list=0 app=0

dd_type=0C dd_mode=0

Ifthe HA ID for the primary device is 0, what happens if the primary fails and the secondary becomes the primary?

e A. The session will be removed from the session table of the secondary device because of the presence of allowed error
packets, which will force the client to restart the session with the server.

¢ B. The session state is preserved but the kernel will need to re-evaluate the session because NAT was applied.

o (. Traffic for this session continues to be permitted on the new primary device after failover, without requiring the client to
restart the session with the server.

¢ D. The secondary device has this session synchronized; however, because application control is applied, the session is
marked dirty and has to be re-evaluated after failover.

BER: C
PRI #125
Refer to the exhibit.
User A
2 71.234.149.16
10.0.1.0/ 5" e et
FLAE C I ] — 4
A { | 10.0.3.0/24
e ———— = ¥M.2.0/24
N & portt TP T —— - User B
10.0.4.0/24 |70~ ﬁH“;h 95.56.234.24
a FGT § get routerfUNfd routing-table all
" =" 10/0] via 10.0.1.254, wanl, [1/0)
\\‘ Cc 3 direc ¥ scted, wanl
c 8 directly conn , wan2
User C 8 dire ¥ por

s ERRTIRET

Assuming a default configuration, which three statements are true? (Choose three.)
e A. User A: Pass. The default static route through wanl passes the RPF check regardless of the source IP address.
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B. User C: Fail. There is no route to 10.0.4.63 using portl in the touting table.

C. User B: Fail. There is no route to 95.56.234.24 using wan2 in the routing table.

D. User B: Pass. FortiGate will use asymmetric routing using wanl to reply to traffic for 95.56.234.24.
E. Strict RPF is enabled by default.

ZX: BCD

FiRE #126
Refer to the exhibit, which shows the partial output of command diagnose debug rating.

In this exhibit, which FDS server will the FortiGate algorithm choose?

A.209.22.147.36
B. 208.91.112.194
C. 66.117.56.37
D. 64.26.151.37

pa

=

g

D

M #127
Exhibit.

re

Refer to the exhibit, which shows the output of a session. Which two statements are true? (Choose Iwo.)

A. The session is being inspected using flow inspection.
B. The session was initiated from an authenticated user.
C. The session is being offloaded.

D. The TCP session has been successfully established.

Z%: BD

PR #128
Refer to the exhibit.
The exhibit shows the output from using the command diagnose debug application samld -1 to diagnose a SAML connection.



t*xa% SP Login Dump “'-clasEchn HTII IET

xmina:lasso="heep://www.ancrouverc.org/namespaces/lasasn/Q,0"
xmlns:samlp="urn:casis:names:tciSAML:2.0:protocol”
xplns:saml="urn:oasis:names:cc:SAML:2.0:assaxrtion”
LoginDumpVersion=r2"><lasan:Ragquest><samlp:AuthnReguest
ID=" EEC718A47FB37B4728205B11153ED409" Version=”2.0" Issuelnstant="2024-02-
21T00:58:442" Cestinaction="hceps://10.1.10.2/®anl-1dp/nst/login/"®
SignType="0" SignMethod="0" ForceAuthn="false™ IsPassive="false"
ProtocelBinding="urn:oasis:names:cc:SAML'2.0:binding=:HITE-PCST"
AssertionConsumerServiceURL="hctps:/Al0.1.10.254:1003/remote/saml/login/"><aa
ml:Issuer>hctps://10.1.10,.254:1003/remftea/saml /netadaca/</saml:Issuar><samip:
NameIDPolicy Formac="urn:casis:names:cc:SAML:l.l:nameid-formac:unspecified”
AllowCreace="grue”/></sarlip: AuthnRequesc></lasso:Requesct><lasso:RemoteProvide
rID>hcep://10.1.10.2/samlidp/nst/mecadata/</lassa:RemoteProviderID><lassc:Msg
Orli>heteps://10.1.10.2/ 5801~
idp/nst/login/?SAMLReglest=1 ZJfTeIwFMWE 2FyEL30WSsAZt BWhhEEtCFOAdETNOUOGRrZ2%2
Fn29vGWIwUeJLk97eX$2895p 0101 FXDJ63dgxWetIDNe 68 rhbw T GIJHWKK4FSuRK1IDcFnwuVny s
Hd4¥7IVhaTIGXKZEIhgriiSKeltaRJIJ5Smat4</lasso:HttpRequeatMethod><lassa:RequescID>
EEC712A47FB37B472B205B11153ED409</lassc:RequestID></lasso:Loginy

-

Based on this output, what can you conclude?

A. The IdP IP address is 10.1.10.2.

B. The authentication request is for an SSL VPN connection.
C. The IdP IP address is 10.1.10.254.

D. Active Directory is used for authentication.

BE: A
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