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CertNexus Certified Artificial Intelligence Practitioner (CAIP) Sample
Questions (Q52-Q57):

NEW QUESTION # 52
In addition to understanding model performance, what does continuous monitoring of bias and variance help ML engineers to do?

A. Detect hidden attacks

B. Recover from hidden attacks
C. Prevent hidden attacks

D. Respond to hidden attacks

Answer: C

Explanation:

Hidden attacks are malicious activities that aim to compromise or manipulate an ML system without being detected or noticed.
Hidden attacks can target different stages of an ML workflow, such as data collection, model training, model deployment, or model
monitoring. Some examples of hidden attacks are data poisoning, backdoor attacks, model stealing, or adversarial examples.
Continuous monitoring of bias and variance can help ML engineers to prevent hidden attacks, as it can help them detect any
anomalies or deviations in the data or the model's performance that may indicate a potential attack.

NEW QUESTION # 53
Which database is designed to better anticipate and avoid risks of Al systenrs causing safety, fairness, or other ethical problems?

A. Asset

B. Code Repository

C. Incident

D. Configuration Management

Answer: C

Explanation:

An incident database is a database that is designed to better anticipate and avoid risks of Al systems causing safety, fainess, or
other ethical problens. An incident database collects and stores information about incidents or events where Al systems have
caused or contributed to negative outcomes or harms, such as accidents, errors, biases, discriminations, or violations. An incident
database can help identify patterns, trends, causes, impacts, and solutions for Al-related incidents, as well as provide guidance and
best practices for preventing or mitigating future incidents.

NEW QUESTION # 54
In general, models that perform their tasks:

A. More accurately are neither more nor less robust against adversarial attacks.
B. Less accurately are less robust against adversarial attacks.

C. More accurately are less robust against adversarial attacks.

D. Less accurately are neither more nor less robust against adversarial attacks.

Answer: C

Explanation:

Explanation

Adversarial attacks are malicious attempts to fool or manipulate machine learning models by adding small perturbations to the input
data that are imperceptible to humans but can cause significant changes in the model output. In general, models that perform their
tasks more accurately are less robust against adversarial attacks, because they tend to have higher confidence in their predictions
and are more sensitive to small changes in the input data. References: [ Adversarial machine learning - Wikipedia], [Why Are
Machine Learning Models Susceptible to Adversarial Attacks? | by Anirudh Jain | Towards Data Science]

NEW QUESTION # 55
Which of the following regressions will help when there is the existence of near-Inear relationships among the independent variables



(collinearity)?

A. Ridge regression

B. Polynomial regression
C. Clustering

D. Linear regression

Answer: A

Explanation:

Ridge regression is a type of regularization technique that can help reduce collinearity among independent variables. It does this by
adding a penalty term to the ordinary least squares (OLS) objective function, which shrinks the coefficients of highly correlated
variables towards zero. This reduces the variance of the coeflicient estimates and improves the stability and accuracy of the
regression model.

References: Multicollinearity in Regression Analysis: Problems, Detection, and Solutions - Statistics By Jim, A Beginner's Guide to
Collinearity: What it is and How it affects our regression model - StrataScratch

NEW QUESTION # 56
Which of the following principles supports building an ML system with a Privacy by Design methodology?

A. Collecting and processing the largest amount of data possible.

B. Utilizing quasi-identifiers and non-unique identifiers, alone or in combination.
C. Understanding, documenting, and displaying data lincage.

D. Avoiding mechanisiis to explain and justify automated decisions.

Answer: C

Explanation:

Data lineage is the process of tracking the origin, transformation, and usage of data throughout its lifecycle. It helps to ensure data
quality, integrity, and provenance. Data lineage also supports the Privacy by Design methodology, which is a framework that aims to
embed privacy principles into the design and operation of systems, processes, and products that involve personal data. By
understanding, documenting, and displaying data lineage, an ML system can demonstrate how it collects, processes, stores, and
deletes personal data in a transparent and accountable manner3 .
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