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Which Cortex XDR capability prevents running malicious files from USB-connected removable equipment?

A. Restrictions profile
B. Agent configuration
C. Device customization
D. Agent management

Answer: A

Explanation:
The Restrictions profile in Cortex XDR is used to prevent running malicious files from USB-connected removable equipment. This
capability helps enhance endpoint security by blocking the execution of unauthorized or malicious files from external devices such as
USB drives, reducing the risk of malware spreading through these vectors.

NEW QUESTION # 140 
A prospective customer is interested in Cortex XDR but is enable to run a product evaluation.
Which tool can be used instead to showcase Cortex XDR?

A. War Game
B. Capture the Flag
C. Test Flight
D. Tech Rehearsal

Answer: D

NEW QUESTION # 141 
How can Cortex XSOAR save time when a phishing incident occurs?

A. It can automatically identify every mailbox that received the phish and create corresponding cases for them
B. It can automatically purge the email from user mailboxes in which it has not yet opened
C. It can automatically email staff to warn them about the phishing attack and show them a copy of the email
D. It can automatically respond to the phishing email to unsubscribe from future emails

Answer: A

NEW QUESTION # 142 
What method does the Traps agent use to identify malware during a scheduled scan?

A. Signature comparison
B. Heuristic analysis
C. WildFire hash comparison and dynamic analysis
D. Local analysis

Answer: C

NEW QUESTION # 143 
The customer has indicated they need EDR data collection capabilities, which Cortex XDR license is required?

A. Cortex XDR Pro per TB
B. Cortex XDR Pro Per Endpoint
C. Cortex XDR Endpoint
D. Cortex XDR Prevent

Answer: B

Explanation:
https://docs.paloaltonetworks.com/cortex/cortex-xdr/cortex-xdr-pro-admin/cortex-xdr-overview/cortex-xdr-licenses/migrate-your-



cortex-xdr-license

NEW QUESTION # 144
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