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e Al GOVERNANCE AND RISK: It encompasses understanding different Al models and their life cycles,
E 8| guiding Al strategy, defining roles and policies, managing Al-related risks, overseeing data privacy and

governance, and ensuring adherence to ethical practices, standards, and regulations.

o Al Operations: It covers managing Al-specific data needs—including collection, quality, security, and

classification—applying development lifecycle methodologies with privacy and security by design, change
FE2 and incident management, testing Al solutions, identifying Al-related threats and vulnerabilities, and
supervising Al deployments.

¢ Auditing Tools and Techniques: This section of the exam measures the skills of Al auditors and centers on

auditing Al systems using appropriate tools and methods. It includes audit planning and design, sampling
F&E3 methodologies specific to Al collecting audit evidence, using data analytics for quality assurance, and
producing Al audit outputs and reports, including follow-up and quality control measures.
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B ¥ Advanced in AT Audit AAIA % 2% 5 H & (Q93-Q98):

FIRE #93
An S auditor finds that an Al model's outputs are not being reviewed. Which of the following would BEST address this risk?

e A A larger training dataset
¢ B. Regular Al model retraining
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e C. Prompt templates
¢ D. A validation process for Al decisions

EX: D

i RE B«

‘WhenAl outputs are not being reviewed, the primary concern is thatincorrect, biased, or non-compliant decisionsmay go
undetected. The best way to address this risk is to implement avalidation process for Al decisions(B), which may include human-in-
the-loop checks, sanpling-based reviews, escalation criteria, and formal approval workflows. AAIA emphasizes the importance
ofsupervision and validation of Al outputs, particularly where decisions have financial, legal, or safety implications.

A larger training dataset (A) does not guarantee correctness or faimess and does not replace oversight.

Regular retraining (C) can be beneficial but can also propagate errors if not validated. Prompt templates (D) are relevant mainly for
generative and prompt-based systers, and they do not constitute systermatic review of outputs. Therefore, astructured validation
processis the most direct and effective control.

References:

ISACA,AAIA Exam Content Outline- Domain 2: Al Operations (Supervision of Al Solutions).

ISACA audit guidance on Al decision validation and human oversight.

PR #94
An Al developer notices that the labeling guidelines changed during the project and asks an IS auditor for advice. Which of the
following is the auditor's BEST recommendation to perform prior to retraining?

A. Increase class weights on recently labeled data only.

B. Relabel stratified samples to estimate shift and adjust data sets accordingly.

C. Augnent the model with additional layers to capture old and new labeling policies.
D. Train a larger model to absorb guideline variance.

ZX: B

fE R

Whenlabeling guidelines change, there is a risk oflabel shifi-inconsistency between older and newer labels. The BEST
recommendation is torelabel stratified samplesacross the dataset to estimate the extent of the shift and adjust datasets accordingly
(D). This allows the team to quantify inconsistencies, align labels to the updated guidelines, and ensure that retraining reflects a
coherent labeling policy. AAIA emphasizes managingdata and label qualityas core aspects of Al operations.

Adding layers (A) or training a larger model (C) does not solve inconsistent labeling; it may even entrench confusion. Increasing class
weights on recent data only (B) can bias the model and does not repair inconsistent historical labels. Therefore,relabeling structured,
representative samples to assess and correct label shiftis the most appropriate and audit-aligned recommendation.

References:

ISACA,AAIA Exam Content Outline- Domain 2: Data Management Specific to Al (labeling consistency, data drift, label shift).
ISACA Al risk guidance on dataset versioning and labeling policy changes.

FIRE #95
Which of'the following is MOST important to consider when auditing an organization's Al procedures?

A. Al data validation and filtration to prevent data poisoning
B. Frequency of Al system updates to enhance security

C. Enployee training on recognized Al best practices

D. Backup and recovery in the event of an Al data breach

BER: A

PRI #96
Which of the following is the BEST way to support the development and design of high-risk Al systems?

A. Regularly back up the Al systemi's data to a secure, offSite location.

B. Conduct regular training sessions for users on data privacy.

C. Implement multi-factor authentication (MFA) for all users accessing the Al system.
D. Ensure the availability of trustworthy data sets.



ZX: D

FIRE #97
Which of'the following is the GREATEST risk associated with using Al in audit planning?

e A. Limited knowledge

e B. Scope creep

¢ C. Increased planning costs
e D. Incomplete data

ZE: D

f R A -

In the context of Al-driven audit planning, the AAIA™ Study Guide identifies incomplete or maccurate data as the most significant
risk. Ifthe data nput into Al tools is missing, outdated, or inconsistent, the model's suggestions for risk prioritization or control
testing will be flawed.

"Audit planning supported by Al tools is only as strong as the underlying data. Incomplete data may cause incorrect risk assessments
or misallocate audit resources, undermining audit effectiveness." While scope creep and cost are common concerns in project
management, and limited Al knowledge can be mitigated through training, only incomplete data directly impacts the validity of audit
planning outputs.

Reference: ISACA Advanced in Al Audit™ (AAIA™) Study Guide, Section: "Al in Audit Processes," Subsection: "Data Integrity
and Planning Risks"
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