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¢ Identify management connectivity configurations: This section focuses on understanding management access
=R 1 configurations, including management IP addresses, port lockdown settings, remote connectivity

verification, and troubleshooting access issues.

¢ Explain config sync: This section focuses on configuration synchronization procedures, identifying sync

FH2 errors, determining sync necessity, checking sync status, and comparing configuration timestamps.
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o Identify configured system services: This domain covers verifying proper configuration of essential services
FH 3 including DN'S, NTP, SNMP, and syslog.

e Apply procedural concepts required to create, manage, and restore a UCS archive: This domain covers
= 4 UCS backup and restore procedures, understanding backup use cases, proper storage practices, and
UCS file contents including private keys.

¢ Explain authentication methods: This section focuses on user management including creating
=X 5 ¢ modifying users, configuring remote authentication providers, and implementing group-based access
control

List which log files could be used to find events and

or hardware issues: This section teaches identification of key log files (

var

log

Itm, secure, audit), understanding event severity levels, and interpreting log messages.

FH 6

¢ Apply procedural concepts required to manage the state of a high availability pair: This domain covers
=A 7 controlling and monitoring failover states in high availability pairs, including forcing standby
¢ offline modes, reporting failover status, and verifying device trust.

¢ Given a scenario, determine device upgrade eligibility: This domain covers determining appropriate timing
=A 8 for software and platform upgrades and strategies to mnimize downtime during upgrades.
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EE #36
Which log file should the BIG-1P Administrator check to determine if a specific user tried to log in to the BIG-IP Configuration
Utility? (Choose one answer)

A. /var/log/pan/tallylog
B. /var/log/ttm
C. Nar/log/secure

D. /var/log/httpd
Y. C

MY

On BIG-IP systens, all authentication attempts for administrative access-including logins to the Configuration Utility (GUI)-are
logged in /var/log/secure. This log file records:

* Successful and failed login attempts

* The username used

* The authentication method (local, LDAP, RADIUS, etc.)

* Access denials and PAM authentication errors

Why the other options are incorrect:

* /var/log/pam/tallylog tracks account lockouts and failed attempt counters, not detailed login attempts.

* /var/log/ltm logs traffic management events, not administrative authentication.

* /var/log/httpd logs web server activity but does not record authentication success or failure for BIG-IP administrative users.
Therefore, the correct log file to verify whether a user attempted to log in to the BIG-IP Configuration Utility is /var/log/secure.
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HEE #37
‘Which method is recommended for creating a new user from the CLI? (Choose one answer)

A. Edit bigip.conf'to add the new user and the user's clear-text password
B. Run f5adduser 'username’ then f5passwd username from bash or tnsh
C. Run tmsh create auth user username prompt-for-password from bash
D. Run useradd 'username’ then passwd username from bash or tirsh

.l

0
M

: C

Y.

The recommended and supported method for creating BIG-IP users from the CLI is through TMSH, using the authentication
subsystem.

tirsh create auth user <username> prompt-for-password:

* Properly creates the user within BIG-IP's AAA/authentication framework

* Encrypts the password securely

* Ensures the user is stored and managed correctly in the BIG-IP configuration database

* Is fully supported and documented

Why the other options are incorrect:

* B is unsafe and unsupported because editing bigip.conf directly and storing clear-text passwords violates security and configuration
management best practices.

* C (f5adduser / f5passwd) is deprecated and not recommended for modern BIG-IP versions.

* D creates a Linux system user only, not a BIG-IP administrative user, and will not allow access to the Configuration Utility or
TMSH roles.

EE #38
A BIG-IP Administrator finds the following log entry: tnm tmm[7141]: 011e0002:4: sweeper update: aggressive mode activated.
Which action should the BIG-IP Administrator take to mitigate this memory issue?

A. Increase the TCP profile Idle Timeout value

B. Configure the server to use Connection Mirroring
C. Decrease the TCP profile Idle Timeout value

D. Configure the redundant pair to be active-active

He:. B

dE:

Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents: This log message
indicates that the system is low on memory and has activated 'Aggressive Mode' to reclaim resources by closing old connections37.
In an HA environment, one way to ensure state stability during memory pressure is to manage how connection data is handled38.
While the document suggests D, procedural mitigation for ' Aggressive Mode' often involves reviewing resource provisioning or
optimizing connection idle timeouts to reduce memory footprint39.

EE #39
A BIG-1P Administrator needs to view the CPU utilization of a particular Virtual Server. Which section of the Configuration Utility
should the administrator use for this purpose?

A. Statistics > Module Statistics > Traffic Summaryl

B. Statistics > Analytics > Process CPU Utilization234

C. Statistics > Module Statistics > Local Traffic > Virtual Addresses
D. Statistics > Module Statistics > Local Traffic > Virtual Servers567

He:. D

dY:

Comprehensive and Detailed Exp1 1lanation From BIG-IP Administration Control Plane Administration documents: Monitoring
specific object health is a core function of the Control Plane. While the dashbo12ard provides a global overview, granular
perl3formance data-such as the CPU overhead a specific Virtual Server is placing on the Traffic Management Microkermel



(TMM)-1s found under the Module Statistics. Navigating to Statistics > Module Statistics > Local Traffic > Virtual Servers allows an
administrator to report on the current status and resource consumption of individual traffic objects.

EE #40

A node is a member of various pools and hosts different web applications. Ifa web application is unavailable, the BIG-IP appliance
needs to mark the pool member down for that application pool. What should a BIG-IP Administrator deploy at the pool level to
accomplish this?

A. A TCP monitor with a custom interval/timeout

B. A UDP monitor with a custom interval/timeout

C. An HTTP monitor with custom send/receive strings
D. A combination of ICMP + TCP monitor

e C

Y.

Comprehensive and Detailed Explanation From BIG-1P Administration Control Plane Admil3 nistration documents:

To accurately report the current status of specific web applications hosted on the same server (node), the Control Plane must use a
monitor that operates at the application layer.

* Application-Specific Monitoring: While a node (the IP address) might be up and responding to ICMP (ping) or TCP handshakes,
a specific web service or path on that server could be failing.

* Custom Send Strings: An HTTP monitor allows the administrator to define a "Send String" to request a specific page or URI
related to the application in that pool .

* Receive Strings: The "Receive String” identifies a unique value that the application must return to be considered "Available" .

* Granular Status Reporting; By deploying these monitors at the pool level, the Control Plane can mark a pool member "Offline" for
one application pool if the receive string is missing, while keeping it

"Available" in another pool where the service is still healthy.
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