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ISACA Certified Information Systems Auditor 585 CISA 5% 5 #E (Q210-
Q215):

R #210
An IS auditor is reviewing a project that is using an Agile software development approach. Which of the following should the IS

auditor expect to find?


https://drive.google.com/open?id=1hB20A_QZ3_8_PD7K-_4ve5cMY1heuKfF
https://www.mogiexam.com/CISA-exam.html
https://www.mogiexam.com/CISA-exam.html
https://www.topexam.jp/CISA_shiken.html
https://www.xhs1991.com/CISA.html

A. Postiteration reviews that identify lessons learned for future use in the project

B. Regular monitoring of task-level progress against schedule

C. Extensive use of software development tools to maximize team productivity

D. Use of a process-based maturity model such as the capability maturity model (CMM)

EfE: A

fEE N -

Explanation/Reference:

Explanation:

A key tenet of the Agile approach to software project management is team learning and the use of team learning to refine project
management and software development processes as the project progresses.

One of'the best ways to achieve this is that, at the end of each iteration, the team considers and documents what worked well and
what could have worked better, and identifies improvements to be implemented in subsequent iterations. CMM and Agile really sit
at opposite poles. CMM places heavy emphasis on predefined formal processes and formal project management and software
development deliverables. Agile projects, by contrast, rely on refinement of process as dictated by the particular needs of the project
and team dynamics. Additionally, less importance is placed on formal paper-based deliverables, with the preference being effective
informal communication within the team and with key outside contributors. Agile projects produce releasable software in short
iterations, typically ranging from4 to 8 weeks. This, in itself, instills considerable performance discipline within the team. This,
combined with short daily meetings to agree on what the team is doing and the identification of any impediments, renders task-level
tracking against a schedule redundant. Agile projects do make use of suitable development tools; however, tools are not seen as the
primary means of achieving productivity. Team harmony, effective communications and collective ability to solve challenges are of

=R #211
Which of the following is the BEST way to mitigate risk to an organization's network associated with devices permitted under a bring
your own device (BYOD) policy?

A. Ensure the policy requires antivirus software on devices
B. Require personal devices to be reviewed by IT staff

C. Inplement a network access control system

D. Enable port security on all network switches

M
R

: A

R #212
Which of the following should be of GREATEST concern for an IS auditor reviewing an organization's bring your own device

(BYOD) policy?

A. The policy is not updated annually.

B. The policy does not include the right to audit BYOD devices.

C. Not all devices are approved for BYOD.

D. A mobile device management (MDM) solution is not implemented.

IEf#: B

BR #213
Which of the following is the MAIN risk associated with adding a new system functionality during the development phase without
following a project change management process?

A. The added finctionality has not been documented
B. The new functionality may not meet requirements

C. The project may go over budget.

D. The project may fail to meet the established deadline

IEf#: B



M #214

An S auditor inspected a windowless room containing phone switching and networking equipment and documentation binders. The
roomwas equipped with two handheld fire extinguishers-one filled with CO2, the other filled with halon. Which ofthe following
should be given the HIGHEST priority in the auditor's report?

¢ A Both fire suppression systems present a risk of suffocation when used in a closed room

e B. The CO2 extinguisher should be removed, because CO?2 is inefective for suppressing fires mvolving solid combustibles
(paper).

¢ (. Thehalon extinguisher should be removed because halon has a negative impact on the atmospheric ozone layer.

¢ D. The documentation binders should be removed from the equipment room to reduce potential risks.

EfE: A

TR

Protecting people's lives should always be of highest priority in fire suppression activities. COz and halon both reduce the oxygen
ratio in the atmosphere, which can induce serious personal hazards, in many countries installing or refilling halon fire suppression
systens is not allowed. Although COz and halon are effective and appropriate for fires involving synthetic combustibles and electrical
equipment, they are nearly totally ineffective on solid combustibles (wood andpaper ). Although not of highest priority, removal of
the documentation would probably reduce some of the risks.
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