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H A #248
‘Which ML exclusion pattern would be the most accurate for all .exe binaries in "C:\Program Files\Software\", including any
subfolders of Software?

A. Program Files\Software\**\*..exe
B. Program Files\Software\*.exe

C. **\* exe

D. Program Files\Software\**.exe

EfE: A

A #249
How can you find a list of hosts that have not commumnicated with the CrowdStrike Cloud in the last 30 days?

e A. Under Host setup and management, choose the Host Management page. Set the group filter to
"Inactive Sensors"

¢ B. Under Host setup and management, choose the Disabled Sensors Report. Change the time range to 30 days

e (. Under Host setup and management > Managed endpoints > Inactive Sensors. Change the time range to 30 days

¢ D. Under Dashboards and reports, choose the Sensor Report. Set the "Last Seen” dropdown to 30 days and reference the
Inactive Sensors widget

Ef#: C

fEEL -

The administrator can find a list of hosts that have not communicated with the CrowdStrike Cloud in the last 30 days by going to
Host setup and management > Managed endpoints > Inactive Sensors. Then, change the time range to 30 days. This will show the
host name, last seen date, sensor version and group name for each inactive host. The other options are either incorrect or not
available.

R #250
What three things does a workflow condition consist of?

A. A beginning, a middle, and an end

B. Triggers, actions, and alerts

C. A parameter, an operator, and a value
D. Notifications, alerts, and API's

Ef#: C
i

A workflow condition consists of a parameter, an operator, and a value. A workflow condition is a rule that defines when a
workflow should be triggered based on certain criteria or filters. A parameter is a variable or attribute that can be used to filter or
match detection events, such as severity, tactic, or host group. An operator is a symbol or word that specifies how to compare or
evaluate the parameter and the value, such as equals, contains, or greater than. A value is a constant or expression that provides the
expected or desired result for the parameter, such as high, credential dumping, or default group.

H A #251

You have been provided with a list of 100 hashes that are not malicious but your company has deemed to be mappropriate for work
computers. They have asked you to ensure that they are not allowed to run in your environment. You have chosen to use Falcon to
do this. Which is the best way to accomplish this?


https://www.it-passports.com/CCFA-200b.html

A. Using the API, gather the list of SHA256 or MD5 hashes for each binary and then upload them, setting themall to "Never

Allow"

¢ B. Using Custom Alerts in the Investigate App, create a new alert using the template "Process Execution” and within that rule,
select the option to "Block Execution"

¢ C. Using the Support Portal, create a support ticket and include the list of binary hashes, asking support to create an
"Execution Prevention'" rule to prevent these processes from running

¢ D. Using IOC Management, gather the list of SHA256 or MD5 hashes for each binary and then upload them. Set all hashes

to "Block" and ensure that the prevention policy these computers are using includes the option for "Custom Blocking" under

Execution Blocking.

IEf#: D

TR

The best way to ensure that a list of 100 hashes that are not malicious but your company has deemed to be inappropriate for work
computers are not allowed to run in your environment is to use [OC Management, gather the list of SHA256 or MD5 hashes for
each binary and then upload them. Set all hashes to "Block" and ensure that the prevention policy these computers are using includes
the option for "Custom Blocking" under Execution Blocking, This will allow Falcon to block the execution of these hashes on the
hosts using this policy. The other options are either incorrect or not efficient to achieve this goal.

H #252
When a Linux host is in Reduced Functionality Mode (RFM) what telemetry and protection is still offered?

A. The sensor would provide protection as normal, without event telemetry

B. The sensor would function as normal

C. The sensor would provide minimal protection

D. The sensor provides no protection, and only collects Sensor Heart Beat events

Ef#: C

fER L2

When a Linux host is in Reduced Functionality Mode (RFM), the sensor would provide minimal protection. RFM is a mode that
limits the sensor’s functionality due to license expiration, network connectivity loss, or certificate validation failure. When a Linux
sensor is in RFM, it will only provide basic prevention capabilities, such as blocking known malware hashes and preventing script
execution from the /tmp directory. The sensor will not send any telemetry or detection events to the Falcon platform, and will not
receive any policy or update changes from the Falcon cloud.
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