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EE #98
What is the role of fuzzing in web application security testing?

A. To optimize database performance

B. To generate random inputs for identifying vulnerabilities
C. To establish secure HTTPS connections

D. To encrypt application data
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HE: B

EE #99
During a configuration audit, you find that directory listing is enabled. What is the associated risk?

A. Exposure of sensitive files and directories

B. Unauthorized directory traversal

C. Unauthorized modification of session cookies
D. Execution of stored XSS payloads

02
il

: A

EE #100
During a penetration test, you discover that a login formis vulnerable to SQL injection. Which payload could you use to bypass
authentication?

e A ./.letc/passwd

¢ B. <img src=x onerror=alert(1)>
e C.'OR'l=1

e D. <script>alert('XSS")</script>

e C

HE #101
What are key steps to prevent SQL injection attacks? (Choose two)

e A, Allowing unrestricted SQL queries
¢ B. Implementing input validation

¢ C. Disabling parameterized queries

¢ D. Restricting database user privileges

HE. BD

EE #102
Which types of vulnerabilities can Nikto detect? (Choose two)

A. Missing security headers

B. SQL injection

C. Malware payloads

D. Outdated software versions

Y. AD
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