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¢ CMMC-AB Code of Professional Conduct (Ethics): This section of the exam measures the integrity of
cybersecurity professionals by evaluating their understanding of the CMMC-AB Code of Professional
Conduct. It emphasizes ethical responsibilities, including confidentiality, objectivity, professionalism,
conflict-of-interest avoidance, and respect for intellectual property, ensuring candidates can uphold ethical
standards throughout their CMMC-related duties.

Topic 1

¢ Scoping: This section of the exam measures the analytical skills of cybersecurity practitioners, highlighting
their ability to properly define assessment scope. Candidates must demonstrate knowledge of identifying
and classifying Controlled Unclassified Information (CUI) assets, recognizing the difference between in-
scope, out-of-scope, and specialized assets, and applying logical and physical separation techniques to
determine accurate scoping for assessments

Topic 2

¢ CMMC Ecosystem: This section of the exam measures the skills of consultants and compliance
professionals and focuses on the different roles and responsibilities across the CMMC ecosystem.
Candidates must understand the functions of entities such as the Department of Defense, CMMC-AB,
Organizations Seeking Certification, Registered Practitioners, and Certified CMMC Professionals, as well
as how the ecosystem supports cybersecurity standards and certification.

Topic 3

e CMMC Assessment Process (CAP): This section of the exam measures the planning and execution skills

of audit and assessment professionals, covering the end-to-end CMMC Assessment Process. This
Topic 4 includes planning, executing, documenting, reporting assessments, and managing Plans of Action and
Milestones (POA&M) in alignment with DoD and CMMC-AB methodology.

Cyber AB Certified CMMC Professional (CCP) Exam Sample Questions
(Q150-Q155):

NEW QUESTION # 150

While conductinga CMMC Assessment, an individual from the OSC provides documentation to the assessor for review. The
documentation states an incident response capability is established and contains information on incident preparation, detection,
analysis, containment, recovery, and user response activities. Which CMMC practice is this documentation attesting to?

A. IR.1.2-3.6.2: Incident Reporting

B. IR.1.2-3.6.4: Incident Spillage

C. IR.L2-3.6.3: Incident Response Testing
D. IR.1.2-3.6.1: Incident Handling

Answer: D

NEW QUESTION # 151
What type of criteria is used to answer the question "Does the Assessment Team have the right evidence?"

A. Sufficiency criteria
B. Objectivity criteria
C. Subjectivity criteria
D. Adequacy criteria

Answer: A

NEW QUESTION # 152
An assessor has been working with an OSC's point of contact to plan and prepare for their upcoming assessment. What is one of
the MOST important things to remember when analyzing requirements for an assessment?

e A There is a determined amount of time that the OSC's point of contact has to submit evidence and rough order-of-
magnitude.

¢ B. Scoping an assessment is easy and worry-free.

¢ (. The mitial plan cannot be changed once agreed upon.



¢ D. Assessors need to continuously review and update the requirements and plan for the assessment as information is gathered.
Answer: D

Explanation:

Planning and preparing for aCMMC assessmentinvolves collaboration between theassessorand theOrganization Seeking
Certification (OSC)to determine scope, required evidence, and logistics. This planning process isdynamicand must adapt as new
information emerges.

* Assessment Scope and Requirements May Change

* As assessors gather evidence and analyze the environment,new details about assets, networks, and security controlsmay require
adjustiments to the assessment plan.

* TheCMMC Assessment Process (CAP) Guideenphasizes that assessmentrequirements and scope should be continuously
reviewed and updatedto reflect real-time findings.

* Assessors Follow an Adaptive Approach

* DurmgCMMC assessiments, organizations may discover additionalFCI or CUI assets, which can change the required security
practices to be evaluated.

* Assessors shouldrevise the assessment approach accordinglyrather than strictly following an initial, unchangeable plan.

* A. Scoping an assessment is easy and worry-free#tIncorrect

* Scoping is acritical and complex processthat requires careful evaluation of the OSC's information systens and assets.

* CMMC Scoping Guidestates thatidentifying in-scope assets is crucial and requires significant effort.

* B. The mitial plan cannot be changed once agreed upor#Incorrect

* Theinitial assessment plan is a starting point, butit must be flexiblebased on real-time findings.

* CMMC CAP Guideemphasizescontinuous refinementduring the assessiment process.

* C. There is a determined amount of time that the OSC's point of contact has to submit evidence and rough order-of-
magnitude#Incorrect

* While there aretimelines, the key focus is ensuring thatall necessary evidence is gathered accuratelyrather than rushing to meet a
strict deadline.

* CMMC Assessmment Process (CAP) Guide- States that assessment requirements and planning should be updated as additional
information is gathered.

* CMMC Scoping Guide (Nov 2021)- Explains that assessors must continually refinein-scope assets and requirementsthroughout
the process.

Why the Correct Answer is "D"?Why Not the Other Options?Relevant CMMC 2.0 References:Final Justification:Assessiment
planning is a dynamic process.Assessors must continuously review and update the requirements and planas new information

emerges, makingDthe correct answer.

NEW QUESTION # 153
Which term describes the process of granting or denying specific requests to obtain and use information, related information
processing services, and enter specific physical facilities?

A. Physical access control

B. Mandatory access control
C. Access control

D. Discretionary access control

Answer: C

NEW QUESTION # 154
An assessiment procedure consists of an assessment objective, potential assessment methods, and assessment objects. Which
statement is part of an assessment objective?

A. Specifications and mechanisms

B. Examination, interviews, and testing

C. Exercising assessment objects under specified conditions
D. Determination statement related to the practice

Answer: D



NEW QUESTION # 155
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