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R RE #148

A Snowflake Native App developer is creating an application that needs to access data from multiple tables within a provider
account. The developer wants to ensure the principle of least privilege and minimize the surface area for potential security
wvulnerabilities. Which approach is the MOST secure and efficient for granting the necessary privileges to the application?

e A. Grant the 'ALL PRIVILEGES privilege on all relevant tables to the application role. This provides the application with all
possible privileges, simplifying privilege management.

e B. Grant the'OWNERSHIP privilege on all relevant databases to the application role. This provides the application with full
control over the data, ensuring it can perform any necessary operations.

e C. Grant the 'SELECT privilege on all tables in the provider account to the application role.

e D. Create a customrole in the provider account, grant the required privileges on the tables to this role, and then grant the
"USAGE privilege on this customrole to the application role.

e E. Grant the USAGE privilege on all relevant databases and schemas, and the 'SELECT privilege on only the tables required
by the application to the application role.

Z%: E
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Option B is the MOST secure and efficient. Granting'USAGE' on databases and schemas allows the application to access these
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containers, while granting 'SELECT only on the necessary tables adheres to the principle of least privilege, minimizing potential
security risks. Options A, C, and E grant overly broad privileges, which is not a secure practice. Option D, while seemingly applying
least privilege, creates unnecessary role complexity and doesn't directly link the application role to the required object privileges.

FiRE #149

You are designing a Snowflake Native Application that uses Snowpark Container Services to process dat a. The application needs
to store intermediate results in a Snowflake table. You have the following requirements: 1. The table should only be accessible to the
Native App. 2. The table schema should be automatically updated when the application is upgraded. 3. You want to mnimize the
privileges granted to the container service's service account. Which of the following approaches should you use? (Select TWO)

¢ A. Create the table within the application's package using a setup script. The setup script should execute during the
application installation and upgrade process.

¢ B. Grant 'ALL PRIVILEGES on the database containing the table to the Native App's service account. This allows the
application to manage the table and its schema.

¢ (. Create a separate database for the Native App's internal data and grant the'OWNERSHIP' privilege on this database to
the Native App's service account.

¢ D. Create the table within the application's package using a setup script. Grant the "USAGE privilege on the application's
schema to the Native App's service account.

e E. Create the table manually in the consumer’s account and grant "'USAGE' and 'SELECT privileges on the table to the Native
App's service account.
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Option A grants excessive privileges. Option C requires manual intervention and doesn't guarantee schema updates on upgrade.
Option E is also too permissive. Option B is correct because creating the table within the application's package ensures that it's
automatically created and updated during installation and upgrade. Option D is correct because we only need to grant USAGE on
the application's schema to allow the Native App's service account to access the objects within the application. This follows least
privilege and makes schema updates possible.

R #150

You are developing a Snowflake Native Application that relies on external functions (UDFs or external functions using API
mtegration) to enrich dat a. After installing the application in a customer’s account, you observe that the external finctions are failing
mtermittently. The error messages indicate network connectivity issues. Which of the following troubleshooting steps would be
MOST effective in diagnosing and resolving this problem from the provider's perspective, assuming you cannot directly access the
customer's network configuration?

e A Implement retry logic within the external fmction calls with exponential backoff. Log all failed attempts, including
timestamps and error messages, within your provider's environment, for later analysis. Provide the customer with aggregated
success/failure metrics from your logs.

B. Monitor the external finctions calls from system $ table and analyze the latency and error codes.

C. Create a separate Snowflake Native App that only tests network connectivity to the external API endpoint. Ask the
consumer to install and run the application, and provide you with the resuts.

D. Instruct the customer to check their network firewall rules to ensure that outbound traffic to your API endpoint is allowed.
Provide them with a list of IP addresses for your service.

E. Migrate the external finctions to use Snowflake's Snowpark Contaner Services to ensure they run within the Snowflake
environment and bypass any network restrictions.
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Option B is the most effective approach because it combines resilience (retry logic) with observability (logging). By implementing
retry logic with exponential backoff, the application can automatically recover from transient network issues. Logging failed attempts
within the provider's environment allows you to analyze the problem without needing direct access to the customer's network
configuration. Providing aggregated metrics to the customer allows them to monitor the application's health and identify potential
network issues on their end. Option A requires the customer to have technical expertise and exposes your infrastructure details.
Options C can add overhead for the consumer. Option D is costly, time consuming, or inappropriate and Option E needs external
configuration.
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A Snowflake Native App is designed to transform data in the consumer's account. The application requires temporary write access
to a staging table owned by the consumer. Which of the following SQL statements, when executed within the application package's
logic, correctly grants the application role the necessary privileges to write to the consumer-owned staging table named
'CONSUMER STAGING TABLE in schema 'CONSUMER SCHEMA'?

e A, GRANT INSERT, UPDATE, DELETE, TRUNCATE ON TABLE CONSUMER SCHEMA.CONSUMER
STAGING TABLE TO APPLICATION ROLE app role WITH GRANT OPTION;

e B. GRANT SELECT, INSERT, UPDATE, DELETE, TRUNCATE ON TABLE CONSUMER SCHEMA.CONSUMER
STAGING TABLE TO APPLICATION ROLE app _role;

e C. GRANT INSERT, UPDATE, DELETE ON TABLE TO APPLICATION ROLE app_role;

e D. GRANT INSERT, UPDATE, DELETE ON TABLE CONSUMER SCHEMA.CONSUMER STAGING TABLE TO
APPLICATION ROLE app_role WITH GRANT OPTION;

e E. GRANT ALL ON TABLE CONSUMER SCHEMCONSUMER STAGING TABLE TO APPLICATION ROLE
app_role;
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Option C is the most appropriate answer. For a staging table where the application needs temporary write access, the application
role typically requires 'INSERT, "UPDATE, 'DELETE to modify the data, 'SELECT to read existing data (if necessary for
transformations), and "TRUNCATE if the application needs to quickly empty the table. The "WITH GRANT OPTION' is not
needed, as the app is not required to grant access to other roles. 'ALL" privilege, i.e., option A, is overkill

FRE #152

You are developing a Snowflake Native Application that requires maintaining multiple live versions for different customer segments.
Some custommers need to stay on an older version for compatibility reasons, while new customers should use the latest version. How
can you best manage these different versions using Snowflake Native App features?

¢ A. By creating separate Snowflake accounts for each customer segment, each with a different version of the application
mnstalled.

¢ B. By creating separate application packages for each version and managing them independently, allowing consumers to
choose which version to install. The '"APPLICATION ROLE is used to define application-level access.

¢ C. By implementing a custom versioning system within the application's stored procedures and finctions, relying on consumer-
provided parameters to determine which version of the logic to execute.

e D. By leveraging the 'APPLICATION ROLE to control access to different versions using conditional logic within the
application code.

¢ E. By using streans and tasks to replicate data and logic between different versions of the application, ensuring data
consistency.
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The correct answer is (C). Snowflake Native Apps allow you to create separate application packages for each version. Consumers
can then choose the version that best suits their needs. Using the 'APPLICATION ROLE allows for controlling access to different
resources within the application, ensuring proper data governance and security. Options A, D, and E are less efficient or not directly
supported by the Snowflake Native App framework. Option B is partially correct that you can leverage application role but version
control is through separate application packages.
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