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Microsoft MS-102 Exam Syllabus Topics:

Topic Details

¢ Manage compliance by using Microsoft Purview: Implementation of Microsoft Purview information
protection and data lifecycle management is discussed in this topic. Moreover, questions about

Topic 1 . . . . .
P implementing Microsoft Purview data loss prevention (DLP) also appear.
¢ Inplement and manage Microsoft Entra identity and access: In this topic, questions about Microsoft Entra
Topic 2 tenant appear. Moreover, it delves into implementation and management of authentication and secure
access.
¢ Deploy and manage a Microsoft 365 tenant: Management of roles in Microsoft 365 and management of
Topic 3 users and groups are discussion points of this topic. It also focuses on implementing and managing a

Microsoft 365 tenant.

¢ Manage security and threats by using Microsoft Defender XDR: This topic discusses how to use Microsoft
Defender portal to manage security reports and alerts. It also focuses on usage of Microsoft Defender for

Topic 4 Office 365 to implement and manage email and collaboration protection. Lastly, it discusses the usage of

Microsoft Defender for Endpoint for the implementation and management of endpoint protection.
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Microsoft 365 Administrator Sample Questions (Q178-Q183):

NEW QUESTION # 178

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365.

You need to configure policies to meet the following requirements:

* Customize the common attachments filter.

* Enable impersonation protection for sender domains.

Which type of policy should you configure for each requirement? To answer, drag the appropriate policy types to the correct
requirements. Each policy type may be used once, more than once, or not at all. You may need to drag the split bar between panes
or scroll to view content.

NOTE: Each correct selection is worth one point.

Policy Types Answer Area
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Box 1: Anti-malware

Customize the common attachments filter.

See step 5 below.

1. Use the Microsoft 365 Defender portal to create anti-malware policies In the Microsoft 365 Defender portal at
https://security. microsoft.com, go to Email & Collaboration > Policies

& Rules > Threat policies > Anti-Malware in the Policies section. To go directly to the Anti-malware page, use
https://security. microsoft.com/antimalwarev2

2. On the Anti-malware page, select Create to open the new anti-malware policy wizard.

On the Name your policy page, configure these settings:

Name: Enter a unique, descriptive name for the policy.

Description: Enter an optional description for the policy.

3. When you're finished on the Name your policy page, select Next.

4. On the Users and domains page, identify the internal recipients that the policy applies to (recipient conditions)
5. On the Protection settings page, configure the following settings:




Protection settings section:

Enable the common attachments filter: If you select this option, messages with the specified attachments are treated as malware and
are automatically quarantined. You can modify the list by clicking Customize file types and selecting or deselecting values in the list.
6. Etc.

Box 2: Anti-phishing

Enable impersonation protection for sender domains.

Anti-phishing policies in Microsoft 365

The high-level differences between anti-phishing policies in EOP and anti-phishing policies in Defender for Office 365 are described
in the following table:

Feature Anti-phishing policies Anti-phishing policies
in EQP in Defender for Office 365
Automatically created default policy v v
Create custom policies "y v
Common policy settings af v
Spoof settings " v
First contact safety tip J v
Dmpersonatlon settings J:I
Advanced phishing thresholds v
Reference:

https:/learn.microsoft.com/en-us/microsoft- 365/security/office- 365-security/anti-malware-policies-configure
httpsy/learn.microsoft.com/en-us/microsoft- 365/security/office- 36 5-security/anti- phishing-policies-about

NEW QUESTION # 179

You have a Microsoft 365 subscription that uses Microsoft Defender for Office 365.

You need to identify the settings that are below the Standard protection profile settings in the preset security policies.
‘What should you use? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area
Portal: #MucTosoft 365 Defender portal v
Microsoft 365 admin center
Microsoft 365 Defender portal
Microsoft Purview compliance portal
Feature: Configuration analyzer v
Configuration analyzer
Preset secunty policies
Threat tracker
Answer:

Explanation:
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NEW QUESTION # 180
HOTSPOT

Your company uses a legacy on-premises LDAP directory that contains 100 users.

The company purchases a Microsoft 365 subscription.

You need to import the 100 users into Microsoft 365 by using the Microsoft 365 admin center.

Which type of file should you use and which properties are required? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

CERSSIOES =_ Microsoff

File type to use: 1w
Jcsv :
JSON
PST
XML
Required properties for each user; | %Y -

Display Name and Department
First Name and Last Name
User Name and Department
User Name and Display Name

Answer:

Explanation:



Answer Area
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csv
JSON
PST |
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Required properties for each user: v

Display Name and Department
First Name and Last Name
User Name and Department
User Name and Display Name

Box 1: CSV

Add multiple users in the Microsoft 365 admin center

* Sign in to Microsoft 365 with your work or school account.

* In the admin center, choose Users > Active users.

* Select Add multiple users.

* On the Import multiple users panel, you can optionally download a sample CSV file with or without sample data filled in.

* Etc.

Note: More information about how to add users to Microsoft 365

Not sure what CSV format is?

A CSV file is a file with comma separated values. You can create or edit a file like this with any text editor or spreadsheet program,
such as Excel

Box 2: User Name and Display Name

What if T don't have all the information required for each user? The user name and display name are required, and you cannot add a
new user without this information. If you don't have some of the other information, such as the fax, you can use a space plus a
comma to indicate that the field should remam blank.

Reference:

https//learn.microsoft.com/en-us/microsoft-365/enterprise/add-several-users-at-the- same-time

NEW QUESTION # 181
You have a Microsoft 365 E5 subscription that contains the devices shown in the following table.

| Name Group |

Devicel | DewtéSroup
| Regice2 "|" DeviceGroup2

At 08:00. you create an incident notification rule that has the following configurations:
* Name: Notification!

* Notification settings

o Notify on alert seventy: Low

o Device group scope: All (3)

0 Details: First notification per incident

* Recipients: Userl@contoso.com, User2(@contoso.com

At 08:02. you create an incident notification rule that has the following configurations:
* Name: Notification

* Notification settings

o Notify on alert severity: Low. Medium

0 Device group scope: DevtceGroup1, DeviceGroup2

* Recipients: Userl@contoso.com

in Microsoft 365 Defender, alerts are logged as shown in the following table.



08:07 | Activity1 Low Deviceg~
08:08 | Activity1 e
08:15 | Activity2 ice
08:16 | Activity2 Device2
08:20 | Activity1 Device1
08:30 | Activity3 um Device2
08:35 Actrvity29 High Device2

For each of the following statements, select Yes if the statement is true. Otherwise, select Nol.
NOTE: Each correct selection is worth one point.

)
User1@contoso.com will receive two incident notification e ahe alert at 08:05.

User2@contoso.com will receive an incident mti&@mail for the alert at 08:07.

User1@contoso.com will receive an incig Qﬁcation email for the alert at 08:20.

Answer:
Explanation:
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User1@contoso.com will receive two incident notification emdéils, for the alert at 08:05.

User2@contoso.com will receive an incident notifigation.#mail for the alert at 08:07. ol
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User1@contoso.com will receive an incidentpotification email for the alert at 08:20. ) 10,
Explanation:
Answer Area

Statements Yes No
User1@contoso.com will receive two incident notification emails for the alert at 08:05. ) .
User2 @contoso.com will receive an incident notification email for the alert at 08:07. .
User1@contoso.com wi-e'we MJ&Clgm:tor the alert at 08:20. .

NEW QUESTION # 182
HOTSPOT
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.

Name
Admin

Admin2
Adminds




You add the following assignment for the User Administrator role:

* Scope type: Directory

* Selected members: Groupl

* Assignment type: Active

* Assignment starts: Mar 15, 2023

* Assignment ends: Aug 15, 2023

You add the following assignment for the Exchange Administrator role:
* Scope type: Directory

* Selected members: Group2

* Assignment type: Eligible

* Assignment starts: Jun 15, 2023

* Assigniment ends: Oct 15, 2023

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

On July 15, 2023, Admin1 can reset the password of a user.

On June 20, 2023, Admin2 can manage Microsoft Exchange Online.

On May 1, 2023, Admin3 can reset the password of a user.

Answer:

Explanation:

ANSWET Area _
Statements “ VIICEYOS Yes |
On July 15, 2023, Admin1 can reset the password of a user,
On June 20, 2023, Admin2 can manage Microsoft Exchange Online. Q

On May 1, 2023, Admin3 can reset the password of a user. O
Explanation:

[WEIFVET e

Statements Yes

On July 15, 2023, Admin1 can reset the password of a user. @

On June 20, 2023, Admin2 can manage Microsoft Exchange Online. Q

On May 1, 2023, Admin3 can reset the password of a user. H ‘ S ‘d =
Box 1: Yes

Adminl is member of Group]1.

The User Administrator role assignment has Group1 as a member.

The assignment type: Active

July 15, 2023 is with the assignment period.

A User Administrator can manage all aspects of users and groups, including resetting passwords for limited admins.
Box 2: No

Admin2 is member of Group2.

The Exchange Administrator role assignment has Group2 as a member.

The assignment type: Eligible




June 20, 2023 is with the assignment period.

The assignment must be approved.

Note: Eligble assignment requires member or owner to perform an activation to use the role. Activations may also require providing
a multi-factor authentication (MFA), providing a business justification, or requesting approval from designated approvers.
Box 3: Yes

Admin3 is member of Gropul and Group?2.

The User Administrator role assignment has Group! as a member.

The assignment type: Active

May 1, 2023 is with the assignment period.

Reference:

httpsy/leam.microsoft.com/en-us/azure/active-directory/roles/permissions-reference
https:/leam.microsoft.con/en-us/azure/active-directory/privileged-identity-management/groups- assign-member-

NEW QUESTION # 183

Completing the preparation for the Microsoft 365 Administrator exam on time is the most important aspect. The other thing is to
prepare for the Microsoft 365 Administrator exam by evaluating your preparation using authentic exam questions. Prep4pass
provides the most authentic Microsoft 365 Administrator (MS-102) Exam Questions compiled according to the rules or patterns
supplied by Microsoft 365 Admmistrator (MS-102) professionals. We provide you with everything you need to pass the MS-102
exam, which verifies you as a Microsoft certified specialist in the domain of Microsoft Data Modeling.
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