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Which risk approach eliminates activities posing a risk exposure?
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A. risk retention

B. risk avoidance

C. risk reduction

D. risk acknowledgment

EX: B

FiRE #149
Which artifact is used to uniquely identify a detected file?

A. file size

B. file hash

C. file timestamp
D. file extension

ZX: B

i RE LB -

A file hash is a unique identifier that is used to detect a specific file. It is generated by running a file through a cryptographic hash
function, which produces a string of characters that represents the contents of the file. If even a single bit in the file changes, the
resulting hash will be different, making it an effective way to identify files uniquely.

i RE #150
An analyst is investigating a host in the network that appears to be communicating to a command and control server on the Internet.
After collecting this packet capture, the analyst cannot determine the technique and payload used for the commumnication.

‘Which obfuscation technique is the attacker using?

A. TLS encryption

B. Base64 encoding
C. ROT13 encryption
D. SHA-256 hashing

ER: A

SR

Explanation

ROT13 is considered weak encryption and is not used with TLS (HTTPS:443). Source:
httpss//en.wikipedia.org/wikiyROT13

P& #151

An engineer needs to have visibility on TCP bandwidth usage, response time, and latency, combined with deep packet inspection to
identify unknown software by its network traffic flow. Which two features of Cisco Application Visibility and Control should the
engineer use to accomplish this goal? (Choose two.)

A. management and reporting

B. metrics collection and exporting
C. adaptive AVC

D. traffic filtering

E. application recognition

Z%: BE

fE R A -

Cisco Application Visibility and Control (AVC) provides features like metrics collection and exporting (D) for visibility on TCP
bandwidth usage, response time, and latency. Application recognition (E) combined with deep packet inspection helps in identifying
unknown software by its network traffic flow. References = Cisco CyberOps Associate - Module 2: Security Concepts



PR #152
A network engineer discovers that a foreign government hacked one of the defense contractors in their home country and stole
intellectual property. What is the threat agent in this situation?

A. the method used to conduct the attack

B. the intellectual property that was stolen

C. the defense contractor who stored the intellectual property
D. the foreign government that conducted the attack

ZX: D
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