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at home through the software version.

Palo Alto Networks Certified Network Security Engineer Exam Sample
Questions (Q157-Q162):
NEW QUESTION # 157 
Which three items are import considerations during SD-WAN configuration planning? (Choose three.)

A. branch and hub locations
B. the name of the ISP
C. link requirements
D. IP Addresses

Answer: A,C,D

Explanation:
Explanation
https://docs.paloaltonetworks.com/sd-wan/1-0/sd-wan-admin/sd-wan-overview/plan-sd-wan-configuration

NEW QUESTION # 158 
Which CLI command displays the current management plan memory utilization?

A. > show system info
B. > show running resource-monitor
C. > debug management-server show
D. > show system resources

Answer: D

Explanation:
The command show system resources gives a snapshot of Management Plane (MP) resource utilization including memory and CPU.
This is similar to the 'top' command in Linux.
https://knowledgebase.paloaltonetworks.com/kcsArticleDetail?id=kA10g000000ClUb

NEW QUESTION # 159 
What happens when an A/P firewall cluster synchronies IPsec tunnel security associations (SAs)?

A. Phase 1 SAs are synchronized over HA1 links
B. Phase 1 and Phase 2 SAs are synchronized over HA3 links
C. Phase 2 SAs are synchronized over HA2 links
D. Phase 1 and Phase 2 SAs are synchronized over HA2 links

Answer: C

Explanation:
Explanation
From the Palo Alto documentation below, "when a VPN is terminated on a Palo Alto firewall HA pair, not all IPSEC related
information is synchronized between the firewalls... This is an expected behavior. IKE phase 1 SA information is NOT synchronized
between the HA firewalls." And from the second link, "Data link (HA2) is used to sync sessions, forwarding tables, IPSec security
associations, and ARP tables between firewalls in the HA pair. Data flow on the HA2 link is always unidirectional (except for the
HA2 keep-alive). It flows from the active firewall to the passive firewall."
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA14u000000HAuZCAW&lang=en_US%E

NEW QUESTION # 160 
A company hosts a publically accessible web server behind a Palo Alto Networks next generation firewall with the following
configuration information.
- Users outside the company are in the "Untrust-L3" zone



- The web server physically resides in the "Trust-L3" zone.
- Web server public IP address: 23.54.6.10
- Web server private IP address: 192.168.1.10
Which two items must be NAT policy contain to allow users in the untrust-L3 zone to access the web server? (Choose two)

A. Destination IP of 23.54.6.10
B. Untrust-L3 for both Source and Destination zone
C. Destination IP of 192.168.1.10
D. Untrust-L3 for Source Zone and Trust-L3 for Destination Zone

Answer: A,B

Explanation:

Before configuring the NAT rules, consider the sequence of events for this scenario.
Host 192.0.2.250 sends an ARP request for the address 192.0.2.100 (the public address of the destination server).
The firewall receives the ARP request packet for destination 192.0.2.100 on the Ethernet1/1 interface and processes the request.
The firewall responds to the ARP request with its own MAC address because of the destination NAT rule configured.
The NAT rules are evaluated for a match. For the destination IP address to be translated, a destination NAT rule from zone
Untrust-L3 to zone Untrust-L3 must be created to translate the destination IP of 192.0.2.100 to 10.1.1.100.
After determining the translated address, the firewall performs a route lookup for destination
10.1.1.100 to determine the egress interface. In this example, the egress interface is Ethernet1/2 in zone DMZ.
The firewall performs a security policy lookup to see if the traffic is permitted from zone Untrust- L3 to DMZ.
The direction of the policy matches the ingress zone and the zone where the server is physically located.
The security policy refers to the IP address in the original packet, which has a destination address of 192.0.2.100.

NEW QUESTION # 161 
Which CLI command enables an administrator to view details about the firewall including uptime, PAN-OS® version, and serial
number?

A. show system details



B. debug system details
C. show system info
D. show session info

Answer: C

Explanation:
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClZuCAK

NEW QUESTION # 162
......

Practicing with the Palo Alto Networks PCNSE practice test, you can evaluate your Palo Alto Networks PCNSE exam
preparation. It helps you to pass the PCNSE test with excellent results. PCNSE imitates the actual Palo Alto Networks Certified
Network Security Engineer Exam exam environment. You can take the Palo Alto Networks PCNSE Practice Exam many times to
evaluate and enhance your Palo Alto Networks PCNSE exam preparation level.
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