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¢ Deployment and management: This domain includes provisioning and deploying FortiSwitch in supported
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management.
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Fortinet NSE 5 - FortiSwitch 7.6 Administrator Sample Questions (Q42-
Q47):

NEW QUESTION # 42
Refer to the exhibit.

Debug capture of the fortilinkd process on FortiGate F H I I I I E I

FGT-1 # diagnose debug application fortilinkd 3
| Debug messages will be on for 30 minutes.

1335:933ms5:828us flp_get_rx_node[179]:received hdr_type(d) reserved(0x194) portname(port@jeswnode(FS24VHTM25000128) Fsw(FS28VMTM25000128) '128)
1335:945ms:945us flp_get_rx_node[179]:received hdr_type(6) reserved(0x194) portnaselporta) sunode(FS2AVATM25000128) fsw(FS24VMTM25000128)
1335:959ms:628us flp_event_handler[767):node: portd received event 110 state FEUSTATECWAIT CONN switchname FS24VMTM25000128 flags @x1
1335:971ms :684us flp_get_rx_node[179]:received hdr_type(6) reserved(0xi94) ‘portname (portd) swnode(FS2AVMTM25000128) fsw(F524VWMTM25000128)

| 1335:985as:693us flp_event_handler[767]:node: portd received event 132 state FL_STATE_WAIT_CONN switchname FS24VMTM25000128 flags Ox1

3415 :88ms:941us flp_get_rx_node[179]:received hdr_type(6) Flserved(@x194) portname(portd) swnode(FS24VMTM25000128) fsw(FSZ4VMTMZ5000128)

3413 :102ms:437us flp_get_rx_node[179] :received hde typ#(4) ceserved(8x194) portname(portd) swnode(FS24VMTM25000128) fsw(FS24VMTM2S000128)
341s:114ms:586us flp_get_rx_node[179]:received hdr_type(s) reserved(@x190) portname(portd) swnode(FSZ4VMTM25000129) fsw(FS24VMTM25000129)
3415:125as:871us flp_event_handler[767]:nodes pontd Feceived event 110 state FL_STATE_READY switchname FS24VMTM25000128 flags @xd@1

3415 :140ms:645us flp_event_handler[ 767 nede; portd received event 110 state FL_STATE_READY switchname FS24VMTM25000129 flags ©0x401

| 3415:151ms:123us flp_event_handler[767]inode: portd received event 111 state FL_STATE_READY switchname FS28VMTM2S000128 flags Ox401

3415:163ms:780us flp_send_pkt[469):pkt-sent {type(5) flag:Oxca node(portd) sw(FS24VMTM25800128) len(26)smac: 2: 9: f: @: 5: 1 deac:36:1c:17:b2:5e:be

L

A periodic heartbeat message sent from a managed FortiSwitch and corresponding acknowledgments from FortiGate is shown.
What does this behavior indicate? (Choose one answer)

A. FortiSwitch is expecting an authorization from FortiGate.

B. FortiGate is unable to establish a FortiLink session with FortiSwitch.

C. The FortiLink connection between FortiGate and FortiSwitch is healthy and active.
D. FortiSwitch has not been authorized yet.

Answer: C

Explanation:

According to theFortiOS 7.6 Study Guideand theFortiSwitch 7.6 FortiLink Guide, the health of the Control and Provisioning of
Wireless Access Points (CAPWAP) based management tunnel between a FortiGate and a FortiSwitch is maintained through a
continuous keepalive mechanism The provided exhibit captures the fortilinkd process logs, which are essential for verifying the
operational status of the FortiLink control plane.

The debug output reveals two critical indicators of a successful connection:

* State Transitions:The lines at timestamp 34 1s show the managed switch (FS24VMTM25000128) has reached

theFL. STATE READYstate. This state indicates that the discovery, authorization, and configuration synchronization phases are
complete, and the switch is now fully operational under the FortiGate's management.

* Heartbeat Mechanism'The entry flp_send pkt[469]:pkt-sent {type(5)} represents the transmission of a FortiLink heartbeat.
TheseType 5 packetsare sent every few seconds to verify that the peer device is still reachable and responsive. In a healthy
environment, the FortiGate sends these heartbeats, and the FortiSwitch responds (or vice versa depending on the specific sub-
protocol phase), ensuring the management tunnel remains active.

The regular exchange of these messages as shown in the exhibit confirns that the FortiLink connection is healthy and active. If the
switch were unauthorized or stuck in a negotiation phase, the state would be shown as FLL STATE WAIT AUTH or

FL STATE DISCOVERY, and the periodic type(5) heartbeats would either be absent or not acknowledged.

NEW QUESTION # 43
‘What happens when a routed VLAN interface (RVI) is configured on a FortiSwitch port or trunk? (Choose one answer)

e A VLAN 1 is automatically assigned for management.
¢ B. The port becomes a layer 3 interface and assigned to VLAN 1.
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e C. The port becomes a layer 3 interface with VLAN 4095 assigned automatically. 1
¢ D. All VLANS on the port are terminated in a trunk by defaul.

Answer: C

Explanation:

According to theFortiSwitchOS 7.6 Admmnistration Guideand theFortiSwitch 7.6.1 Administration Guide-Standalone Mode,
aRouted VLAN Interface (RVI)is a physical port or trunk interface that is converted to support Layer 3 routing protocols.2This
transformation changes the fndamental nature of the interface froma switching component to a routing component.

When an RVI is enabled on a specific physical port or trunk, the system automatically assignsVLAN 4095to that interface at the
backend.3This specific VLAN ID is reserved across the FortiSwitch platform to signal that the interface is no longer operating as a
standard Layer 2 switch port.4Once configured as an RVI, the interface supports advanced Layer 3 features such asOSPF, BGP,
RIP, IS-IS, and static routing, as well as Virtual Routing and Forwarding (VRF)for routing isolation.5 Importantly, the
documentation states that upon enabling RVL,Layer 2 protocols(such as Spanning Tree Protocol or 802.1X port-based security)
and most standard switch interface features aredisabledon that port.

6This is because the port is now treated as a dedicated Layer 3 "routed" interface rather than a member of the Layer 2 switching
fabric.7Additionally, if the underlying physical port or trunk mterface is admmistratively shut down, the associated RVI will also
transition to a "down" state.

NEW QUESTION # 44
How are the 'by VLAN redirect MAC address quarantine' mode and the 'by redirect MAC address quarantine' mode on FortiGate
similar?

A. Both modes require firewall policies to block inter-VLAN traffic.

B. Both modes block intra-VLAN traffic by FortiGate automatically.

C. Both modes add quarantined device MAC addresses to the blocked firewall address group.
D. Both modes move quarantined devices to the quarantine VLLAN.

Answer: D

Explanation:

The 'by VLAN redirect MAC address quarantine' mode and the 'by redirect MAC address quarantine' mode on FortiGate share
specific similarities:

* Quarantine VLAN Assignment (A):

* Common Feature:Both modes utilize a designated quarantine VLAN to isolate quarantined devices. This helps in mitigating the risk
of spreading potential security threats within the network.

* Operational Impact:Moving devices to a specific quarantine VAN restricts their network access, effectively isolating them until
further action or remediation is taken.

NEW QUESTION # 45
(Full question statement start from here)
Refer to the exhibits.
FortiGate GUI
Name 2 Switch Group = Status & Mode! Firmmaare Verson = Connectng From =

X Core-1 © Ondine FortiSwitch-24VM  FS24VM-v7.4.1-build8009 241214 (Interim) 100121
2 Access-1 © Offline  FortiSwitch-24WM
X Core-2 o Ondire FortiSwitch-24WM  F524VM-v7 4 1-build 6009 241216 (Interim) 100,132
FortiGate CLI
FGT-1 8 guecute switch-controller grt-conn-status
Managed-devices in current vdom root:
FortiLink interface : fortilink
SWITCH-ID VERSION STATUS FLAG ADDRESS JOIN-TIME SERIAL
Core-1 w7.6.1 (6093) Authorized fUp d 10.8.13.1 Thu Aug 21 11:39:42 2025 FS24VWMTM2 5000127
Access-l LI Authorized /Down 2 NSA Fol4veTMI 0001 29
Core-2 wi.6.1 (6089) Authorized/Up a4 10.9.13.2 Thu Aug 21 11:39:18 2025 FEI4VTM2 5000128

Flags: Coconfig sync, Usupgrading, S=staged, Dadelayed reboot pending, E=config sync error, 2=L2, 3=L3, Va=VXLAN, 1
Managed-Switches: 3 (UP: 2 DOWM: 1 MAX: 24)



FGT-1 & execute switch-controller gel-conn-status Access-1

Get managed-switch Access-1 comnection status:
Admin Status: Authorized
Connection: Idle (capwap)

| Diagnosing. .. 2
FGT can not detect Access-1 at fortilink. s

| Please Check FortiGate:

CAPHAP in fortilink is ensbled. o
Please Check FortiSwiteh: e

1. Access-1 is in Fortilink mode.

1. Access-1 is managed via fortilink.

3, Execute "execute switch-controller diagnose-connection Access-1° for further details.

FGT-1 ® show system interface fortilink
config system interface
edit "fortilink™
set vdom “root®
| set fortilink enable
set ip 10.0.13.254 255.255.255.0
sat allowaccess ping fabric
set type aggregate
set sember “portl™ “portd”
set lldp-reception enable
set lldp-transmission enable
set snmp-index 14
set fortilink-split-interface disable
set switch-controller-nac "fortilink®
set switch-controller-dynsmic “fortilink™

FortiSwitch Access-1 CLI
l_-ﬂuﬂq-l # get system interface

== [ mgmt ]

name: mgat status: up eode: stabic ip: “10.0.1.163 255.255.255.80 type: physical wrf: (null)
== [ internal ]

name: internal status: up mode: static ip: 9.0.0.0 0.0.0.80 type: physical wrf: (null)

| Access-1 @ diagnose switch trunk sussary

Trunk Nase Mode PSC MAL Status Up Time

| Access-J0m
| Accesstl @ disgnose switch trunk list ‘
|
|

IM!du Trunk Information, prisary-Channel

Diagnose output
Access-1 ® diagnose switch physical-ports summary

Portnase Status Tpid Vian Quplex Speed Flags Discard |

portl wp 100 1 full 15 s . none

portl up sl 1 full 13 . . none

portl up Bl 1 full 15 . L

portd wp L0 U full ] Q. . gt

ports down Bloa 1 full 13 QG . e i

porté diowmn Bl 1 full 13 Qs . e

port? down Bl 1 full 15 s, none

ports down slea 1 full 15 Q. . nofie

portd dinan sl 1 full 15 e . L

portld dosn  BlO0 1 full ] o, . ] i

portll down 810 1 full 13 Q. . e i

portl2 dionny Bloe 1 full 13 [ R Pode

portld down 100 1 full 15 Q. . none

portld dinaty Bl 1 full 13 s ., e

portls dnen Bl 1 full 13 B, . R

portlé donen s 1 full 13 s . L

portl? donen Blea 1 full 15 s, . e

portls danen sloe 3 full 13 s, AGne

portle -] Blm 1 full 13 s, , Lo

portie down Bl0a 1 full 15 s, none |

portll diowen s1e 1 full 15 o5 . none

portdd down 8100 1 full 15 0. . none i

port2l down  BlOWD 1 full 15 s, . rare |

port2s down 8100 1 full 15 o rone |

internal up B0 1 full 15 . . nane l
|

Flags: QS(802.1Q] Q€(802.1Q-in-Q,external) QI(802.1Q-in-Q,internal) |

TS(statle trunk) TF(fort! trunk) To(lacp trunk); MD{mirro dst) !

Al {mlrror ingress) ME(mirror egress) MB(edrror Ingress and egress 1

CF (Combo Fiber), CC (Comba Copper) LL{Looplack Lacal) LR]LoopBack Remote) i
|

Three FortiSwitch devices were recently configured to be managed by FortiGate. Two are managed successfully, butFortiSwitch
Access- 1is not.

Based on the configuration output, whichinitial changeis required for FortiSwitch Access-1 to be managed?

(Choose one answer)



A. Set Access-1 internal interface mode to DHCP.

B. Assign a static [P on FortiSwitch Access-1.

C. Change its Control and Provisioning of Wireless Access Points (CAPWAP) settings.
D. Change the NTP server.

Answer: A

Explanation:

In a FortiGate-managed switching deployment usingFortiLink, FortiSwitch devices rely on therrinternal interfaceto establish
management connectivity with the FortiGate. According to the FortiSwitchOS 7.6 Administrator Guide, when a FortiSwitch
operates in FortiLink mode, theinternal interface must obtain an IP address dynamically via DHCPfrom the FortiGate over the
FortiLink interface. This IP address is required for control-plane communication, including CAPWAP-based management
messaging.

From the exhibit, FortiGate successfully managesCore-1andCore-2, whileAccess- 1remains offline. The FortiGate diagnostic output
explicitly reports that itcannot detect Access-1 at the FortiLink interface, even though CAPWARP is enabled and the switch is in
FortiLink mode. This elimnates CAPWAP configuration (Option B) as the root cause.

Examining the FortiSwitch Access-1 CLI output reveals the key issue:

* Theinternal interfaceis configured withmode: staticand an [P address 010.0.0.0.

This configuration prevents Access-1 from obtaining a valid FortiLink management IP address, which is mandatory for FortiGate
discovery and authorization. In contrast, FortiSwitch devices managed by FortiGate must have their internal interface set toDHCP,
allowing the FortiGate to automatically assign an address from the FortiLink subnet.

Assigning a static IP (Option A) is not recommended or required in FortiLink-managed mode, NTP configuration (Option D) has no
impact on discovery, and CAPWAP is already enabled as shown in the FortiGate output.

Therefore, theinitial and required corrective actionis toset the Access-1 internal interface mode to DHCP

, makingOption Cthe correct and fully verified answer based on FortiOS 7.6 and FortiSwitchOS 7.6 documentation.

NEW QUESTION # 46
Which feature should you enable to reduce the number or unwanted IGMP reports processed by the IGMP querier?

A. Enable IGMP flood unknown muilticast traffic on the global setting.

B. Enable the IGMP flood reports setting on the mRouter port.

C. Enable IGMP snooping proxy.

D. Enable the IGMP flood setting on the static port for all multicast groups.

Answer: C

Explanation:

Enable IGMP snooping proxy (C): To reduce the number of unwanted IGMP reports processed by the IGMP querier, enabling
IGMP snooping proxy is effective. This feature acts as an intermediary between multicast routers and hosts, optimizing the
management of [GMP messages by handling report messages locally and reducing unnecessary IGMP traffic across the network.
This minimizes the processing load on the IGMP querier and improves overall network efficiency.

NEW QUESTION # 47
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