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Z| &l Advanced in AI Audit AAIA FEMEEAM (Q24-Q29):

EE#24
An S auditor is testing an Al-based fraud detection system that flags suspicious transactions and finds that the system has a high
false positive rate. Which of the following testing methods should be prioritized to BEST optimize the detection rate?

A. Benford's Law analysis
B. Substantive testing
C. Regression testing
D. Cross-validation testing

HE: D

MY

Cross-validation testing is a statistical method used to assess how well a model generalizes to an independent data set. The AAIA™
Study Guide recommends this method as a best practice to fine-tune model accuracy and reduce both false positives and false
negatives. It involves splitting the dataset into training and testing subsets multiple times to ensure model robustness.
"Cross-validation allows auditors and developers to identify overfitting and adjust model parameters to achieve better generalization
and predictive accuracy, especially in fraud detection contexts." Regression testing (A) focuses on changes over time; substantive
testing (C) is audit-specific but not model- focused. Benford's Law (D) applies to numerical distributions but is not designed for
optimizing ML models.

Hence, B is the best approach.

Reference: ISACA Advanced in Al Audit™ (AAIA™) Study Guide, Section: "Al Operations and Performance," Subsection:
"Testing and Model Validation Methods"

EAE #25
An organization is using information gathered from customer accounts to train its Al chatbot. Which of the following is the
GREATEST risk associated with this practice?

A. Transparency

B. Disclosure of personal information
C. Al model hallucinations

D. Al bias
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A2 #26
A generative Al system has a validation control in place to reject inappropriate questions by checking them against built-in ethical
standards. Which of the following enables malicious actors to circumvent this control through prompt engineering?

A. Randomly placing keywords unrelated to the main topic

B. Asking the same questions later when the algorithm has changed after further learning

C. Submitting the same questions in a foreign language translated by another Al-based system
D. Presenting theoretical situations to justify the reason for asking the questions
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AE #27
An organization deploys an Al recruitment platformto screen job applicants. The IS auditor identifies that the platforms decisions
may be influenced by model bias. Which of the following risk mitigation strategies is BEST for the auditor to recommend?

A. Require manual reviews of all Al-generated recruitment decisions before hiring is finalized.

B. Retrain the Al model using an external data set certified for inclusivity and fairness.

C. Inplement a process to periodically test the Al system for biases and adjust parameters as needed.
D. Suspend the use of the Al system until the training data can be verified for fairness and compliance.

g: C
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EE #28
Which of the following is the PRIMARY objective of Al governance?

A. Tmplementing compliance and ethics controls for Al mitiatives

B. Promoting a positive return on investment (ROI) from Al projects

C. Defining clear roles and responsibilities for Al development, use, and oversight
D. Ensuring controls over Al are designed well and operate effectively

HE: C

Y.

The AATA™ Study Guide defines the primary objective of Al governance as establishing structure and accountability for Al
mitiatives. This includes clearly assigning responsibilities across development, deployment, risk management, and auditing roles to
ensure that Al is used responsibly and transparently.

"Al governance establishes the policies, roles, and oversight structures that guide the ethical and secure deployment of Al. Clear
accountability helps prevent unauthorized use and ensures strategic alignment." Options A and C are essential components of
governance but are not its core definition. Option D is a business outcome, not a governance goal. Thus, B is the most
comprehensive and accurate objective.

Reference: ISACA Advanced in Al Audit™ (AAIA™) Study Guide, Section: "Al Governance and Risk Management," Subsection:
"Governance Objectives and Structures”
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