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CompTIA SecAI+ Certification Exam Sample Questions (Q100-Q105):
NEW QUESTION # 100 
An organization is concerned with the exposure of sensitive data. Which of the following is the most relevant security concern?

A. Overfitting
B. Hyperparameter tuning
C. Data normalization
D. Model inversion

Answer: D

Explanation:
Model inversion is a security concern where attackers can reconstruct or infer sensitive training data from the AI model's outputs.
This directly threatens data confidentiality, making it the most relevant concern for sensitive data exposure.

NEW QUESTION # 101 
A line of business wants to onboard an application that uses a custom AI model for employee assessments. The Chief Information
Officer (CIO) agrees to allow the engagement to proceed but first wants a threat model. Which of the following is the most
appropriate to use for an AI threat model?

A. Adversarial Threat Landscape for AI Systems (ATLAS)
B. International Organization for Standardization (ISO)
C. Organization for Economic Co-operation and Development (OECD)
D. Responsible AI

Answer: A

Explanation:
ATLAS is specifically designed for creating AI threat models. It catalogs adversarial techniques, tactics, and use cases that target AI
systems, making it the most appropriate framework for assessing risks to a custom AI model in employee assessments.

NEW QUESTION # 102 
Which of the following improves the observability and auditing of an AI system?

A. Using manual detection
B. Using anomaly detections
C. Redeploying the model
D. Implementing machine learning operations (MLOps)

Answer: D

Explanation:
MLOps provides structured monitoring, logging, and version control for AI models. This improves observability and ensures detailed
auditing of model behavior, data pipelines, and changes throughout the AI lifecycle.

NEW QUESTION # 103 
A malware sample alters itself slightly each time it runs to evade signature detection. What technique is this?

A. Polymorphism
B. Steganography
C. Obfuscation
D. Packing

Answer: A

Explanation:
Polymorphic malware changes its code structure while maintaining functionality.



NEW QUESTION # 104 
An employee wants a consulting company to procure a data set that contains age, ethnicity, and diabetes status. During
development, the employer wants to ensure the integrity of the data.
Which of the following is the best strategy to accomplish this task?

A. Conducting human evaluation
B. Querying the model
C. Implementing checksums
D. Enabling log monitoring

Answer: C

Explanation:
Checksums ensure data integrity by detecting any unauthorized or accidental changes to the dataset. This provides a reliable way to
confirm that sensitive attributes such as age, ethnicity, and diabetes status remain unaltered during development.

NEW QUESTION # 105
......
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