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Palo Alto Networks XSOAR-Engineer Exam Syllabus Topics:

Topic Details

Topic 1
Threat Intelligence Management: This domain focuses on threat intelligence operations including indicator
creation and configuration, indicator relationships, enrichment with source reliability, external intelligence
sharing, and exclusion list management.

Topic 2

Use Case Planning and Development: This domain focuses on designing security use cases through incident
and indicator lifecycle management, field and layout customization, classifier and mapper configuration,
incident creation methods, pre
post-processing, and incident type configuration with playbooks, layouts, SLAs, and lists.
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Topic 3
Playbook Development: This domain addresses automation through playbook creation including task
configuration, context data manipulation, various task types, sub-playbooks with looping, filters and
transformers, debugger usage, built-ins and scripts, automation script creation, and job management.

Topic 4

Planning, Installation, and Maintenance: This domain covers system setup and administration including
authentication configuration, engine deployment, dev
prod environment planning, Marketplace pack management, integration instance configuration, and system
maintenance.

Topic 5
Incident Interactions and Reporting: This domain covers incident operations including states and actions,
War Room activities, incident relationships, and dashboard and report configuration for metrics and
visualization.

Palo Alto Networks XSOAR Engineer Sample Questions (Q89-Q94):
NEW QUESTION # 89 
An XSOAR engineer has been tasked with exporting all indicators from the production environment in the last 90 days. The final
report needs to be in CSV format containing all indicator fields. How can this task be achieved?

A. Run the command !findIndicators in CLI with the query firstSeen:>="90 days ago" and export to CSV.
B. Run the command !GetIndicatorsByQuery in CLI with its default arguments and export all indicators in the last 90 days.
C. SSH into the server and copy the indicator's database.
D. In the Threat Intel page, add query firstSeen:>="90 days ago", select All columns in Table View, and click Export to
export as a CSV.

Answer: D

NEW QUESTION # 90 
Which two functions in XSOAR are incident types used for? (Choose two.)

A. To classify indicators extracted in XSOAR incidents to their respective types
B. To run dedicated playbooks for different event types
C. To classify events ingested from various sources into the relevant types
D. To facilitate role based access to XSOAR incidents

Answer: A,C

NEW QUESTION # 91 
When mapping incoming data to incident fields, which statement is correct?

A. Classification cannot be used if mapping is enabled
B. Every incoming field must be mapped
C. Data that is not mapped is placed under labels
D. Only text fields are classified

Answer: C

Explanation:
Reference: https://xsoar.pan.dev/docs/incidents/incident-classification-mapping

NEW QUESTION # 92 
What are inputs and outputs in reference to a Playbook Development Lifecycle? (Choose three.)

A. Outputs can be derived from the result of a task or command
B. Inputs are data pieces that are present in the task



C. Inputs are data pieces that are present in the playbook
D. Inputs are the data fields parsed by the Classifier
E. Outputs are used as incident trigger for playbook

Answer: A,C,D

NEW QUESTION # 93 
What happens if both a Classifier and Incident Type are configured in an integration instance's settings?

A. The Incident Type will be ignored, and incoming incidents will be classified according to the Classifier.
B. Both the Classifier and Incident Type will classify incoming incidents.
C. The administrator will receive a notification that there is both a Classifier and Incident Type set for that integration instance.
D. The Classifier will be ignored, and incoming incidents will be classified according to the Incident Type.

Answer: B

NEW QUESTION # 94
......
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