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140. Frage
In Windows, what role does SEH (Structured Exception Handling) play in exploitation?
Response:
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A. Tt protects against heap corruption

B. It allows attackers to manipulate the execution flow during an exception
C. It provides a mechanism to prevent stack smashing

D. It disables the execution of shellcode

Antwort: B

141. Frage
What is a common vulnerability in networked systers that allows for unauthorized remote code execution?
Response:

A. Physical security controls
B. Secure wireless networks
C. Strong encryption

D. Unpatched software

Antwort: D

142. Frage

What is true about dynamic memory allocation in Linux?
(Choose Two)

Response:

A. Tt is managed through the use of explicit system calls like malloc and fiee.

B. It can lead to vulnerabilities like buffer overflows if not managed correctly.

C. It is solely controlled by the kernel without any program interaction.

D. It automatically encrypts data stored in dynamically allocated memory spaces.

Antwort: A,B

143. Frage

You are trying to exploit a buffer overflow vulnerability on a Linux system with stack canaries and ASLR enabled. Which approach
would be most effective in bypassing these protections?

Response:

A. Crafting a simple buffer overflow payload with shellcode

B. Writing a format string exploit to overwrite arbitrary memory

C. Brute-forcing the stack canary and leveraging a return-to-libc technique to bypass ASLR
D. Using a large NOP sled and relying on predictable addresses

Antwort: C

144. Frage

Which of the following are features of Scapy that can be utilized during a penetration test?
(Choose Two)

Response:

A. Real-time traffic analysis

B. Data frame manipulation

C. Machine learning model training
D. Packet crafting and sending

Antwort: A,D

145. Frage
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