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R #68
‘Which two statements are true about mixing traditional and unified security policies? (Choose two.)

e A Traditional security policies must come before unified security policies

¢ B. Unified security policies must come before traditional security policies

e (. When a packet matches a unified security policy, the evaluation process terminates

¢ D. When a packet matches a traditional security policy, the evaluation process terminates
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You are preparing a proposal for a new customer who has submitted the following requirements for a vSRX deployment:
-- globally distributed,

-- rapid provisioning,

-- scale based on demand,

-- and low CapEx.

‘Which solution satisfies these requirements?

A. AWS

B. VMWare ESXi

C. Network Director
D. Juniper ATP Cloud

ER: A
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The solution that satisfies the requirements for a vSRX deployment is AWS. AWS (Amazon Web Services) is a cloud computing
platform that provides on-demand services such as infrastructure, platform, software, and database as a service. AWS is globally
distributed, meaning that it has data centers in multiple regions around the world. AWS also allows rapid provisioning, meaning that
you can launch vSRX instances in minutes using preconfigured Amazon Machine Images (AMISs) or custom templates. AWS also
enables scaling based on demand, meaning that you can adjust the number and size of vVSRX instances according to your network
traffic and performance needs. AWS also has low CapEx (capital expenditure), meaning that you only pay for what you use and do
not need to invest in hardware or maintenance costs.

Reference: = vSRX Deployment Guide for AWS, Understand vSRX Virtual Firewall with AWS, What Is Amazon Web Services?

=8 #70
Which two statements are true about application identification? (Choose two.)

A. Application identification can identity nested applications that are within Layer 7.

B. Application signatures are not the same as IDP signatures.

C. Application signatures are the same as IDP signatures.

D. Application identification cannot identify nested applications that are within Layer 7.

BER: AB

fR AR «

Application identification is a feature that enables SRX Series devices to identify and classify network traffic based on application
signatures or custom rules. Application identification can enhance security, visibility, and control over network applications.

Two statements that are true about application identification are:

Application identification can identify nested applications that are within Layer 7: Nested applications are applications that run within
another application protocol, such as HTTP or SSL. For example, Facebook or YouTube are nested applications within HTTP.
Application identification can identify nested applications by inspecting the application payload and matching it against predefined or
custom signatures.

Application signatures are not the same as IDP signatures: Application signatures are patterns of bytes or strings that uniquely identify
an application protocol or a nested application. IDP signatures are patterns of bytes or strings that indicate an attack or an exploit
against a vulnerability. Application signatures are used for application identification and classification, while IDP signatures are used
for intrusion detection and prevention.

Reference: = [Application Identification Overview], [ Application Identification Concepts], [Understanding Signature Rules and
Protocol Anomaly Rules]

R #71
On an SRX Series firewall, what are two ways that Encrypted Traffic Insights assess the threat of the traffic? (Choose two.)

e A Tt decrypts the data to validate the hash.
e B. It validates the certificates used.



e C. It reviews the timing and frequency of the connections.
e D. It decrypts the file in a sandbox.

EXR: BC
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Encrypted Traffic Insights is a feature that enables the SRX Series firewall and the ATP Cloud to detect malicious threats that are
hidden in encrypted traffic without decrypting the traffic. It does so by analyzing the metadata and connection patterns of the
encrypted sessions.

Two ways that Encrypted Traffic Insights assess the threat of the traffic are:

It validates the certificates used: The SRX Series firewall extracts the server certificate from the encrypted session and compares its
signature with a blocklist of known malicious certificates provided by ATP Cloud. Ifthere is a match, the session is blocked and
reported as a threat.

It reviews the timing and frequency of the connections: The SRX Series firewall sends the connection details, such as source and
destination [P addresses, ports, protocols, and timestamps, to ATP Cloud.

ATP Cloud applies behavior analysis and machine learning algorithis to detect anomalous or suspicious patterns of connections,
such as high frequency, low duration, or unusual timing, Reference: = Juniper Networks Expands Connected Security Portfolio with
Encrypted Traffic Analysis for Juniper Advanced Threat Prevention and Seclntel for Mist Wireless, Encrypted Traffic Insights
Overview, Configure Encrypted Traffic Insights

PR #72
Which two statements are true about Juniper ATP Cloud? (Choose two.)

A. Juniper ATP Cloud does not use antivirus software packages to protect against zero-day threats.
B. Juniper ATP Cloud uses antivirus software packages to protect against zero-day threats.

C. Juniper ATP Cloud only uses one antivirus software package to analyze files.

D. Juniper ATP Cloud uses muiltiple antivirus software packages to analyze files.

ZX: AD
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Two statements that are true about Juniper ATP Cloud are:

Juniper ATP Cloud uses muiltiple antivirus software packages to analyze files: Juniper ATP Cloud is a cloud-based service that
provides advanced threat prevention and detection for your network. It integrates with SRX Series firewalls and MX Series routers
to analyze files and network traffic for signs of malicious activity. Juniper ATP Cloud uses multiple antivirus software packages from
different vendors to scan files for known malware signatures and provide a comprehensive verdict based on their results.

Juniper ATP Cloud does not use antivirus software packages to protect against zero-day threats: Juniper ATP Cloud protects
against zero-day threats by using dynamic analysis, not antivirus software packages.

Dynamic analysis is a method of executing files in a sandbox environment and observing their behavior and network interactions.
Dynamic analysis can uncover unknown malware that may evade static analysis or signature-based detection methods.

Reference: = Juniper Advanced Threat Prevention Cloud (ATP Cloud), Juniper Advanced Threat Prevention Cloud | ATP Cloud |
Juniper Networks, Breaking Down Security Complexity with Juniper Networks' ATP Cloud
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