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ISACA Advanced in Al Audit ;2 AAIA B E (Q91-Q96):

HMA #91

In order to streamline operations, a bank has deployed an Al application to automatically detect and prevent further fraud on
accounts. However, customers have voiced concerns that their usual transactions are being rejected. Which of the following is the
MOST likely cause of the false positives?

e A Consent is not properly managed.

e B. Data versioning controls were not developed.
e (. Compute scale training was not performed.

¢ D. The hyperparameters are not optimized.

Ef#: D
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False positives in fraud detection Al systems often stem from poorly optimized hyperparameters.

Hyperparameters control aspects of the model's learning process such as the learning rate, decision thresholds, and complexity
penalties. When these parameters are not tuned correctly, the model can become overly sensitive and flag normal behavior as
suspicious, leading to customer complaints.

"Hyperparameter tuning is essential to balance sensitivity and specificity in Al models. Improper tuning can result in a high rate of
false posttives or negatives, particularly in systens like fraud detection that require nuanced pattern recognition." Options A and B
relate to data governance but do not directly cause false positives in predictions. Option C (compute scale training) may affect model
efficiency, not accuracy. Thus, D is the most appropriate answer.

Reference: ISACA Advanced in Al Audit™ (AAIA™) Study Guide, Section: "Al Operations and Performance," Subsection:
"Model Tuning and Optimization”

E R #92
An S auditor is testing an Al model used for determining insurance premiuns and eligibility. Which of the following is the MOST
effective testing method to identify bias in algorithm outputs?

A. Cross-cluster analysis

B. Predictive analytics

C. Regression testing

D. Disparate impact analysis

IEf@E: D
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Disparate impact analysisis a specific technique used to detect whether model decisions disproportionately disadvantage certain
protected or sensitive groups (e.g., by gender, age, ethnicity, or other attributes). For an Al model determiningpremiums and
eligibility, faimess and non-discrimination are critical regulatory and ethical requirements, and AAIA content highlights faimess and
bias evaluation as core elements of Al governance and risk management.

Regression testing (A) checks that changes do not introduce defects in previously finctioning components, not faimess. Cross-
cluster analysis (B) may reveal patterns but is not inherently a fairness test. Predictive analytics (D) is a broad term for forward-



looking analysis, not a method specifically designed to detect bias.

Therefore,disparate impact analysisis the most appropriate and targeted method to identify bias in the insurance Al model's outputs.
References:

ISACA,AAIA Exam Content Outline- Domain 1: Al Governance and Risk (bias, faimess, and transparency considerations).
ISACA Al ethics and faimess guidance used in AAIA training materials.

P #93
An organization is evaluating change management practices for Al-based decision support models. Which of the following BEST
demonstrates effective Al-focused change management?

¢ A. Engaging an independent expert to review the model's accuracy and precision on a quarterly basis

¢ B. Documenting model updates and retraining sessions to ensure traceability

¢ C. Deploying two separate copies of the model after each adjustment to compare results

¢ D. Assigning a single data science team member to adjust the model in order to establish accountability

Ef#: B
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Documenting model updates and retraining sessions to ensure traceability (option C) is the hallmark of mature, audit-ready change
management in Al. The AAIA™ Study Guide states, "Traceability and documentation of all changes-including retramning events,
parameter adjustments, and update rationales- enable effective audit trails, accountability, and regulatory compliance for Al
systems." While reviews and comparisons are useful, only comprehensive documentation guarantees ongoing transparency and
effective management.

ReferenceISACA Advanced in Al Audit™ (AAIA™) Study Guide, Section: "Change Management and Traceability in AI"

HM #94

In order to streamline operations, a bank has deployed an Al application to automatically detect and prevent further fraud on
accounts. However, customers have voiced concerns that their usual transactions are being rejected. Which of the following is the
MOST likely cause of the false positives?

A. Consent is not properly managed.

B. Data versioning controls were not developed.
C. Compute scale training was not performed.
D. The hyperparameters are not optimized.
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An S auditor reviewing documentation for an Al model notes that the modeler utilized a K-means clustering algorithm, which
clusters data into categories for correlations and analysis. Which of the following is the MOST important risk for the auditor to
consider?

A. K-means clustering is not a common data clustering method due to its complexity and difficulty categorizing data correctly.
B. K-means clustering determines the number of clusters for the modeler without supervision.

C. K-means clustering requires the modeler to supervise the learning analysis, which can introduce bias.

D. K-means clustering algorithims are significantly sensitive to outliers and dependent on the similarity of units of measure.
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