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HM #58
Refer to the exhibit. Which two statements about the FortiGuard connection are true? (Choose two.)
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FortiGate # diagnose debug rating
Locale : English

Service : Web-filter
Status: : Enable

License : Contract

A

Num. of servers = 1

Protocol : https

Port : 8gss
Anycast : Disable
Default servers : Not included

-=- Server List (Wed Sep 2000 23} —=
ip Weight R'I‘T Flags FortiGuard-reguestsCurr Lost Total Lost Updated Time

10.0.1.241 -244 122 0 0 Wed Sep 20 09:21:55 2023

A. FortiGate identified the FortiGuard Server using DNS lookup.

B. FortiGate is using the default port for FortiGuard communication.

C. The weight increases as the number of failed packets rises.

D. You can configure unreliable protocols to communicate with FortiGuard Server.

IE%: B\ C

AR

FortiGuard web filtering, DN'S filtering, and antispam service.fortiguard.net uses a proprietary protocol over UDP port 53 or 8888
securewt. fortiguard.net uses HTTPS over ports 443, 53, or

8888.

The weight value reflects server reliability. It decreases with good performance and increases as packet loss or failures rise, meaning
higher weight indicates more failures.

B #59

Refer to the exhibits. An administrator configured the Web Filter Profile to block access to all social networking sites except
Facebook. However, when users try to access Facebook.com, they are redirected to a FortiGuard web filtering block page.
Based on the exhibits, which configuration change must the administrator make to allow Facebook while blocking all other social
networking sites?
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BIOCK page

:RTINET I

FortiGuard Intrusion Prevention
- Access Blocked

Web Page Blocked

You have tried to access a web page that is in violation of your
Internet usage policy.

Category Social Networking

F21EBR T IMETww facebook com
To have the rating of this web page re-evaluated please click here

A. Set the Action as Exenpt for www.facebook.comin the Static URL Filter.

B. Change the type as Simple in the Static URL Filter section.

C. Change the Feature set of Web Filter Profile as Proxy-based.

D. Set the Social Networking action as warning in the FortiGuard Category Based Filter.

Ef: A

fERL:

The FortiGuard category filter is blocking Social Networking, which includes Facebook. Although a static URL filter entry for
www.facebook.com exists, its action is set to Monitor, so it does not override the category block. To allow Facebook while
blocking other social networking sites, the action for www.facebook.com in the Static URL Filter must be set to Exempt. This
explicitly bypasses category filtering for that URL.

B #60
Refer to the exhibit.



Application and Filter Overrides

Priority Detalls Type Action

="t T INE Com Application @ Allow
2 B Bcces¥ive-Bandwidth  Filter © Block

2

An administrator has configured an Application Overrides for the ABC.Com application signature and set the Action to Allow. This
application control profile is then applied to a firewall policy that is scanning all outbound traffic. Logging is enabled in the firewall
policy. To test the configuration, the administrator accessed the ABC.Com web site several times.

Why are there no logs generated under security logs for ABC.Com?

e A. The ABC.Comis configured under application profile, which must be configured as a web filter profile.
e B. The ABC.Com Action is set to Allow.

e C. The ABC.Com Type is set as Application instead of Filter.

e D. The ABC.Comiis hitting the category Excessive-Bandwidth.

Ef#: B

fiE et
When the action is set to Allow in an application override, traffic matching this override is allowed without generating security logs
because it bypasses deeper inspection and blocking.

HMA #61
A FortiGate administrator is required to reduce the attack surface on the SSL VPN portal
Which SSL timer can you use to mitigate a denial of service (DoS) attack?

A. SSL VPN dtls-hello-timeout

B. SSL VPN idle-timeout

C. SSL VPN http-request-header-timeout
D. SSL VPN login-timeout

EfE: C

fi e

config vpn ssl settings

set http-request-header-timeout <1-60>

end

Timers can also help to mitigate DoS attacks with SSL VPN caused by partial HTTP requests.

P #62
Refer to the exhibit. A network administrator is troubleshooting an [Psec tunnel between two FortiGate devices. The administrator
has determined that phase 1 status is up, but phase 2 fails to come up.
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Based on the phase 2 configuration shown in the exhibit, which two configuration changes will bring phase 2 up? (Choose two.)

A. OnBRI-FGT, set Remote Address to 10.0.11.0/255.255.255.0.
B. On HQ-NGFW. set Encryption to AES256.

C. On HQ-NGFW, enable Diffie-Hellman Group 2.

D. On BR1-FGT, set Seconds to 43200.

IE%: A\ B

fif R«

Check the IP address

The remote subnet selectors don't match. Set BR1-FGT's Remote Address to

10.0.11.0/255.255.255.0 (C).

The phase-2 proposal algorithms don't match. Change HQ-NGFW Encryption from AES128 to AES256 to match BR1-FGT (D).
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