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HP #38

A company is using Prisma SASE (Prisma Access) with Enterprise DLP and SaaS Security features. They want to monitor for
accidental or malicious sharing of confidential documents (identified by content signatures or keywords) within sanctioned SaaS
applications like Microsoft SharePoint Online and Slack. Access to these applications is over HTTPS. What capabilities and
configurations are necessary to achieve this monitoring and enforcement within encrypted sanctioned SaaS application traffic?
(Select all that apply)

e A. Security Policy rules matching user traffic to the sanctioned SaaS applications (identified by App-1D), with the Data
Filtering profile applied.

e B. SSL Forward Proxy decryption policy configured to decrypt traffic to the domains used by sanctioned SaaS applications
(SharePomt, Slack).

¢ C. App-ID successtully identifying specific application functions like 'sharepoint-upload', 'slack-post', or 'slack-file-upload'
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within the encrypted traffic.

¢ D. Data Filtering profiles configured with patterns (e.g., keywords, regex, content identifiers) that define the confidential
documents.

¢ E. WildFire analysis profile configured to scan document files uploaded or shared within the SaaS applications.

Eﬁ: A\ B\ C\ D

R -

Monttoring sensitive data sharing within encrypted SaaS apps requires decryption, defining data patterns, identifying application
actions, and applying policy. - Option A (Correct): Decryption is essential to see the content and specific actions within encrypted
SaasS traffic. - Option B (Correct): Data Filtering profiles are used to define what constitutes 'confidential documents' based on
content. - Option C (Correct): Security Policy rules specify where the inspection happens. Rules matching the sanctioned SaaS
applications and applying the Data Filtering profile ensure content inspection is performed on traffic to/from those apps. - Option D
(Correct): App-ID's ability to identify specific application finctions (like uploading or posting files/messages) is necessary for
creating granular DLP policies (e.g,, alert if confidential data is uploaded to SharePoint but maybe just log if it's viewed ). - Option E:
WildFire scans for malware within files, not sensitive data content. While scanning uploaded files for malware is important, it's not the
mechanism for detecting sensitive data patterns.

HM #39

An administrator runs a BPA report on a recently deployed Palo Alto Networks VM-Series firewall in a cloud VPC. The report
highlights a "Medium severity finding under the "Network Settings' category titled 'Interfaces with Default Profile Settings'. What
does this finding likely indicate, and what is the recommended best practice it refers to?

e A The firewall interfaces are not assigned to any Security Zone, violating the zone-based policy model

¢ B. The firewall interfaces are using default security zone names (‘trust', "untrust') instead of custom, descriptive names.

e (. The firewall interfaces are using default Link Monitoring or Path Monitoring profiles instead of custom profiles tailored to
the specific network links.

e D. The firewall interfaces are configured without User-1D or Device-1D collection enabled, limiting visibility.

¢ E. The firewall interfaces are configured with default MTU or duplex settings that may not be optimal for the network
environment.

Ef#: C

L2

The finding 'Interfaces with Default Profile Settings', especially under Network Settings and related to profiles, typically refers to
operational monitoring profiles. - Option A: Interfaces not assigned to a zone would likely trigger a different, more severe finding, -
Option B (Correct): This finding usually indicates that the default Link Monitoring or Path Monitoring profiles (which have generic
probe settings) are applied to WAN interfaces, instead of custom profiles where probe settings (interval, threshold, destination) are
tuned for the specific characteristics of the actual links. This can lead to naccurate link state detection or sub-optimal SD-WAN
performance. The best practice is to create custom monitoring profiles. - Option C: While MTU/duplex settings are part of interface
configuration, the 'Default Profile Settings' finding points to the monitoring profiles specifically. - Option D: User-ID/Device-1D are
features applied to zones/interfaces, but this finding is about profile settings, specifically monitoring profiles. - Option E: Using default
ZONe names is a naming convention issue, not typically flagged as a 'Default Profile Settings' violation.

E Y #40

A branch office has a Prisma SD-WAN ION device deployed. The internal network is segmented into a 'Corporate' VLAN
(employees) and a 'Guest-WIFIT' VLAN (visitors). Both VLANSs are configured on interfaces connected to the ION device. The
security requirement is to allow Corporate users fill internet access with deep security inspection but only allow Guest users basic
web browsing and email, with stricter content filtering. How are Security Zones used on the Prisma SD-WAN ION to enforce these
differing access policies between the internal segments and the internet?

A. Zones are used for traffic steering (Path Policy) but not for security policy enforcement.

¢ B. Security Zones are defined in the cloud management console but don't map directly to interfaces on the ION device.

C. Each internal VLAN interface is assigned to a different Security Zone (e.g., 'Corporate-Zone', 'Guest-Zone'), and separate
Security Policy rules are created from each internal zone to the 'Internet’ zone with different application and URL filtering
profiles.

D. Allinternal VLAN interfaces are assigned to a single 'Internal' zone, and policy differentiation is solely based on user
groups via User-1D.

E. Security Zones are not used on ION devices; policy is applied based on VLAN IDs directly.



IEf: C

R :

Prisma SD-WAN ION devices include zone-based firewall capabilities, leveraging Security Zones just like other Palo Alto
Networks NGFW form factors. - Option A (Incorrect): ION devices use Security Zones for policy enforcement. - Option B
(Correct): The standard approach for enforcing different security policies on distinct internal segments is to assign interfaces
connected to those segments (like VLAN subinterfaces) to separate Security Zones. Policies are then written from each source zone
(e.g., 'Corporate-Zone', 'Guest-Zone") to the destination zone (' Internet-Zone"), allowing the application of diferent rules,
applications, and security profiles (like URL Filtering with stricter categories for guests) based on the originating zone. - Option C
(Incorrect): While User-ID can differentiate policy based on users within a zone, using separate zones for fundamentally different
network segments (like corporate vs. guest) provides a cleaner, more robust policy structure and is the standard best practice for
segmentation. - Option D (Incorrect): Zones defined in the cloud management console do map to interfaces configured on the ION
devices. - Option E (Incorrect): Zones are fundamental for both security policy (allow/deny/inspect) and path policy (steering), but
this question specifically asks about security policy enforcement based on segments.

=R #41

‘When analyzing logs from Prisma Access in Cortex Data Lake, an administrator wants to focus specifically on sessions that were
blocked due to a URL Filtering policy violation and originated from users in the 'Marketing' user group. Which filtering criteria in the
log viewer interface would be MOST effective for this specific investigation?

A. Filter by Log Type '"Threat', Category 'url, and Source User 'marketing-group'.

B. Filter by Log Type '"Traffic', Action 'deny’, and Source Zone 'Remote-Networks'.

C. Filter by Log Type "Threat' and Action 'block'.

D. Filter by Log Type 'URL Filtering, Action 'block’, and Source User "'marketing-group'.
E. Filter by Log Type 'System! and Event "URL Block'.

Ef#: D

fERL:

To find specific logs related to a URL Filtering block from a particular user group, you need to select the correct log type and apply
filters based on the action and user/group. - Option A: Threat logs capture detected threats like malware or exploits, not URL
filtering actions. - Option B (Correct): URL Filtering logs record URL access attempts and the actions taken by the URL Filtering
profile. Filtering by 'Log Type URL Filtering, 'Action block', and specifying the 'Source User' (mapped by User-1D) to the
"'marketing-group' directly targets the required logs. - Option C: Traffic logs show policy actions (allow/deny) but don't specifically
indicate why a session was denied (could be Security rule, URL Filtering, etc.). Filtering by Zone is too broad. - Option D: System
logs track system events, not specific traffic or URL filtering decisions. - Option E: While some URL blocks might appear in the
Threat logs under a "url' category depending on the specific threat feed match, the primary logs for general URL filtering policy
actions are the URL Filtering logs.

R #42

An organization has deployed Palo Alto Networks IoT Security and integrated it with their Strata NGFW. The [oT Security
platform has identified a group of 'Smart Thermostats' on the network segment. The security team wants to create a policy on the
NGFW to allow these devices to commumicate only with their vendor's cloud update server on HTTPS (port 443) and block all
other outbound communication. Which type of security policy rule criteria is specifically enabled by the IoT Security integration to
represent the group of discovered thermostats?

A. A dynamic Address Group based on the 'Smart Thermostats' device category provided by the IoT Security subscription.
B. A static Address Group containing the known IP addresses of the thermostats.

C. A custom Application signature for the thermostat's communication protocol.

D. A URL Category created for the vendor's update server domain.

E. A User-ID mapping for the thermostats to an IoT user group.

EfE: A

A -

The IoT Security integration provides dynamic device groups based on the discovered and profiled device mventory. Option A is
manual and not dynamic as devices change. Option B correctly identifies the dynamic Address Group concept: the IoT Security
cloud service maintains the group membership based on its profiling, and this group object is available for use in NGFW security
policies. Option C is incorrect; User-ID is for human users. Option D might identify the application, but not the specific group of



devices . Option E identifies the destination, but not the source devices.

B #43
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