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e Manage Risks, Alerts, and Activities: This section assesses Security Operations Analysts on insider risk

management, monitoring alerts, and investigating security activities. It covers configuring risk policies,
FRE 1 handling forensic evidence, and responding to alerts using Microsoft Purview and Defender tools.
Candidates must also analyze audit logs and manage security workflows.

e Implement Data Loss Prevention and Retention: This section evaluates Data Protection Officers on
designing and managing data loss prevention (DLP) policies and retention strategies. It includes setting

FE2 policies for data security, configuring Endpoint DLP, and managing retention labels and policies.

Candidates must understand adaptive scopes, policy precedence, and data recovery within Microsoft 365.
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¢ Inplement Information Protection: This section measures the skills of Information Security Analysts in
classifying and protecting data. It covers identifying and managing sensitive information, creating and
153 applying sensitivity labels, and implementing protection for Windows, file shares, and Exchange.
Candidates must also configure document fingerprinting, trainable classifiers, and encryption strategies using]
Microsoft Purview.

¢ Protect Data Used by Al Services: This section evaluates Al Governance Specialists on securing data in

Al-driven environments. It includes implementing controls for Microsoft Purview, configuring Data Security
FE 4 Posture Management (DSPM) for Al, and monitoring Al-related security risks to ensure compliance and
protection.

BB ) Microsoft Certified: Information Security Administrator Associate
SC-401 % B H A HE (Q89-Q94):

FIRE #89
You have a Microsoft 365 E5 subscription that contains the users shown in the following table.
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You plan to create a priority user group named Priorityl.

Youneed to identify the following:

. Which users and groups can be added to Priority1?

. Which users can be enabled to view alerts that mvolve the members of Priority1?
‘What should you identify? To answer, select the appropriate options in the answer area.

Name
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Explanation:
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You have a Microsoft 365 ES subscription.

You create a data loss prevention (DLP) policy and select.

Use Notifications to inform your users and help educate them on the proper use of sensitive info.
Which apps will show the policy tip?

A. Outlook on the web and Outlook Win32 only

B. Outlook on the web. Outlook Win32, and Outlook for iOS and Android
C. Outlook for i0S and Android only

D. Outlook Win32 only

E. Outlook on the web only

F. Outlook Win32 and Outlook for iOS and Android only

E%: B

AR A«

DLP policy tips are shown across all supported Outlook clients: Outlook on the web (OWA), Outlook desktop (Win32), and
Outlook mobile apps (1I0S and Android). This ensures users are informed when sending sensitive information across any supported
client.

Reference: Policy tips in DLPDLP policy tips are shown across all supported Outlook clients: Outlook on the web (OWA), Outlook
desktop (Win32), and Outlook mobile apps (I0S and Android). This ensures users are informed when sending sensitive information
across any supported client.

Reference: Policy tips in DLP

FIRE #91
You have a data loss prevention (DIP) policy that has the advanced DIP rules shown in the following table.



Actions -

Notify users with@piail and policy tips
User overridest.Off

Notify users With email and policy tips
Restrict/@gCess to the content
User‘averrides: Off

NOtify users with email and policy tips
Restrict access to the content

User overrides: On

Notify users with email and policy tips
Restrict access to the content

i. M iC l"D'SOf.tﬂ overrides: Off

You need to identity which rules will apply when content matches muiltiple advanced DIP rules.
Which rules should you identify? To answer, select the appropriate options in the answer area.

f content matches Rulel. d Fuled: — F v]
o Vicr mmm
Only Rule3

Only ““"‘(‘ﬁp“
@és Ruled take effect

I content matches Rule2. Rule3. md\& : ; "!
6 Only Rule2 takes effect
(\G\N Only Rule3 tajes effect
Only Ruled takes effect
Rule, Rule3, an Ruled take effect

ER:

R BB :

{ content matches Ruh.‘ Ruled: ET U >
B Nﬁcro_ Lio2 takes offect | ]

Only Rule3 t effect

| content matches Ruh) Wé-umnSQ ~ I

Only Rule? takes effect

Only Rule3 takes effect
Only Ruled takeseffect. _ _ _ _
| LRule2, Ruled, and Ruled take effect_
Explanation:
Answer Area 0
If content matche@g Rule2. and Rule3:  Only Rule1 takes effect
If conm@m Rule2, Rule3, and nuﬂlmgw take effect
- \\ .
P& #92

You have a Microsoft 365 E5 subscription.

You plan to implement insider risk management for users that manage sensitive data associated with a project.
Youneed to create a protection policy for the users. The solution must meet the following requirements:

# Minimize the impact on users who are NOT part of the project.



# Minimize administrative effort.
‘What should you do first?

A. From the Microsoft Entra admin center create a User risk policy

B. From the Microsoft Entra admin center, create a security group.

C. From the Microsoft Purview portal create a priority user group

D. From the Microsoft Purview portal, create an insider risk management policy.

ER: A

R #93
You have a Microsoft 365 E5 tenant.
You have sensitivity labels as shown in the Sensitivity Labels exhibit. (Click the Sensitivity Labels tab.)

+ Create a label jish Pub!TsM‘j @ﬁ@SOft

Name Order Scope

Public 0 - lowest File, Email

General ! 1 Fibe& Email

Confidential e 7 File. Email

Intemal . File, Email

External File, Email

The Confidential/External sensitivity label is configured to encrypt files and emails when applied to content.
The sensttivity labels ate published as shown in the Published exhibit. (Click the Published tab.)

Sensitivity Policy1

-

Name
Sensitivity Policy1

Description

Published labels

Public

General

Confidential
Confidential/Internal
Confidential /External

Published to
All

Policy settings
Users must provide justification to remove a label or lower its classification

Microsoft

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer Area

Statements

The Internal sensitivity label inherits all the settings jragwtfie Confidential label.

Users must provide justification if they chdgagihe label of content from
Confidential/Internal to Confidengyal(Biarmal.

Content that has the \_onﬁdew mrna. Iab;l Qppgrea wifl getain the encryption set mg;

if the sensitivity label is fal i‘lLﬁ f{ﬂbﬁcﬂ J
Explanation:
Answer Area
Statements Yes No
The Internal sensitivity label inherits all the settings from thelCanfidential label. -
Users must provide justification if they chang® theffabel of content from § L

Confidential/Internal to Confidential/External.

Content that Nasthe COMWWIE\; d will retain the encryption settings ®
if the sensitivigitiak 2 I|
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