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HH #64
Which scenario describes segmentation of the cardholder data environment (CDE) for the purposes of reducing PCI DSS scope?

A. Firewalls that log all network traffic flows between the CDE and out-of-scope networks.

B. Routers that monitor network traffic flows between the CDE and out-of-scope networks.

C. Virtual LANs that route network traffic between the CDE and out-of-scope networks.

D. A network configuration that prevents all network traffic between the CDE and out-of-scope networks.

Ef#: D

R -

True segmentation, as defined mPCI DSS Scope Guidance, requiresenforcing isolationsuch thatno network traffic is allowed
between the CDE and out-of-scope systems, unless explicitly permitted and secured. This is the only way toreduce assessment
scopereliably.

* Option A#Incorrect. Monitoring alone does not restrict or prevent access.

* Option B#Incorrect. Logging without restriction doesnot isolatethe CDE.

* Option C#lIncorrect. VLANS may be part of segmentation, but routing traffic alone doesn't reduce scope.

* Option D#Correct. This describesproper segmentation: no uncontrolled traffic into the CDE.

Reference:PCI DSS v4.0.1 - Section 4.2;Guidance on Scoping and Network Segmentation- Section 3.1 and

3.2.

B #65
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Which scenario meets PCI DSS requirements for restricting access to databases containing cardholder data?

¢ A. Application IDs for database applications can only be used by database administrators.
e B. User access to the database Is restricted to system and network administrators.

¢ C. Direct queries to the database are restricted to shared database administrator accounts.
e D. User access to the database Is only through programmatic methods.

EE: D
fiR e«
Restricting Database Access

* PCI DSS Requirement 7.2 specifies that access to cardholder data, including databases, must be restricted by business need-to-
know.

* Restricting access to programmatic methods minimizes the risk of unauthorized queries and data breaches.

Elimmnating Direct Access

* Direct database access by end-users or administrators poses significant risk unless strictly controlled and monitored. Programmatic
methods (e.g,, via applications with role-based access controls) align with security best practices.

Incorrect Options

* Option B: Administrators might need access, but access should not be limited to system/network administrators.

* Option C: Application IDs should not be used directly by individuals, as this circumvents accountability.

* Option D: Shared accounts are discouraged due to a lack of traceability.

A #66
A sanple of business facilities is reviewed during the PCI DSS assessment. What is the assessor required to validate about the

sample?

e A. Alltypes and locations of facilities are represented.

¢ B. It includes a consistent set of facilities that are reviewed for all assessments.

¢ C. The number of facilities in the sample is at least 10 percent of the total number of facilities.
¢ D. Every facility where cardholder data is stored is reviewed.

Ef#: A

BRI :

PerSection 6 - Sampling for PCI DSS Assessments, the assessor must ensure the sample of business facilitiesincludes all types and
locations, reflecting different operational environments. The goal is to cover variations that might affect compliance, such as data
centers vs. call centers, or regional differences.

* Option A:Incorrect. Each assessment may require a different sample depending on the environment.

* Option BiIncorrect. There is no fixed 10% requirement for facility sampling,

* Option C:Incorrect. A full review of every facility isn't required if representative sampling is used appropriately.

* Option D:Correct. The samplingmust include all types and locationsof facilities to be valid.

Reference:PCI DSS v4.0.1 - Section 6: Sampling for PCI DSS Assessments.

A #67
Which statement is true regarding the PCI DSS Report on Compliance (ROC)?

A. The assessor must create their own ROC template for each assessment report.

B. The assessor may use either their own template or the ROC Reporting Template provided by PCI SSC.
C. The ROC Reporting Template and instructions provided by PCI SSC should be used for all ROCs.

D. The ROC Reporting Template provided by PCI SSC is only required for service provider assessments.

IEf: C

AR :

PerSection 11 and 120f PCI DSS v4.0.1, assessors arerequired to use the official PCI SSC ROC Reporting Template. This
ensures uniformity and completeness across all assessments. The same requirement applies to bothmerchants and service
providersundergoing afull assessment (ROC).

* Option A#Correct. PCI SSC mandates use ofits official ROC template.

* Option B#Incorrect. Custom assessor templates arenot permitted.



* Option C#Incorrect. Assessorsmust notcreate their own templates.
* Option D#Incorrect. The ROC template is used forbothmerchants and service providers, where applicable.

B #68
‘Which statement about PAN is true?

A. Tt does not require protection for transmission over public wired networks.

B. It does not require protection for transmission over public wireless networks.

C. It must be protected with strong cryptography tor transmission over private wired networks.
D. It must be protected with strong cryptography for transmission over private wireless networks.

IEf#: D
R -

PAN Transmission Protection

* PCI DSS Requirement 4.1 mandates strong cryptography for PAN during transmission over both public and private wireless
networks to prevent unauthorized interception.

Incorrect Options

* Options B and D: PAN protection is not required for private wired networks.

* Option C: PAN must be protected during transimission over public wireless networks.

Z ] #69
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