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Fortinet NSE 8 - Recertification Exam Sample Questions (Q37-Q42):

NEW QUESTION # 37
An HA topology is using the following configuration:

set
set
set
set
set
set
set
set
set
set
end

config system ha

group-id 240

group-name "200F"

mode a-p

hbdev "port3" &0 "port5" 100
hb-intervala3
hb-lost-tRk¥eéshold 2
hello-ho¥ddown 106 =-=RTINET
ha-uptime-diff-margin 300
override enable

priority 200

Based on this configuration, how long will it take for a failover to be detected by the secondary cluster member?

A. 300ns
B. 600ms
C. 200ms
D. 100ms

Answer: B

Explanation:

Default interval = 100ms. It can miss 2. So 2x300ns = 600ms

NEW QUESTION # 38

Refer to the exhibits.
Topology

Spoke-B

Configuration
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config vpn ipsec phasel-interface
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set type dynamic

set interface "portl"

set ike-version 2

set peertype any

set net-device disable
add-route disable

P on-idle
---Hrjiﬁﬁte b suite-b-gcm-128

set auto-discovery-sender enable
set psksecret fortinet

next

edit "advpn2™“
set type dynamic
set interface "portl"
set ike—version 2
set peertype any
set net-device disable
set add-route disable
set dpd on-idle
set suite-b suite-b-gcm-128
set auto—discovery—sender enable
set psksecret fortinet

next

end
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Spokes:
config vpn.ipsec phasel=-interface
edit "advpnl"
set 'interface "portl"
set ike-version 2
set peertype any
set net-device enable
set add-route disable
set dpd on-idle
set suite-b suite-b-gcm-128

e |



set lale-Tlmeout enaple

set idle—timeoutinterval 5
set auto-discovery-receiver enable
set remote-gw 198.18.101.100
set psksecret fortinet

next

edit "advpn2"
set interface "port2"
set ike—version 2
set peertype any
set net—device enable
set add—route disable
set dpd on-idle
set suite-b suite-b-gcm-128
set idle-timeout enable
set idle-timeoutinterval 5
set auto-discovery-receiver enable
set remote-gw 198.18.101.100
set psksecret fortinet

next

end

The exhibits show a diagram of a requested topology and the base [Psec configuration.

A customrer asks you to configare ADVPN via two internet underlays. The requirement is that you use one interface with a single IP
address on DC FortiGate.

In this scenario, which feature should be implemented to achieve this requirement?

A. Use peer-id

B. Use local-id

C. Use network-overlay id
D. Change advpn2 to IKEvl

Answer: C

Explanation:
https7/commumity. fortinet.comv't5/FortiGate/ Technical- Tip- Use-case-of- Network-1ds-with- ADVPN- shortcut/ta-p/241025

NEW QUESTION # 39

A FortiGate with the default configuration shown below is deployed between two IP telephones.
FortiGate receives the INVITE request shown in the exhibit from Phone A (internal) to Phone B (external).
NVITE sip:PhoneB@172.20.120.30 SIP/2.0

Via: SIP/2.0/UDP 10.31.101.20:5060

From: PhoneA <sip:PhoneA@10.31.101.20>

To: PhoneB <sip:PhoneB@172.20.120.30>

Call-1D: 314159@10.31.101.20

CSeq: 1 INVITE

Contact: sip:PhoneA@10.31.101.20

v=0



o0=PhoneA 5462346 332134 IN IP4 10.31.101.20

c=INIP4 10.31.101.20
mraudio 49170 RTP 0 3
‘Which two statements are correct after the FortiGate receives the packet? (Choose two.)

Answer: A,D

NEW QUESTION # 40
Refer to the exhibit that shows VPN debugging output.

O:my wvpn_tunnel:155: out OBD31AS52510D7CA300000000000000000110020000000000000001440D00005C000000010000000100
0:ny_vpn_tunnel:159: sent IKE mag (Pl RETRANSMIT): 100.€64.101.150:500->100.64.178.130:500, len=324, wvxf=0
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0: comes 100.64.178.130:500->100.64.101.150:500, i findex=3, ve£=0..
IREvl exchange=ldentity Protection id=8dba77%al158c377£/0000000000000000 len=284 vrf=0

0:

A. NAT takes place at both the network and SIP application layers.

B. NAT takes place only in the SIP application layer.

C. A pinhole is not required to accept traffic sent to the FortiGate WAN IP address.
D. A pinhole will be opened to accept traffic sent to the FortiGate WAN IP address.

0: in BDBA779A158C377F000000000000000001100200000000000000011C0D0O000340000000100000001000000280101000100000

0:8dba77%al158c377£/0000000000000000:160:
0:8dba779a158¢377£/0000000000000000:160:
0:8dba779a158c377£/0000000000000000:160:
0:8dba77%a158¢c377£/0000000000000000: 160+
0:8dba779al158c377£/0000000000000000:160:
0:8dba779al158¢377£/0000000000000000:160:
0:8dba779a158¢c377£/0000000000000000:160:
0:8dba779a158¢c377£/0000000000000000:1€0:
0:8dba779a158¢377£/0000000000000000:160:
0:8dba779a158¢377£/0000000000000000:160:
0:8dba779a158e¢377£/0000000000000000:160:
0:8dba779a158c377£/0000000000000000:160:
0:8dba77%a158¢c377£/0000000000000000:160:
0:8dba779a158¢c377£/0000000000000000:160:
0:8dba779a158¢c377£/0000000000000000:160:
0:8dba779a158¢c377£/0000000000000000:160:
0:8dba779a158¢c377£/0000000000000000: 160:
0:8dba779a158¢377£/0000000000000000:160:
0:8dba779a158¢377£/0000000000000000:160;
:8dba779a158c377£/0000000000000000: 1602
18dba779a158¢c377£/0000000000000000: 160
:8dba779a158c377£/0000000000000000: T€0:
:8dba77%a158¢c377£/0000000000000000: 160
:8dba775a158c377£/0000000000000000:160:
:8dba779%a158¢377£/0000900000000000:160:
0:8dba779a158c377£/0000000000000000:160:
0:8dba779a158c377€/0000000000000000:160:
0:8dba779a158¢377£/0000000000000000:1€0:
0:8dba77%a158¢c377£/0000000000000000:160:
0:8dba779a158¢377£/0000000000000000:160:
0:8dba779a158¢c377£/0000000000000000:160:
0:8dba779a158c377£/0000000000000000:160:
0:8dba779%a158¢c377£/0000000000000000:160:
0:8dba779a158c377£/0000000000000000:160:
0:8dba77%a158¢c377£/0000000000000000:160:
0:8dba779a158¢377£/0000000000000000:160:
0:8dba779a158¢c377£/0000000000000000:160:
0:8dba779a158¢c377£/0000000000000000:160:
0:8dba779a158c377£/0000000000000000:160:
0:8dba779%a158¢c377£/0000000000000000:160:
0:8dba77%a158¢c377£/0000000000000000:160:

(-R-N-N-N-N-]

responder: main mode get lst message...
VID REC 3947 4A131C81070358455CS728F20E95452F
VID drafc-iecf-ipsec-nat-t-ike-03 TD9419A€S5310CAEF2C179D9215529D56
VID draft-ietf-ipsec-nat-t-ike-02 CDE04€4335DF21F37CFDB2FCESBER44S
VID draft-ietf-ipsec-nat-t-ike-02\n 9%0CBE0913EBBE96E08E381BSEC427B1F
VID draft-ietf-ipsec-nat-t-ike-01 1€FECALEE4A406EDE3821A0FOAEAREE2
VID drafv-ietf-ipsec-nat-t-ike-00 4485152D18B6BBCDOBEBAB465579DDCC
VID DPD AFCAD713€BA1F1C9EBBESEFCTT570100
VID FRAGMENTATION 4048B7DSEEBCES88525ETDETF00DEC2D3
VID FRAGMENTATION 4048B7DSEEBCES88525ETDETFOODECZDICO000000
VID FORTIGATE 8295031757A36082CEAE621DE00000000
incoming proposal:
proposal id = 0:
protocol id = ISAERMP:
trans_id = KEY_IKE. aEn
encapsulation = IEEfHone ™ -H I II lE I
type=OARLEY ENCRYPT_ ALGH val=3DESuCEC. ®
typeSOAKLEY HASH ALG, val=SHA.
TYpe=AUTH_METHOD, val=PRESHARED_ KEY.
T . _GROUP, val=MODP153€.
ISARMP SA'lifetime=43200
my proposal, gw my vpn_tunnel:
proposal id = 1:
protocol id = ISARMP:
trans_id = KEY_IKE.
encapsulation = IKE/none
type=OAKLEY_ ENCRYPT_ALG, val=DES_CBC.
type=OAKLEY_ HASH_ALG, val=MDS.
type=AUTH_METHOD, val=PRESHARED_KEY.
type=OAKLEY GROUP, val=MODP2048.
ISAEMP SA lifetime=86400
proposal id = 1:
protocol id = ISAERMP:
trans_id = KEY_IKE.
encapsulation = IKE/none
type=OAKLEY ENCRYPT_ALG, val=3DES_CBC.
type=OAKLEY_ HASH ALG, val=SHA.
type=AUTH_METHOD, val=PRESHARED KEY.
type=OAKLEY GROUP, val=MODP2048.
ISAFEMP SA lifetime=86400
negotiation failure

Negotiate ISAKMP SA Error: ike 0:8dba77%a158c377£/0000000000000000:160: no SA proposal chosen
The VPN tunnel between headquarters and the branch office is not being established.
What is causing the problem?

Answer: C

Explanation:
The debug log indicates that there is no SA proposal chosen, which means the two sides of the VPN tunnel (headquarters and
branch office) failed to agree on a matching Phase-1 configuration. Specifically, this happens when the encryption algorithms (or
other Phase-1 parameters like hashing, Diffie-Hellman group, or authentication method) do not match.

In this case:

A. There is a mismatch in the ISAKMP SA lifetime.

B. HQ is using IKE v1 and the branch office is using with IKE v2.
C. The Phase-1 encryption algorithims are not matching,

D. There is no matching Diffie- Hellman Group.



1. The debug shows different proposals being evaluated but none successfully negotiated.
2. The issue lies in the Phase-1 encryption algorithm mismatch, as it is the primary reason for the
"no SA proposal chosen" error during ISAKMP negotiation.

NEW QUESTION # 41
Refer to the exhibit. FortiManager is configured with the Jinja Script under CLI Templates shown in the exhibit.

config vpn ipsec phasel-interface
edit MyVPN1 .
set remote-gw 1.2.3.F555HT|nE
set interface {{WAN}}
set peertype any
set proposal aes256-sha?256
set psksecret Fortinet!!Fortinet
next
end
config vpn ipsec phaseZ2-interface
edit MyVPN1
set phaselname MyVPN1
set proposal aes256-shaZ?256
set auto-negotiate enable
next
end

Which two statements correctly describe the expected behavior when running this template?
(Choose two.)

A. The template will fail because this configuration can only be applied with a CLI or TCL script.

B. The template will work if you change the variable format to {{ WAN }}.

C. The Jinja template will automatically map the interface with "WAN" role on the managed FortiGate
D. The administrator must first manually map the interface for each device with a meta field

E. The template will work if you change the variable format to $(WAN).

Answer: B,D

NEW QUESTION # 42

In addition to the environment, we also provide simulations of papers. You really have to believe in the simulation paper of our
NSE8 813 study materials. With our NSES 813 practice engine, you can know that practicing the questions and answers are a
enjoyable experience and it is an interactive system. If you are answering the questions rightly, then the result will show right, and if
you choose the wrong answer, then it will show wrong, And when you finish the NSE8 813 Exam Questions, the scores will come
up as well.
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