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NEW QUESTION # 41
During which phase of IKEv2 does the Diffie-Helman key exchange take place?

A.IKE Auth

B.IKE Req INIT
C.IKE SA INIT

D. Create CHILD SA

Answer: C

NEW QUESTION # 42
Which three steps does FortiGate execute using the pull method to get antivirus and IPS updates? (Choose three.)

A. FortiGate registers its public IP address in FortiGuard.

B. FortiGate contacts a DNS server to resolve the FortiGuard domain name.
C. FortiGate periodically queries for pending updates.

D. FortiGate starts sending rating queries to one of the servers in the list.

E. FortiGate gets a list of server IP addresses that it can contact.

Answer: B,C.E

NEW QUESTION # 43
What are two functions of automation stitches? (Choose two.)

¢ A. You can configure automation stitches on any FortiGate device in a Security Fabric environment.

¢ B. You can set an automation stitch configured to execute actions in parallel to insert a specific delay between actions.

¢ C. You can create autormation stitches to run diagnostic commands and attach the results to an email message when CPU or
memory usage exceeds specified thresholds.

¢ D. You can configure automation stitches to execute actions sequentially by taking parameters from previous actions as nput
for the current action.

Answer: C,D

NEW QUESTION # 44
In the SAML negotiation process, which section does the Identity Provider (IdP) provide the SAML attributes utilized in the
authentication process to the Service Provider (SP)?

A. Authentication Response
B. Authentication Request
C. Assertion dump

D. SP Login dump

Answer: C

Explanation:
The IdP supplies all of the user's SAML attributes inside the <Assertion> section of its SAML response - so you'll see them in the
Assertion dump portion.

NEW QUESTION # 45

Consider the scenario where the server name indication (SNI) does not match either the common name (CN) or any of the subject
alternative names (SAN) in the server certificate.

‘Which action will FortiGate take when using the default settings for SSL certificate inspection?

e A FortiGate uses the ZN information from the Subject field in the server certificate.
¢ B. FortiGate closes the connection because this represents an invalid SSL/TLS configuration.
e (. FortiGate uses the first entry listed in the SAN field in the server certificate.



e D. FortiGate uses the SNI from the user's web browser.

Answer: C

NEW QUESTION # 46
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