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HAE #112
What is the recommended method for collecting security logs from multiple endpoints?

A. Connect to the endpoints remotely and download the logs.

B. Leverage an EDR solution to request the logs from endpoints.
C. Build a script that pulls down the logs from all endpoints.

D. Configure endpoints to forward logs to a SIEM.

Hg: D
M.

A SIEM (Security Information and Event Management) is a system that collects, analyzes, and correlates security logs from muiltiple
sources, such as endpoints, firewalls, servers, etc. A SIEM can provide a centralized and comprehensive view of the security
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posture of an organization, as well as detect and respond to threats. Configuring endpoints to forward logs to a SIEM is the
recommended method for collecting security logs from multiple endpoints, as it reduces the network bandwidth and storage
requirements, simplifies the log management process, and enables faster and more effective security analysis. Leveraging an EDR
(Endpoint Detection and Response) solution to request the logs from endpoints is not recommended, as it may cause performance
issues on the endpoints, increase the network traffic, and create a dependency on the EDR solution. Connecting to the endpoints
remotely and downloading the logs is not recommended, as it is a manual and time-consuming process, prone to errors and
inconsistencies, and may expose the endpoints to unauthorized access. Building a script that pulls down the logs from all endpoints is
not recommended, as it requires technical skills and maintenance, may not be compatible with different endpoint platforms, and may
introduce security risks if the script is compromised or misconfigured. References:

* Palo Alto Networks Certified Cybersecurity Entry-level Technician (PCCET) - Palo Alto Networks

* Fundamentals of Security Operations Center (SOC)

* 10 Palo Alto Networks PCCET Exam Practice Questions - CBT Nuggets

HAE #113
What does "forensics" refer to in a Security Operations process?

A. Validating cyber analysts' backgrounds before hiring

B. Reviewing information about a broad range of activities

C. Collecting raw data needed to complete the detailed analysis of an investigation
D. Analyzing new IDS/IPS platforns for an enterprise

HE. C

MY

Forensics in a Security Operations process refers to collecting raw data needed to complete the detailed analysis of an investigation.
Forensic analysis is a crucial step in identifying, investigating, and documenting the cause, course, and consequences of a security
incident or violation. Forensic analysis involves various techniques and tools to extract, preserve, analyze, and present evidence in a
structured and acceptable format.

Forensic analysis can be used for legal compliance, auditing, incident response, and threat intelligence purposes. References:

* Cyber Forensics Explained: Reasons, Phases & Challenges of Cyber Forensics

* SOC Processes, Operations, Challenges, and Best Practices

* What is Digital Forensics | Phases of Digital Forensics | EC-Council

A2 #114
Which component of the AAA framework regulates user access and permissions to resources?

A. Authorization
B. Authentication
C. Allowance

D. Accounting
HE. A

LR
Authorization is the component of the AAA (Authentication, Authorization, and Accounting) framework that regulates user access
and permissions to resources after identity has been verified. It determines what actions or resources a user is allowed to access.

AR #115
Which security tool provides policy enforcement for mobile users and remote networks?

A. Prisma Access

B. Digital experience management
C. Prisma Cloud

D. Service connection

: A

oo
8 m



Prisma Access is a cloud-delivered security platform that provides policy enforcement, secure access, and threat prevention for
mobile users and remote networks, ensuring consistent security regardless of location.

HEE #116
Which type of attack involves sending data packets disguised as queries to a remote server, which then sends the data back to the
attacker?

A. DDoS

B. Port evasion

C. DNS tunneling

D. Command-and-control (C2)

HE: C

Y.

DNS tunneling is an attack technique where data packets are disguised as DNS queries and sent to a remote server. That server,
often under the attacker's control, responds with additional data or instructions, effectively creating a covert command-and-control
(C2) channel over DNS.
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