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o Security Profiles: This section of the exam measures the skills of a Threat Prevention Specialist and covers
the configuration and management of comprehensive security profiling systems. It includes implementing
SSL

bEY 71 o SSH inspection, combining web filtering and application control mechanisis, integrating intrusion

prevention systens, and utilizing the Internet Service Database to create layered security protections for

organizational networks.

¢ Routing: This section of the exam measures the skills of a Network Infrastructure Engineer and covers the
n implementation of dynamic routing protocols for enterprise network traffic management. It includes

ey 72 configuring both OSPF and BGP routing protocols to ensure efficient and reliable data transmission across
complex organizational networks.

¢ VPN: This section of the exam measures the skills ofa VPN Solutions Engineer and covers the

implementation of various virtual private network technologies. It includes configuring [Psec VPN using
hEY 73 IKE version 2 protocols and implementing Automatic Discovery VPN solutions to establish on-demand
secure tunnels between multiple sites within an enterprise network infrastructure.

¢ System Configuration: This section of the exam measures the skills of a Network Security Architect and

covers the implementation and integration of core Fortinet infrastructure components. It includes deploying
NEw 24 the Security Fabric, enabling hardware acceleration, configuring high availability operational modes, and
designing enterprise networks utilizing VLANs and VDOM technologies to meet specific organizational
requirements.
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¢ Central Management: This section of the exam measures the skills of a Security Operations Manager and
FEw 25 covers the implementation of centralized management systems for coordinated control and oversight of
distributed Fortinet security infrastructures across enterprise environments.
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HM #51

A vulnerability scan report has revealed that a user has generated traffic to the website example.com (10.10.10.10) using a weak
SSI/TLS version supported by the HTTPS web server.

‘What can the firewall administrator do to block all outdated SSL/TLS versions on any HTTPS web server to prevent possible
attacks on user traffic?

e A Install the required certificate in the client's browser or use Active Directory policies to block specific websites as defined
in the SSI/SSH nspection profile.

¢ B. Use the latest certificate, Fortinet SSI. ECDSA256, and replace the CA certificate in the SSL/SSH inspection profile.

e C. Configure the unsupported SSL version and set the minimum allowed SSL version in the HTTPS settings of the SSL/SSH
inspection profile.

¢ D. Enable auto-detection of outdated SSL/TLS versions in the SSI/SSH inspection profile to block vulnerable websites.

EfE: C

fi .-

The best way to block outdated SSL/TLS versions is to configure the SSI/SSH inspection profile to enforce a minimum SSL/TLS
version and disable weak SSL versions.

By setting the minimum allowed SSL version in the HTTPS settings of the SSI/SSH inspection profile, FortiGate will:

# Block any connection using outdated SSL/TLS versions (such as SSLv3, TLS 1.0, or TLS 1.1).

# Enforce secure commumication using only strong SSL/TLS versions (such as TLS 1.2 or TLS 1.3).

# Protect users from man-in-the-middle (MITM) and downgrade attacks that exploit weak encryption.

H #52
How will configuring set tcp-mss-sender and set tep-mss-receiver in a firewall policy affect the size and handling of TCP packets in
the network?

e A. The TCP packet modifies the packet size only if the size of the packet is less than the one the administrator configured in
the firewall policy.

e B. The maximum segment size permitted in the firewall policy determines whether TCP packets are allowed or denied.

e C. The administrator must consider the payload size of the packet and the size of the IP header to configure a correct value in
the firewall policy.

e D. Applying commands in a firewall policy determines the largest payload a device can handle in a single TCP segment.

IEf#: D
A -

The set tcp-mss-sender and set tcp-nss-receiver commands in a firewall policy allow an administrator to adjust the Maximum
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Segment Size (MSS) of TCP packets.

This setting controls the largest payload size that a device can handle in a single TCP segment, ensuring that packets do not exceed
the allowed MTU (Maximum Transmission Unit) along the network path.

# set tcp-nss-sender adjusts the MSS value for outgoing TCP traffic.

# set tcp-nss-receiver adjusts the MSS value for incoming TCP traffic.

This helps prevent issues with fragmentation and MTU mismatches, improving network performance and avoiding retransmissions.

HM#53
Refer to the exhibit, which contains the partial output of an OSPF command.

FortiGEEe 8 gJE EE iFE Jspf status
Routing Process "ospf 0" with ID 0.0.0.5
Process uptime is O minute
Process bound to VRF default
Conforms to RFC2328, and RFC1583Compatibility flag is enabled
Supports only single TOS(TOSO} routes
Supports opaque LSA
Do not support Restarting
This router is an ABR

An administrator is checking the OSPF status of a FortiGate device and receives the output shown in the exhibit.
What two conclusions can the administrator draw? (Choose two.)

A. The FortiGate device is a backup designated router

B. The FortiGate device is connected to muiltiple areas

C. The FortiGate device has OSPF ECMP enabled

D. The FortiGate device injects external routing information

IEﬁ: B\ D
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The output of the get router info ospf'status command provides key information about the OSPF (Open Shortest Path First)
configuration on the FortiGate device.

The FortiGate device is connected to multiple areas

# The output states: "This router is an ABR"

# ABR (Area Border Router) means the device is connected to multiple OSPF areas and maintains routing information between
them.

# This confirms that the FortiGate is not just in one area, but at least one backbone area (Area 0) and another OSPF area.

The FortiGate device injects external routing information

# The output states: "Supports opaque LSA"

# Opaque LSAs (Type 9, 10, and 11) are used in OSPF extensions, including those that support external route injection.

# Typically, ABRs or ASBRs (Autonomous System Boundary Routers) inject external routes, allowing routes from other routing
protocols (such as BGP or static routes) to be advertised into OSPF.

B #54

An administrator configured the FortiGate devices in an enterprise network to join the Fortinet Security Fabric. The admmistrator
has a list of IP addresses that must be blocked by the data center firewall. This list is updated daily.

How can the administrator automate a firewall policy with the daily updated list?

A. With a Security Fabric automation

B. With an external connector from Threat Feeds
C. With FortiNAC

D. With FortiAnalyzer

Ef#: B



il

The best way to automate a firewall policy using a daily updated list of [P addresses is by using an external connector from Threat
Feeds. This allows FortiGate to dynamically retrieve real-time threat intelligence from external sources and apply it directly to
security policies.

By configuring Threat Feeds, the administrator can:

# Automatically update firewall policies with the latest malicious IPs daily.

# Block traffic from those IPs in real-time without manual ntervention.

# Integrate with FortiGuard, third-party threat intelligence sources, or custom feeds (CSV, STIX

/TAXII, etc.).

B #55
Refer to the exhibit, which shows the FortiGuard Distribution Network of a FortiGate device.
FortiGuard Distribution Network on FortiGate
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An administrator is trying to find the web filter database signature on FortiGate to resolve issues with websites not being filtered
correctly in a flow-mode web filter profile.
Why is the web filter database version not visible on the GUIL, such as with IPS definitions?

¢ A The web filter database is not hosted on FortiGate: FortiGate queries FortiGuard or FortiManager for web filter ratings on
demand.

¢ B. The web filter database is stored locally on FortiGate, but it is hidden behind the GUI. It requires enabling debug mode to
make it visible.

¢ C. The web filter database is only accessible after manual syncing with a valid FDS server using diagnose test update info.

e D. The web filter database is stored locally, but the administrator must run over CLI diagnose autoupdate versions.

Ef: A

R -
Unlike IPS or antivirus databases, FortiGate does not store a full web filter database locally. Instead, FortiGate queries FortiGuard



(or FortiManager, if configured) dynamically to classify and filter web content in real time.

Key points:

# Web filtering works on a cloud-based model:

# When a user requests a website, FortiGate queries FortiGuard servers to check its category and reputation.
# The response is then cached locally for faster lookups on repeated requests.

# No local web filter database version:

# Unlike IPS and antivirus, which download and store signature updates locally, web filtering relies on cloud-based queries.
# This is why no database version appears in the GUL

# Flow mode vs Proxy mode:

# In proxy mode, FortiGate can cache some web filter data, improving performance.

# In flow mode, all queries happen dynamically, with no locally stored database.

B #56
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