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R #10
View the exhibit, then answer the question below.

& Refresh

Name Type Remote Gateway Username Status Incoming Data Outgoing Data Phase 2 Select
H25_0 F LT sty £ Down H25.0.0

Which of the following commands will bring up the tunnel?

e A. diagnose vpn tunnel up H2S 0
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¢ B. diagnose vpn tunnel up 10.200.1.1
¢ C. diagnose vpn tunnel H2S 0 up
¢ D. diagnose vpn tunnel up H2S 0 0

IEf#: D

R #11
Refer to the exhibit, which shows an ADVPN network.

Hub

Overlay 1
Dynamic tunnel

Spoke 2

The client behind Spoke—l generates traﬂic to the device located behind Spoke-2. What is the first message that the hub sends to
Spoke-1 to bring up the dynamic tunnel?

A. Shortcut offer

B. Shortcut reply
C. Shortcut forward
D. Shortcut query

Ef#: A

il

In an ADVPN (Auto-Discovery VPN) network, a dynamic VPN tunnel is established on-demand between spokes to optimize
traffic flow and reduce latency.

Process:

1. Traffic Initiation:

A client behind Spoke-1 sends traffic to a device behind Spoke-2.

The traffic mitially flows through the hub, following the pre-established overlay tunnel.

2. Hub Detection:

The hub detects that Spoke- 1 is commumnicating with Spoke-2 and determines that a direct shortcut tunnel between the spokes can
optimize the connection.

3. Shortcut Offer:

The hub sends a "Shortcut Offer" message to Spoke-1, informing it that a direct dynamic tunnel to Spoke-2 is possible.

4. Tunnel Establishment:

Spoke-1 and Spoke-2 then negotiate and establish a direct [Psec tunnel for commumication.

HP#12
Refer to the exhibit, which shows partial outputs from two routing debug commands.



FortiGate # get router info routing-table database

Routing table for VRF=0
0.0.0.0/QV\FAT via 100.64.2.254, port2, [10/0]
*> 0.0.0.0/0 [10/0] via 100p64.1.254, portl

FortiGate # get router infge"@outing-table all

Routing table for VRF=(
S* 0.0.0.0/0 [1QyP] via 100.64.1.254, portl

e A. The port2 interface is disabled in the FortiGate configuration.

e B. The portl default route has a lower priority value than the default route using port2.
e (. The portl default route has a lower distance than the default route using port2.

e D. The portl default route has a higher priority value than the default route using port2.

Ef: C

R #13
Which three steps are executed to get antivirus and IPS updates using the pull method? (Choose three.)

A. FortiGate starts sending rating queries to one of the servers in the list.

B. FortiGate registers its public IP address in FortiGuard.

C. FortiGate gets a list of server IP addresses that can be contacted.

D. FortiGate periodically queries for pending updates.

E. FortiGate contacts a DNS server to resolve the FortiGuard domain name.

.IE%: C\ D\ E

HE #14
Refer to the exhibit, which contains the partial output of an IKE real-time debug.



The admmistrator does not have access to the remote gateway. Based on the debug output, which configuration change can the
administrator make to the local gateway to resolve the phase 1 negotiation error?

A. Change phase 1 encryption to 3DES and authentication to SHA256.

B. Change phase 1 encryption to AESCBC and authentication to SHA128.
C. Change phase 1 encryption to 3DES and authentication to CBC.

D. Change phase 1 encryption to AES128 and authentication to SHAS512.

Ef#: A
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