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Linux Foundation Certified Kubernetes Security Specialist (CKS) CKS
Prüfungsfragen mit Lösungen (Q55-Q60):
55. Frage 
SIMULATION

Context
A PodSecurityPolicy shall prevent the creation of privileged Pods in a specific namespace.
Task
Create a new PodSecurityPolicy named prevent-psp-policy,which prevents the creation of privileged Pods.
Create a new ClusterRole named restrict-access-role, which uses the newly created PodSecurityPolicy prevent-psp-policy.
Create a new ServiceAccount named psp-restrict-sa in the existing namespace staging.
Finally, create a new ClusterRoleBinding named restrict-access-bind, which binds the newly created ClusterRole restrict-access-role
to the newly created ServiceAccount psp-restrict-sa.
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Antwort:

Begründung:
See the Explanation below
Explanation:











56. Frage 
SIMULATION
a. Retrieve the content of the existing secret named default-token-xxxxx in the testing namespace.
Store the value of the token in the token.txt
b. Create a new secret named test-db-secret in the DB namespace with the following content:
username: mysql
password: password@123
Create the Pod name test-db-pod of image nginx in the namespace db that can access test-db-secret via a volume at path
/etc/mysql-credentials

Antwort:

Begründung:
To add a Kubernetes cluster to your project, group, or instance:
Navigate to your:
Project's Operations > Kubernetes page, for a project-level cluster.
Group's Kubernetes page, for a group-level cluster.
Admin Area > Kubernetes page, for an instance-level cluster.
Click Add Kubernetes cluster.
Click the Add existing cluster tab and fill in the details:
Kubernetes cluster name (required) - The name you wish to give the cluster.
Environment scope (required) - The associated environment to this cluster.
API URL (required) - It's the URL that GitLab uses to access the Kubernetes API. Kubernetes exposes several APIs, we want the
"base" URL that is common to all of them. For example, https://kubernetes.example.com rather than
https://kubernetes.example.com/api/v1.
Get the API URL by running this command:
kubectl cluster-info | grep -E 'Kubernetes master|Kubernetes control plane' | awk '/http/ {print $NF}' CA certificate (required) - A
valid Kubernetes certificate is needed to authenticate to the cluster. We use the certificate created by default.
List the secrets with kubectl get secrets, and one should be named similar to default-token-xxxxx. Copy that token name for use
below.
Get the certificate by running this command:
kubectl get secret <secret name> -o jsonpath="{['data']['ca\.crt']}"

57. Frage 
Task
Create a NetworkPolicy named pod-access to restrict access to Pod users-service running in namespace dev-team.
Only allow the following Pods to connect to Pod users-service:



Antwort:

Begründung:







58. Frage 
You are using a managed Kubernetes offering like Google Kubernetes Engine (GKE)- Implement a process to verify the integrity of
the GKE platform binaries and components.

Antwort:

Begründung:
Solution (Step by Step):
1. Enable node auto-upgrade: Configure your GKE cluster to automatically upgrade nodes to the latest stable version. This ensures
that security updates and bug fixes are applied promptly.
bash
gcloud container clusters update my-cluster -release-channel regular
2. Use the gcloud CLI to inspect cluster components: Use the 'gcloud container clusters describe' command to retrieve information
about your GKE cluster, including the Kubernetes version, node image, and control plane version. Verify that these versions are up-
to-date and consistent with your expectations.
bash
gcloud container clusters describe my-cluster
3. Review GKE release notes: Regularly review the GKE release notes ([https://cloud.google.com/kubernetes-engine/docs/release-
notes]
(https://www.google.com/url?sa=E&source=gmail&q=https://cloud.google.com/kubernetes.engine/docs/release-notes)) to stay
informed about security updates, bug fixes, and new features.
4. Enable GKE security features: Utilize GKE security features like Shielded GKE Nodes, Container-optimized OS security
hardening, and Binary Authorization to enhance the security of your cluster.
5. Monitor GKE security advisories: Subscribe to Google Cloud security advisories and bulletins to stay informed about any
potential vulnerabilities or security issues affecting GKE.



59. Frage 
Create a Pod name Nginx-pod inside the namespace testing, Create a service for the Nginx-pod named nginx-svc, using the ingress
of your choice, run the ingress on tls, secure port.

A. Send us your Feedback on this.

Antwort: A

60. Frage
......

ITZert ist eine Website, die alle Ihrer Bedürfnisse zur Linux Foundation CKS Zertifizierungsprüfung abdecken kann. Mit den
Prüfungsmaterialien von ITZert können Sie die Linux Foundation CKS Zertifizierungsprüfung mit einer ganz hohen Note bestehen.
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