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55. Frage
SIMULATION

You can switch the
cluster/configuration context

using the following command:

kubec
tl conflg use-context KS

Mveele2
T JLINUX

Context

A PodSecurityPolicy shall prevent the creation of privileged Pods in a specific namespace.

Task

Create a new PodSecurityPolicy named prevent-psp-policy,which prevents the creation of privileged Pods.

Create a new ClusterRole named restrict-access-role, which uses the newly created PodSecurityPolicy prevent-psp-policy.

Create a new ServiceAccount named psp-restrict-sa in the existing namespace staging,

Finally, create a new ClusterRoleBinding named restrict-access-bind, which binds the newly created ClusterRole restrict-access-role
to the newly created ServiceAccount psp-restrict-sa.


https://www.echtefrage.top/CKS-deutsch-pruefungen.html

You can find skeleton

manifest files at:

/home/candidate/KIMVIOSI U X
102/pod-security-policy.ya il
mi

e /home/candidaresKSMV00
102/¢luster-role.yaml

*  MMOme/candidate/KSMV00
102/service-account.yam|

* /home/candidate/KSMV00

102/cluster-role-binding.ya

ml

Antwort:

Begrindung;
See the Explanation below

1+ config use—-context KSMV00102
Switched to conte {SMV00102".

candidatse = /home/candidate/KSMV00102/pod-security-policy.yaml

kind: Poc

metadata:

runAsUser:
rule: ""
supplementalGroups:
fsGroup: {}
candidate@cli:~$ vim /home/candidate/KSMV00102/pod-security pu;lcy.yamll




PodSecurityPolicy

co™
.~*4_3£§z-m ny

RunAsAny
RunAsAny

‘ [ RunAsAnv
candidate@cli:~$ vim /home/candidate/KSMV00102/po

urity-policy.yaml
candidatef@cli:~$ cat /home/candidate/KSMV00102/pod-security-

apiVersi licy/vlbetal
olicy
metadata:

name: "prevent-psp-policy"”

privileged: false
seLinux:

rule: RunAsAny
runAsUser:

rule: RunAsAny
supple

fsGroup: ¢
rule: RunAsAny
candidate@cli:~$ kubectl

Warning: policy/vlbetal railable in v1.25+

rule

candidate@cli:~$ wvim /home/candidate/KSMV00102/cluster-rold _I

n.k8s.io/vl




indida

er-role.yamlfj

rbac.authorization.k8s.io/vl
ClusterRole

policy

podsecuritypolicies

. yaml
candidate@cli:~$ kubectl create clusterrole restrict-access-role --verb=use —--resource
dry-run=client resource-name=prevent-psp-policy -o yaml
sion: rk .authorization.k8s.io/vl
ClusterRole

creationTimestamp: null
name: restrict-access-role
rules:
apiGrou
polic
resourceNames:
- prevent-psp-poli
sources:

1Irit YP( 1ic

- use
candidate@cli:~$ vim /home/candidate/KSMV00102/clus




rbac.authorization.k8s.io/vl
ClusterRole

' :c)':
8

& 1!
P :--_vey\‘! ¥h-policy

podsecurlitypolicies

policy e(’\'

ECUNDATION

ServiceAceount




apiVersion: vl
kind: ServiceAccount
metadata:

name: ""

namespace: ""
candidate@cli:~$ vim /home/candidate/KSMV00102/service-account.yaml
candidate@cli:~$ cat /home/candidate/KSMV00102/service-account.yaml
apiversion: vl
kind: ServiceAccount
metadata:
name: "psp-restrict-sa"
namespace: "staging”
candidate@cli:~$ kubectl get sa -n staging
NAME SECRETS AGE
default | &hém
candidatef@cli:~$ kubectl create -f /home/candidate/KSMV00102/service accounL.yamll
serviceaccount/psp-restrict-sa created
candidatef@cli:~$ kubectl get sa -n staging
NAME SECRETS AGE
default 1 6hém

psp-restrict-se 1 2s
candidate@cli:~$ I
candidatefcli:~

candidate@cli:~$daubglit] ouESl c B8 Laait-rf lcb M ng restrict-access-bind -—-clusterrole=restri
ct-access-role --gergieeicciintSkaging Psp-restrict-sa dry-run -o yaml
W0520 14:41:23.508804 4788 gl 1 PET s .go:598] ——dry-run is deprecated and can be replaced wi
th dry-run=clien@s
apiVersion: rbac.al#horization.k8s.io/vl
kind: ClusterRoleBinding
metadata:

creationTimestamp: null

name: restrict-access-bind
roleRef:

apiGroup: rbac.authorization.k8s.i

kind: ClusterRole

name: restrict-access-role
subjects:

kind: ServiceAccount

name: psp-restrict-sa

namespace: staging
candidate@cli:~$ vim /home/candidate/KSMV00102/cluster-role
cluster-role-binding.yaml cluster-role.yaml
candidate@cli:~$ vim /home/candidate/KSMV00102/cluster-role
cluster-role-binding.yaml cluster-role.yaml
candidate@cli:~$ vim /home/candidate/KSMV00102/cluster-role-binding.yaml l

rbac.authorization.k8s.io/vl
ClusterRoleBinding

restrict—-access-bimii
rbac.agth@uoizatpon.kB8s.1cC
ClusterRolle

restoilcCFlaccess-role

ServiceAccount

psSp-restrict-s
staging




ac.authorization.k
sBindin

} restrict-access-bind

roleRef:
apiGroup: | ization.k8s.io
kind: S

1 cré&ate® -f /ho andic 02/cluster-role-binding.yaml

56. Frage

SIMULATION

a. Retrieve the content of the existing secret named default-token-xxxxx in the testing namespace.

Store the value of the token in the token. txt

b. Create a new secret named test-db-secret in the DB namespace with the following content:

username: mysql

password: password@123

Create the Pod name test-db-pod of image nginx in the namespace db that can access test-db-secret via a volume at path
/etc/mysql-credentials

Antwort:

Begriindung;

To add a Kubernetes cluster to your project, group, or instance:

Navigate to your:

Project's Operations > Kubermetes page, for a project-level cluster.

Group's Kubernetes page, for a group-level cluster.

Admin Area > Kubernetes page, for an instance-level cluster.

Click Add Kubernetes cluster.

Click the Add existing cluster tab and fill in the details:

Kubernetes cluster name (required) - The name you wish to give the cluster.

Environment scope (required) - The associated environment to this cluster.

API URL (required) - It's the URL that GitLab uses to access the Kubernetes API. Kubernetes exposes several APIs, we want the
"base" URL that is common to all of them For exanple, hitps:/kubernetes.example.com rather than
https:/kubernetes.example.convapi/vl.

Get the APT URL by running this command:

kubectl cluster-info | grep -E 'Kubernetes master]Kubernetes control plane' | awk 'http/ {print SNF}' CA certificate (required) - A
valid Kubernetes certificate is needed to authenticate to the cluster. We use the certificate created by default.

List the secrets with kubectl get secrets, and one should be named similar to default-token-xxxxx. Copy that token name for use
below.

Get the certificate by running this command:

kubectl get secret <secret name> -0 jsonpath="{['data']['ca\.crt']}"

57. Frage

Task

Create a NetworkPolicy named pod-access to restrict access to Pod users-service running in namespace dev-team
Only allow the following Pods to connect to Pod users-service:



T JLINUX
Make sure to apply the

NetworkPaolicy.

You can find a skeleton

manifest file at
/home/candidate/KSSHO0301/n

etwork-policy.yaml

candidate@cli:~$ kubectl config use- - KSSH00301

Switched to context "KSSHO00301". I

late@c
lidate@cli kubectl get ns dev-team —-—-showFlabals
, ST.
eam Act
idate@cli:~$ kubectl nafle: tdam show-labels
READY STATUS RESBARTS AGE LABELS
1/1 Running 0 6h40m environment=dev

entadevikubernetes.io/metadata.name=dev-team




networking. kt
NetworkPolicy

pod-access

dev-team

testing







&

candidatefcli:~$ cat KSSH00301/network-policy.yaml

apiVersion: networkifg.)
kind: NetworkPolicy
metadata:
name: pod-access
namespace: dev-team
spec.
podSelector:
matchLabels:
environment: dev
policyTypes:
— Ingress
lngress:
from:
- namggRcgfclector:
maYeabels:
environment: dev
podSelector:
matchLabels:
environment: testing
candidate@cli:~$ l

58. Frage
You are using a managed Kubernetes offering like Google Kubernetes Engine (GKE)- Implement a process to verify the integrity of
the GKE platform binaries and components.

Antwort:

Begrindung;

Solution (Step by Step):

1. Enable node auto-upgrade: Configure your GKE cluster to automatically upgrade nodes to the latest stable version. This ensures
that security updates and bug fixes are applied promptly.

bash

gcloud container clusters update my-cluster -release-channel regular

2. Use the gcloud CLI to inspect cluster components: Use the 'geloud container clusters describe’ command to retrieve information
about your GKE cluster, including the Kubernetes version, node image, and control plane version. Verify that these versions are up-
to-date and consistent with your expectations.

bash

gcloud container clusters describe my-cluster

3. Review GKE release notes: Regularly review the GKE release notes ([https:/cloud.google.com/kubernetes-engine/docs/release-
notes]

(httpsz//www.google.com/url?sa=E&source=gmail&q=https/cloud. google.com’kubernetes.engine/docs/release-notes)) to stay
informed about security updates, bug fixes, and new features.

4. Enable GKE security features: Utilize GKE security features like Shielded GKE Nodes, Container-optimized OS security
hardening, and Binary Authorization to enhance the security of your cluster.

5. Monitor GKE security advisories: Subscribe to Google Cloud security advisories and bulletins to stay informed about any
potential vulnerabilities or security issues affecting GKE.



59. Frage
Create a Pod name Nginx-pod inside the namespace testing, Create a service for the Nginx-pod named nginx-svc, using the ingress
of your choice, run the ingress on tls, secure port.

A. Send us your Feedback on this.
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