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‘Which of the following representatives in the incident response process are included in the incident response
team? Each correct answer represents a complete solution. Choose all that apply.

A. Sales representative

B. Lead mvestigator

C. Human resources

D. Technical representative

E. Legal representative

F. Information security representative
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Incident response is a process that detects a problem, determines the cause of an issue, minimizes the
damages, resolves the problem, and documents each step of process for future reference. To performall
these roles, an incident response team is needed. The incident response team includes the following
representatives who are involved in the incident response process:

Lead investigator: The lead investigator is the manager of an incident response team He is always involved in
the creation of an incident response plan. The duties of a lead investigator are as follows: Keep the
management updated. Ensure that the incident response moves smoothly and efficiently. Interview and
interrogate the suspects and witnesses.

Information security representative: The information security representative is a member of the incident
response team who alerts the team about possible security safeguards that can impact their ability to respond
to an incident.

Legal representative: The legal representative is a member of the incident response team who ensures that the
process follows all the laws during the response to an incident.

Technical representative: Technical representative is a representative of the incident response team More
than one technician can be deployed to an incident. The duties of a technical representative are as follows:
Perform forensic backups of the systens that are involved in an incident. Provide more information about the
configuration of the network or system

Human resources: Human resources personnel ensure that the policies of the organization are enforced during
the incident response process. They suspend access to a suspect if it is needed. Human resources personnel
are closely related with the legal representatives and cover up the organization's legal responsibility.

R # 659
During the recovery process, RTO and RPO should be the main parameters of your disaster recovery plan. What does RPO refer
to?

A. The duration required to restore the data

B. The encryption feature, acting as add-on security to the data

C. The interval after which the data quality is lost

D. The hot plugging technique used to replace computer components

EfE: A
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Dan and Alex are business partners working together. Their Business-Partner Policy states that they should encrypt their emails
before sending to each other. How will they ensure the authenticity of their emails?

e A. Dan will use his private key to encrypt his mails while Alex will use his digital signature to verify the authenticity of the mails.

e B. Dan will use his public key to encrypt his mails while Alex will use Dan's digital signature to verify the authenticity of the
mails.

e C. Danwill use his digital signature to sign his mails while Alex will use Dan's public key to verify the authencity of the mails.

e D. Dan will use his digital signature to sign his mails while Alex will use his private key to verify the authenticity of the mails.

Ef: C
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In the context of email encryption and digital signatures, authenticity is typically ensured through the use of'a sender’s digital signature.



Dan would use his private key to create a digital signature on his emails. This signature is unique to both the sender and the email
content. Alex, on the other hand, would use Dan's public key to verify the digital signature. If the verification process confirms that
the signature was created with Dan's private key and that the email has not been altered, Alex can be assured of the email's
authenticity. This process does not involve encrypting the entire email with a private key, as that would make it unreadable to anyone
except the holder of the corresponding private key, which is not shared. Instead, encryption of the email content is typically done
using symimetric encryption, where both Dan and Alex would use a shared secret key.

References: The explanation aligns with the principles of public key infrastructure (PKI) and digital signatures as outlined in the EC-
Council's Certified Network Defender (CND) program, which covers various aspects of network security, including email
encryption and digital signature mechanisms12.
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Which of the following tools is a free laptop tracker that helps in tracking a user's laptop in case it gets stolen?

e A Nessus
e B. Snort

e C.SAINT
e D. Adeona

Ef#: D
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Adeona is a fiee laptop tracker that helps in tracking a user's laptop in case it gets stolen. All it takes is to
mstall the Adeona software client on the user's laptop, pick a password, and make it run in the background. If
at one point, the user's laptop gets stolen and is connected to the Internet, the Adeona software sends the
criminal's [P address. Using the Adeona Recovery, the IP address can then be retrieved. Knowing the 1P
address helps in tracking the geographical location of the stolen device.

Answer option D is incorrect. Nessus is proprietary comprehensive vulnerability scanning software. It is free of
charge for personal use in a non-enterprise environment. Its goal is to detect potential vulnerabilities on tested
systems. It is capable of checking various types of vulnerabilities, some of which are as follows: Vulnerabilities
that allow a remote cracker to control or access sensitive data on a system Misconfiguration (e.g. open mail
relay, missing patches, etc), Default passwords, a few common passwords, and blank/absent passwords on
some systemaccounts. Nessus can also call Hydra (an external tool) to launch a dictionary attack. Denials of
service against the TCP/IP stack by using mangled packets

Answer option A is incorrect. SAINT stands for System Administrator's Integrated Network Tool. It is computer
software used for scanning computer networks for security vulnerabilities, and exploiting found vulnerabilities.
The SAINT scanner screens every live system on a network for TCP and UDP services. For each service it
finds running, it launches a set of probes designed to detect anything that could allow an attacker to gain
unauthorized access, create a denial-of-service, or gain sensitive information about the network.

Answer option C is incorrect. Snort is an open source network intrusion detection system. The Snort
application analyzes network traffic in realtime mode. It perforns packet sniffing, packet logging, protocol
analysis, and a content search to detect a variety of potential attacks.

E [ # 662
Which of'the following interfaces uses hot plugging technique to replace computer components without the need to shut down the
system?

A. SATA
B. IDE

C. SDRAM
D. SCSI

IEf@E: D
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