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FIRE #49
What are source and destination MAC addresses of an ARP request?

A. The source MAC is that of the sending device and the destination is a multicast address
B. The source MAC is that of the sending device and the destination MAC is a broadcast address
C. The source MAC is that of the sending device and the destination of the targeted device
D. The source MAC is that of the forwarding switch and destination of the targeted device
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An ARP (Address Resolution Protocol) request is broadcast to resolve an IP address to a MAC address. The source MAC is the
sender's MAC address, and the destination MAC is the broadcast address (FF:FF:FF:FF:

FF:FF) to reach all devices on the local network. Fortinet devices handle ARP for Layer 2 communication.

Options B, C, and D are incorrect as switches don't originate ARP requests, the target's MAC is unknown, and ARP uses
broadcast, not multicast. Exact extract: "In an ARP request, the source MAC address is that of the sending device, and the
destination MAC address is the broadcast address (FF:FF:FF:FF:FF:FF), sent to all devices in the local network segment."

il =8 #50
Which FortiGate log type records denied traffic events?

A. System Log
B. Traffic Log
C. Security Log
D. Event Log
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Traffic Logs in FortiGate record all traffic events, including denied packets, with details like source, destmnation, and policy ID.
Security Logs (B) cover UTM events, Event Logs (C) system events, and System Logs (D) hardware or system status, not
specifically denied traffic. Exact extract: "Traffic Logs record all packet activity, including allowed and denied traffic, with details
such as source/destination IPs, ports, and the firewall policy applied."

& #51
In Active FTP who sends the PORT command?

A. Both

B. The FTP Server

C. The FTP Client

D. There is no PORT command in Active FTP
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In Active FTP, the client sends the PORT command to the server, specifying an ephemeral port for the server to initiate the data
connection back to the client. This distinguishes Active FTP from Passive FTP, where the server provides the port. The server does
not send PORT, and the command is a key part of Active FTP. Exact extract: "In Active FTP, the client sends a PORT command
to the server, specifying the IP address and port number for the data connection... The server then initiates the data connection to the
client's specified port."

R R #52
In FortiGate, what is the purpose of the 'set webfilter-profile’ command in a firewall policy?

A. Configures the web proxy settings
B. Enables deep packet inspection for web traftic

C. Applies a web filtering profile to block or allow URLs
D. Sets the web server authentication profile

ZER: C
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The 'set webfilter-profile' command applies a web filtering profile to a firewall policy, enabling URL blocking or allowing based on
categories or specific URLs. It does not enable DPI (B), configure proxies (C), or set authentication (D). Exact extract: "The 'set
webfilter-profile’ command applies a web filtering profile to a firewall policy, controlling access to websites based on URL
categories or specific URLs."
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Client is connected to firewall via link with MTU 1500 bytes, server is connected to firewall via link with MTU 1496 bytes. The
firewall is rewriting both sender and receiver tcp-mss to 1450 bytes. What maximum size of IP packets are we going to see when
client connects to server?

e A. 1450 bytes
¢ B. 1496 bytes
C. 1496 bits
D. 1500 bytes
E. 1500 bits
F. 1450 bits

BER: A

it RE S B -

The TCP MSS (Maximum Segment Size) defines the maximum TCP payload size, excluding headers. When the firewall sets MSS
to 1450 bytes, the TCP segment size is limited to this value. For IP packets, the total size includes the TCP header (20 bytes) and
IP header (20 bytes), so 1450 (MSS) + 20 (TCP) + 20 (IP) = 1490 bytes, which fits within both link MTUs (1500 and 1496
bytes). Thus, the maximum IP packet size is not limited by the link MTUs but by the MSS, adjusted for headers. Options C and F
(bits) are incorrect units; A and B exceed the MSS limit. Exact extract: "The TCP MSS is adjusted to prevent fragmentation...
FortiGate can rewrite the MSS in TCP SYN packets to ensure the total IP packet size (including IP and TCP headers) does not
exceed the configured value."
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