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QUESTION

The Department of Justice {DOJ) assrsses opteons for a new choud-

hosted collaboration solution.

What should it use 10 ensune that the vendors are compliznt with the povernmental regulations §
or data mamsgement in 1he United States?

Busingss pannership pgrecment (BPRA)

Federal Risk and Awborzation Management Program { FedBRAMP)
European Union Agency for Metwork and Infosmation Secunty (EMISA)
Monduselosire agreement (NDA)

Fedsral Risk and Awborization Management Program | FedRAMP)

QUESTION

A Furopean Unson ( ELT) citizen contscts a company <Lm|'_5 bugsamess in the EU, cladmamg thar it
dataprocessing aclivities are out compliance with the General Data Protection Regulstion (GDF
R

What maust the company do if ib wishes o conlinue processmg this personal data?

File an appeal with the (CIEL) wathin 60 days and continue processing the data
Dremamatrate that this &80a processing 15 2 necesiary busmess teuirament
Demaonsirals thal this dala processing s authorzed wnder approved stamd

ALLLLE
Diemionsirate that this data processing s authorzed wnder approvied standards
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WGU Managing Cloud Security (JY02) Sample Questions (Q28-Q33):

NEW QUESTION # 28
Which phase of the cloud data life cycle involves activities such as data categorization and classification, including data labeling,
marking, tagging, and assigning metadata?

A. Create
B. Use

C. Destroy
D. Store

Answer: A

Explanation:

The cloud data life cycle defines distinct stages that data goes through from its origin until its disposal. The Createphase is the very
first stage, and this is where data is generated or captured by systens, applications, or users. At this point, data does not yet have
context for storage or use, so it must be appropriately categorized and classified. Activities like labeling, marking, tagging, and
assigning metadata are critical because they establish the foundation for enforcing controls throughout the rest of the life cycle.
Classification ensures that data is aligned with sensitivity levels, regulatory requirements, and business value.

For example, financial records may be labeled "confidential” while general marketing content may be marked

"public." These distinctions guide how encryption, access controls, and monitoring will be applied in subsequent phases such as
storage, sharing, or use.

According to industry frameworks, starting security at theCreatephase ensures that controls "follow the data" across environments.
Without proper classification at creation, organizations risk mismanaging sensitive data downstream

NEW QUESTION # 29
Which data management activity is considered legal fair use of a copyrighted item?

A. Exporting the work
B. Performing the work publicly

C. Broadcasting the work
D. Reporting the work on the news

Answer: D

Explanation:

Reporting the work on the news is considered legal fair use of a copyrighted item. Managing Cloud guidance explains that fair use
allows limited use of copyrighted material without permission when the purpose is commentary, criticism, education, or news
reporting.

In news reporting, copyrighted material may be referenced or partially reproduced to inform the public, provided it does not replace
the original work or cause financial harm to the copyright owner. This principle supports transparency and public awareness while
balancing intellectual property rights.

The other activities typically require authorization from the copyright holder. Performing a work publicly, exporting it, or
broadcasting it generally involves distribution or commercial use, which falls outside fair use protections. Therefore, reporting the
work in the news is the correct example of legal fair use.

NEW QUESTION # 30
Which factor is a primary consideration when analyzing the legal and privacy implications of using cloud technologies?
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A. Configuration details specified in the contract

B. Jurisdiction of the cloud provider and users

C. Level of encryption that the cloud solution provides
D. Penalties specified in the service level agreement

Answer: B

Explanation:

The jurisdiction of the cloud provider and users is a primary consideration when analyzing legal and privacy implications of cloud
technologies. Managing Cloud guidance explains that data is subject to the laws and regulations of the jurisdiction in which it is
stored, processed, or accessed.

Different countries impose varying legal requirements for data privacy, disclosure, and access by authorities.

Understanding jurisdiction helps organizations evaluate compliance obligations, cross-border data transfer restrictions, and potential
risks related to government access or conflicting regulations.

While encryption, contract configuration, and service level agreements are important, they do not override jurisdictional legal
authority. Therefore, jurisdiction is the most critical factor in legal and privacy analysis.

NEW QUESTION # 31
‘Which risk mitigation technique will compensate a cloud service customer for failures on the part of the cloud service provider?

A. SLA penalties

B. Suspension of service clause
C. Data protection requirerments
D. Recovery time objective

Answer: A

Explanation:

Service level agreement (SLA) penalties are a risk mitigation technique that compensates customers for failures by the cloud service
provider. Managing Cloud principles explain that SLAs define performance commitments such as availability, response time, and
reliability.

When a provider fails to meet these commitiments, SLA penalties-often in the form of service credits or financial compensation-are
applied. While penalties do not prevent failures, they provide accountability and partial financial remediation.

Recovery time objectives define recovery goals, data protection requirements address security controls, and suspension clauses
govern service termination. None of these compensate customers directly. Therefore, SLA penalties are the correct mitigation

technique.

NEW QUESTION # 32
Which requirement for cross-border data transfer is part of the General Data Protection Regulation (GDPR)?

A. Acceptance of liability for protection by the transferring entity

B. Acknowledgement of liability for protection by the entity receiving the data transfer
C. Formal consent of the data owner

D. Demonstration of adequate level of protection similar to GDPR

Answer: D

Explanation:

GDPR requires a demonstration of an adequate level of data protection equivalent to GDPR standards for cross-border data
transfers. Managing Cloud guidance explains that personal data may only be transferred outside the EU/EEA if the receiving country
or entity ensures appropriate safeguards.

These safeguards may include adequacy decisions, standard contractual clauses, or binding corporate rules.

The goal is to ensure that personal data continues to receive the same level of protection regardless of where it is processed.

Formal consent alone is insufficient, and liability is not transferred exclusively to one party. Therefore, demonstrating adequate
protection is the correct requirement.

NEW QUESTION # 33
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