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Fortinet FCP - FortiAnalyzer 7.4 Analyst Sample Questions (Q17-Q22):
NEW QUESTION # 17 
What is the purpose of a predefined template on the FortiAnalyzer?

A. It can be edited and modified as required
B. It specifies the report layout which contains predefined texts, charts, and macros
C. It contains predefined data to generate mock reports
D. It specifies report settings which contains time period, device selection, and schedule

Answer: B

NEW QUESTION # 18 
What is the recommended method of expanding disk space on a FortiAnalyzer VM?
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A. From the VM host manager, expand the size of the existing virtual disk and use the # execute format disk command to
reformat the disk
B. From the VM host manager, expand the size of the existing virtual disk
C. From the VM host manager, add an additional virtual disk and rebuild your RAID array
D. From the VM host manager, add an additional virtual disk and use the #execute lvm extend <disk number> command to
expand the storage

Answer: D

NEW QUESTION # 19 
What FortiView tool can you use to automatically build a dataset and chart based on a filtered search result?

A. Chart Builder
B. Export to Report Chart
C. Dataset Library
D. Custom View

Answer: B

NEW QUESTION # 20 
What are event handlers?

A. Specific matched conditions in the raw logs
B. SNMP traps
C. Alert notifications
D. Threats identified by FortiGuard

Answer: A

NEW QUESTION # 21 
Which log will generate an event with the status Unhandled?

A. A WebFilter log will action=dropped.
B. An AV log with action=quarantine.
C. An AppControl log with action=blocked.
D. An IPS log with action=pass.

Answer: D

Explanation:
In FortiOS 7.4.1 and FortiAnalyzer 7.4.1, the "Unhandled" status in logs typically signifies that the FortiGate encountered a security
event but did not take any specific action to block or alter it. This usually occurs in the context of Intrusion Prevention System (IPS)
logs.
IPS logs with action=pass: When the IPS engine inspects traffic and determines that it does not match any known attack signatures
or violate any configured policies, it assigns the action "pass". Since no action is taken to block or modify this traffic, the status is
logged as "Unhandled." Let's look at why the other options are incorrect:
An AV log with action=quarantine: Antivirus (AV) logs with the action "quarantine" indicate that a file was detected as malicious and
moved to quarantine. This is a definitive action, so the status wouldn't be "Unhandled." A WebFilter log will action=dropped:
WebFilter logs with the action "dropped" indicate that web traffic was blocked according to the configured web filtering policies.
Again, this is a specific action taken, not an "Unhandled" event.
An AppControl log with action=blocked: Application Control logs with the action "blocked" mean that an application was denied
access based on the defined application control rules. This is also a clear action, not "Unhandled."

NEW QUESTION # 22
......
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exam even before the exam itself.
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