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CompTIA SecAI+ Certification Exam Sample Questions (Q54-Q59):
NEW QUESTION # 54 
Which of the following are considered threat intelligence sources? (Choose two.)

A. File integrity monitoring
B. Group policy objects
C. Netflow logs
D. Open-source intelligence (OSINT)
E. ISACs

Answer: D,E
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Explanation:
ISACs and OSINT provide structured and open-source threat intelligence feeds.

NEW QUESTION # 55 
An AI architect reviews AI utilization and wants to improve the user experience. Which of the following should the architect review
within the logs?

A. Data storage
B. Model accuracy
C. Rate monitoring
D. Access controls

Answer: B

Explanation:
To improve user experience, the architect should review model accuracy in the logs. High accuracy ensures users receive relevant,
reliable responses, directly impacting satisfaction and effectiveness of the AI system.

NEW QUESTION # 56 
Which log type is MOST useful for detecting DNS tunneling?

A. DNS query logs
B. Netflow logs only
C. Firewall allow logs
D. Authentication logs

Answer: A

Explanation:
DNS logs reveal abnormal query lengths and frequencies typical of tunneling.

NEW QUESTION # 57 
An internal user enters a client credit card number into an internal generative machine learning (ML) model:
#User prompt: Customer Jane Doe has a new credit card that she wants to add to her account. The number is 5555-5555-5555-
5555 Which of the following is the most effective way to prevent prompt injection attacks against a large language model (LLM)?

A. Antivirus
B. Guardrails
C. Role-based access control
D. Web application firewall (WAF)

Answer: B

Explanation:
Guardrails are the primary security control for LLMs to prevent prompt injection attacks. They enforce rules on what inputs are
accepted and how the model responds, blocking malicious or sensitive prompts (such as credit card numbers) before they can
manipulate or exploit the model.

NEW QUESTION # 58 
A data set containing medical information is put into a machine learning (ML) model that is designed to predict specific illnesses for a
population. In the process of verifying the reliability of the system, the compliance officer realizes that the system cannot reliably
predict illnesses for certain segments of the population. Which of the following types of risk is most applicable to this case?

A. Inclusiveness
B. Bias
C. Transparency



D. Consistency

Answer: B

Explanation:
The model's inability to reliably predict illnesses for certain population segments indicates bias in the dataset or training process. This
leads to unfair or inaccurate outcomes for specific groups, making bias the most applicable risk in this case.

NEW QUESTION # 59
......
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